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#1%= VPDN EEEAH4

1.1 VPDNELE#HZ

VPDN A te L2TP ALl K PPTP #itri il VPDN 24T A8 1) —AS T de, F%
TaI@MEH VPDN 4115, NAC (Network Access Concentrator)fil NS(Network
Server, Y # Tunnel Server)#[7 2 )\ VPDN 20 & bR BUHH OG5 L, FH T 28 3 5 A
U o X BRI B, 7E R U, X5 L2TP Hh3, NAC #i#k1E LAC (L2TP
Access Concentrator), NS ##r{F LNS (L2TP Network Server); X}+ PPTP, NAC %
#x1/E PAC (PPTP Access Concentrator), NS #Fr{E PNS (PPTP Network Server);
%I+ PPPOE, NAC 1E4 X Client ¥, NS {£4H Server ¥,

1.1.1  accept-dialin

¥ VPDN 41 &N NS
accept-dialin

no accept-dialin

VPDN 2 it A% 5
1 15 AR

%4k VPDN 4% & A NS
15l

NI A —A VPDN 4, IR eI E D NS.

router>enable
router#config
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router_config#vpdn-group 1
router_config_vpdn_21#accept-dialin

1.1.2 domain

W E NAC (k44
domain domain-name

no domain

2% SR

domain-name e K255 P4

VPDN 2 i B A% 2
£ 15t AR

Ziir 2 HGEE NAC EHUT, P AL@FF 5%, @FF 5 o i b4
il

N aE A VPDN 4, e BCE N NAC, JRIRE A .

router>enable

router#config

router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_1#domain aaa.com.cn

1.1.3 force-local-chap

B NS T CLIENT i (1) B AE
force-local-chap

no Force-local-chap
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no force-local-chap

RN
VPDN 4 it & 5 24,

£ A1 A
ETFUE PPP i 32 H N, NAC 2fLHE NS %} Client #E47IAE . XA 4 FH ok 15 B ki 4
3JA > NS XJ Client S FHRBEATIMNIE. %2 R AEAE NS EHAT. HAAY0e L2TP Hhillh
3

w151

TG > VPDN 4, R e B NS, Jf i EERrAIE.

router>enable

router#config
router_config#vpdn-group 1
router_config_vpdn_1#accept-dialin
router_config_vpdn_1#force-local-chap

1.1.4 12tp hidden

R UK e 1P
[2tp hidden

no I2tp hidden

BRE

no I12tp hidden
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VPDN £t A 2
£ 15t BA

XA B T Bl A, XA A bR AR
5l

NI AU A VPDN 41, CRE sE Dy LAC, BB, IR EE
i o

router>enable

router#config

router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_21#protocol 12tp
router_config_vpdn_1#I2tp tunnel authentication
router_config_vpdn_1#I2tp tunnel password 0 123456
router_config_vpdn_1#I2tp hidden

1.1.5 I2tp tunnel authentication

[EWd S ERNTIR
[2tp tunnel authentication

no I2tp tunnel authentication

no I12tp tunnel authentication
Aot

VPDN £t B A5
(AR

FEIESTREIE N, X7 A LU AHBE T INIE . U0 SRECE T3l IE A UE, DA 201 B b
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et

NI R S B A Al —4 VPDN 41, —/MENH LAC, —MEN LNS,

HISTC 30 T DA UE AR [ 1R 3565

routerA>enable

routerA#config

routerA_config#vpdn-group 1
routerA_config_vpdn_1#request-dialin
routerA_config_vpdn_1#protocol 12tp
routerA_config_vpdn_1#I2tp tunnel authentication
routerA_config_vpdn_1#I2tp tunnel password 0 123456

routerB#config

routerB_config#vpdn-group 2
routerB_config_vpdn_2#accept-dialin
routerB_config_vpdn_2#protocol 12tp
routerB_config_vpdn_2#I2tp tunnel authentication
routerB_config_vpdn_2#2tp tunnel password 0 123456

1.1.6  12tp tunnel hello
W R I% HELLO 4R SC AR A ] 1) g
[2tp tunnel hello hello-interval

no I2tp tunnel hello hello-interval

5% SHI A

hello-interval I (& M 5%100s.

VPDN 4H it B 5 2,

5% AR

LAC 1 LNS 2 [0 if# s LUE, BUE k% HELLO 30, #eE i 2 5 1F

P

o
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et

NI F A —A VPDN 4, ik HELLO R SCIAIN R]IR] R 5224 10 5.

router>enable

router#config

router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_1#protocol 12tp
router_config_vpdn_21#I2tp tunnel hello 10

1.1.7  12tp tunnel receive-window
BB A 3 & R/
[2tp tunnel receive-window receive-window-size

no I12tp tunnel receive-window receive-window-size

SH
SH SH IR
receive-window-size I{E4%100.
RE
4
RN
VPDN 2 it A% 5
13 15 AR
Afin & HIR AR 2 A MM BUFFER K/ o (RIS AE L2TP &I W i I 2 S0 e, o6 i A 4
XA 18 AR Y R IE ARSI ) i K/
BNl

N A VPDN 2, BRI Bl i RN 5.

router>enable

router#config
router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_21#protocol 12tp
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1.1.8

router_config_vpdn_1#I2tp tunnel receive-window 5

[2tp tunnel password

LN B R 1 B

[2tp tunnel password [0]7] password

no 12tp tunnel password

B8

SR

password

T £ 2504 745, RV

VPDN 41 ic & i =X

fEAAA

et

1.1.9

AU ARRCE TAEIE I, AN Y, iR password 4 JE HIER O, JUE S RC W ST,
URERAAE 7, W RSRCAT A mdS s A ) 85 3

TG > VPDN 4, CREE R LAC, B BB IE VAR

router>enable
router#config

router_config#vpdn-group 1

router_config_vpdn_1#request-dialin
router_config_vpdn_1#protocol 12tp
router_config_vpdn_1#I2tp tunnel authentication
router_config_vpdn_1#I2tp tunnel password 0 123456

[2tp sequencing

BEE L IR BT -

[2tp sequencing

no I2tp sequencing
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VPDN £t B A5
(EdERbL:
BRSS9 5 AT SO R T G2t -
il

TGS VPDN 4, CRE A LAC, B BRI SOR 51

router>enable

router#config
router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_1#protocol 12tp
router_config_vpdn_1#I2tp sequencing

1.1.10  I2tp drop out-of-order

BOE R B O
[2tp drop out-of-order

no I2tp drop out-of-order

BRE
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LR
VPDN 2 it A% 5
13 15 AR
WRBEEAR SR T Fea S, W& BB S B SOR P IN AN 45 R AL B B .
5l
NSRS VPDN 4, CKe i E N LAC, BLE BRSO T YIS I ARl E %
FRTFEAEARSC .
router>enable
router#config
router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_21#protocol 12tp

router_config_vpdn_1#I2tp sequencing
router_config_vpdn_1#I2tp drop out-of-order

1.1.11 Icp-renegotiation

B LNS A1 CLIENT i & 54T LCP FH )i -
Icp-renegotiation

no Icp-renegotiation

no lcp-renegotiation
RN

VPDN ZH it & 5 2
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fEAAA

— A5 DL, NAC $14T PPP [#) LCP B BEFIAUERY BE AR BE TN BE . 40 3 LNS 75 2] Client
FHHEAT PPP [f) LCP i ik B M ik A o mf DLE I i B XA iy 2 S B0 %2 RAEAE
LNS F$AT.

et

A > VPDN 4, KRR LNS, JFEBRCE D LCP HH i .

router>enable

router#config

router_config#vpdn-group 1
router_config_vpdn_1#accept-dialin
router_config_vpdn_1#Icp-renegotiation

1.1.12 idle-timeout
BEE 2 client f1 NAC & 4 —IEHE, NAC 3 1) 2 PR IS ]
idle-timeou time-out

no idle-timeout

SH SHR A
Time-out 0~65535FF, Mt & 4 O/~ A7 PR RE T o
R
0
RN
VPDN 41 it & A5 X
£ At AR

2 client F1 NAC & h—IHE, & NAC 325 B I I a), 448 & 40, ppp
Wiz, a4 HAEAE NAC EHUT.

-10 -
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et

A > VPDN 4, R R NAC, Jf i . idle-timeout 2 3 7381

router>enable

router#config
router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_1#idle-timeout 180

1.1.13 local-name
P8 VPDN 41/ A 4

local-name local_name

no local-name local_name

S
SH S A

local_name T 2 8 bt 22 2540 F 4
RE

default
RN

VPDN £t B A5
£ At AR

B> vpdn 4L — N AHEERIE 4, DUE Tzt T VPDN 41 A $kILic.
BNl

A > VPDN 4, CRE R NAC, JfFRCEAMEEIE Y nac .

router>enable

router#config
router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_1#local-name nac

-11 -
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1.1.14 initiate-to ip

BOEAM NAC 4U0HE K NS 1 1P it
initiate-to ip ipaddr priority priority_num

no initiate-to ip ipaddr priority priority_num

B SE A
ipaddr ZHTNS I IPHL o
priority_num Rk, 0—4, (i, HRocgiss.
ReE
7
RN

VPDN ZH it & 5 2

{55 F 152 BR

% HBELEIE PPPOE 1) NAC EHUAT. %4 H L IP ikl 77 2Ok 4 e i NS.
HARRK AN Ol E, AURCANE, WERGRM, WREARE, WA H
WOME HARBEIE IS 25 (NS) 4ih. —A> LAC WL 5 4 NS [y IP Juhl, BURE3: NS
ANREIEHOB G AT ARy NS A2 H..  dzi NS fdi € 7o NBR 7 EHHENCE 1P Hhbik4h,
I ] LU DL 44 1 7 sk R 2 e NS () initiate to host-name 4.

ot

NI FE RIS VPDN 41, KE BN NAC, JFECEMEXE N NS 1) 1P Hihkfi
P4 9% th G 4K K A 192.168.20.200 , 192.168.20.201, 192.168.20.202 ,
192.168.20.203, 192.168.20.204

router>enable

router#config

router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_1#protocol 12tp
router_config_vpdn_1#initiate-to ip 192.168.20.200 priority O
router_config_vpdn_1#initiate-to ip 192.168.20.201 priority 1
router_config_vpdn_1#initiate-to ip 192.168.20.202 priority 2
router_config_vpdn_1#initiate-to ip 192.168.20.203 priority 3

-12 -
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router_config_vpdn_1#initiate-to ip 192.168.20.204 priority 4

1.1.15 initiate-to host
BE A NAC 416 BEIE 0] 3 (1) NS 844 . s
initiate-to host-name name priority priority_num
no initiate-to host-name name priority priority_num
SH
S¥ S 435 AR
name NS4
priority_num fioedt, 0—4, {HiN, g,
RE
X
wEER
VPDN 417 E A5
f£ A 15 AR
%A /\ﬁETﬂE PPPOE (1) NAC FAT izt NS (1)455E 77 208 T BLAERCE 1P Huhik s (2
W, initiate to ip fiz4 ), ] LA HI Ay 4 DU A (1 07 Aok $a e i NS, dr 25N 5 5 ok
¥ Lﬁﬁﬂiﬁ‘ﬂ’]ﬁ%%‘z TOANE, WROCAME, WEBRM, WUEEAEE, WX
e TR DINE: Eﬁ%_kﬁ&%a& (NS) 4irfr. —A LAC ATLARLE 54 NS 1) IP Hhhik sl
B4 (2 initiate toip fir %), BAE4: NS T T‘%‘@%Hﬂ‘ﬂuﬁﬁ%ﬁj\ NS %2 H.,
5l

T RE AN —/ VPDN 41, ¥'e ¥ &N NAC, JHHE NS 14 4 test.aaa.cn.

router>enable

router#config

router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_21#protocol 12tp
router_config_vpdn_1#initiate-to host-name test.aaa.cn priority 0

AR, IR E EOFESRAEH, AL E DNS FIAH M4, % DNS [ 4 4
& 192.168.1.8, MR SSLE 192.168.1.8, test.aaa.cn EPHEM ML, WHEM R
[

-13-
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1.1.16

(EdEE!

Gt

router_config#ip domain name-server 192.168.1.8
router_config#ip domain dynamic enable
router_config#ip domain primary-server 192.168.1.8
router_config#ip domain bind test.aaa.cn 172.168.20.23

EVRAREE, 2 WAHAT ¢ DNS BC & K TEA1 Y]
protocol

W'E VPDN 41ffHhis i,
protocol protocol-type

no protocol protocol-type

SH SH351 AR
protocol-type AT LLyI2tp. pptpEk# pppoe.
ya
B

VPDN ZH it & 45 2

AR

}e521% VPDN ZH1thi

NI R RIEE—A VPDN 41, JERIL2TP B2k sE .

router>enable

router#config
router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_21#protocol 12tp

TR A — VPDN 41, 3151 PPTP ¥ 2k

router>enable
router#config
router_config#vpdn-group 1

-14 -
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1.1.17

(EdEE!

Nl

router_config_vpdn_1#request-dialin

router_config_vpdn_21#protocol pptp

N B g — 4 VPDN 41, 31 PPPOE WMl 25 .

router>enable
router#config

router_config#vpdn-group 1

router_config_vpdn_1#request-dialin

router_config_vpdn_1#protocol pppoe

pptp tunnel echo

W k1% ECHO REQ 4RC I I B

pptp tunnel echo echo_interval

no pptp tunnel echo echo-interval

55

SR

echo-interval

H {1 \5£11000s »

VPDN 4 i & 4 =

Gl

PAC 1 PNS 2 [ &G E V7 LU, W S A e B4 il 4 Sl 2o oS e W ik ECHO
REQ R3¢, il e 15 5 o

N7 —A VPDN 4, ki ECHO REQ T[] [al bk 10 75 o

router>enable
router#config

router_config#vpdn-group 1

router_config_vpdn_1#request-dialin

router_config_vpdn_1#protocol pptp

router_config_vpdn_21#pptp tunnel echo 10

-15 -
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1.1.18 pppoe bind

%% PPPOE HH1) VPDN 41485 FIMA LUK R L1 L .
pppoe bind ether-port-name

no pppoe bind ether-port-name

VPDN 4H i B 4 =
{5 F it PR

Pppoe 7 2k UKW 3 7 8 ek, Zan 2462 1% vpdn 41K pppoe 4% £ 37 AE WP
ALK F, ALK R RER 4R E7E— A vpdn 215,

Nl

T F R — VPDN 4, 48 iZ4l 3| FastEthernet0 1 .

router>enable

router#config

router_config#vpdn-group 1
router_config_vpdn_1#request-dialin
router_config_vpdn_1#protocol pppoe
router_config_vpdn_21#pppoe bind FastEthernetO

1.1.19 request-dialin

¥ VPDN 4 E il NAC .
request-dialin

no request-dialin

-16 -
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VPDN 4H it B i 2,

5% AR

et

1.1.20

RE

AR VAR iZAU A /2 NAC, B #RI], iz VPDN 41Dhgef (4 NS. UMM

ff, PEE 1% VPDN 41684 5k NAC,

NI A — A VPDN 41, e i E A NAC

router>enable

router#config
router_config#vpdn-group 1
router_config_vpdn_1#request-dialin

terminate-from
BCE NS WA (1738 5 NAC BEIE 44 -
terminate-from remote_nac_name

no terminate-from remote_nac_name

o

S SHI A

remote_nac_name WiNACIHIBIE 4, %254

N A

(=

-17 -
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(EdEE!

et

1.1.21

B
VPDN 2 it A% 5
it AR
BCERX AN 5, 1% VPDN O TR BT -5k B remote_nac_name #i7E ¥ NAC (1)
N 6T HA NAC 2R Afefli Hix 4~ VPDN 2. 4iik—A VPDN ¥ A7A S
Terminate-from & I8 A & A Ay #as 21 : £ HoAt VPDN 4] LLVL RS , ik 4 VPDN
AR S0 s NAC IR . 1% 4 HBELE LNS 2 PNS LT,
N aE A VPDN 41, 955E L2TP BSl, Kee OB A LNS, i 3 328 i B 44
AN lac .
router>enable
router#config
router_config#vpdn-group 1
router_config_vpdn_21#accept-dialin
router_config_vpdn_21#protocol 12tp
router_config_vpdn_1#terninate-from lac
T aIE 4 VPDN 4, 485E PPTP B, REe B PNS, i [V 328 i B 44
A pac .
router>enable
router#config
router_config#vpdn-group 1
router_config_vpdn_1#accept-dialin
router_config_vpdn_1#protocol pptp
router_config_vpdn_1#terninate-from pac
port
VPDN 4145 & # Rk
port interface-name
no port interface-name
SH SHR A
Interface-name S 11 1R 44 R

-18 -
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VPDN ZH it & 45 2

{5 F 5% BR

ot

1.1.22

Zar AR E vpdn 4SRN T, dn S NAC, ] fd & virtual-tunnel i 118§ [H] 525
L R NS, TTECE virtual-template S 11, @ vpdn SEBE % R R 1
clone i3k [ virtual-access £z ATl . W% NAC vpdn 41ACE T 1% a4, N domain
T AN, I Hiz vpdn 205U T port i 45 7€ 1% - AR vpdn 4% .

RG> VPDN A, CREE A NAC, AT RESRLE T8 11 5CHK

router>enable

router#config

router_config#vpdn-group 1
router_config_vpdn_1#accep-dialin
router_config_vpdn_1#port Virtual-tunnell
router_config#int virtual-tunnel 1

router_config_vnl#ip addr 2.1.1.1 255.255.255.0
router_config_vnl#enca ppp

router_config_vnl#ppp authen chap
router_config_vnl#ppp chap hostname user@aaa.com.cn

NG S VPDN A, KRB NS, IR AURERRE .

router>enable

router#config

router_config#vpdn-group 2
router_config_vpdn_2#accep-dialin
router_config_vpdn_2#port Virtual-templatel
router_config#int virtual-template 1

router_config_vt1#ip addr 2.1.1.1 255.255.255.0
router_config_vtl#enca ppp

router_config_vtl#ppp authen chap
router_config_vtl#ppp chap hostname user@aaa.com.cn

vpdn enable

WG e G ] VPDN 1 R 4E.

-19-
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vpdn enable

no vpdn enable

no vpdn enable
RN

[LGACR 52
{5 A5t R

BA I, Z4: VPDN IhRE2 25 1. 2447 VPDN enable fiv4 5, VPDN IhEEA 44T FF o
NO 4251 VPDN T-Iifig.

ot

M%) AE VPDN ZhfiE.

router>enable
router#config
router_config#vpdn enable

1.1.23  vpdn-group

A& VPDN 2
vpdn-group name

no vpdn-group name

name

-20-
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1.1

VPDN 4H i & 4 =

{55 F 5% BR

XA VPDN A ZANAEAERT, AlEiXA VPDN 4, A F] VPDN At BT . g
XA VPDN 4l 4474, M EEHEAS VPDN BB A N. &2 LIz 300 4~ VPDN

Ao

ot

NG > VPDN 4 .

router>enable
router#config
router_config#vpdn-group 1

24 show I2tp
IR 12tp IR IE A TS THE B
show I2tp [tunnel | session]
SH
SH SHIEA
tunnel BB G .
session BIREEFHIMEE .
RN
&
(EdaEEET=]
SR Y R AE AR ) A 2 A R G E B
il

37DE#show I2tp tunnel

L2TP Tunnel Information Total tunnels 1 sessions 1

LocID RemlID Remote Name

State Remote Address Port  Sessions

-21 -
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2 27204  cisco26 Est  192.168.20.156 1701 1
— AT Y E A R .
2 ik
LocID THE 1 AHID
RemID THIE 11 51D

Remote Name

. Horp

State BT IBUIBERNTS
Remote Address ST 0 At i | P At
Port A T8 11 G v g 5
sessions B IE G SN
1.1.25 clear I2tp

TE I tunnel B, 5 K38 52 tunnel 1D 1) tunnel (It tunnel T (KT session W4 #8855 )
54 session I, 552 tunnel ID (7] tunnel 455 session ID [f] session.
clear 12tp [tunnel tunnellD tunnellD-number | session tunnellD tunnellD-number
session|D sessionID-number]

S

S5 S5 A

tunnel VS UBER
session R

mSRNK
%}Elp\

fERERE
TE e tunnel ID [R3IIE, SO KRR tunnel 1D JliE T 4552 session ID (A4
tunnel ID 1 session ID [ HUE yE 4l <1-65535>,

w15

clear 2 HI% A B A (Ml IER &

37DE#show 12tp tunnel
L2TP Tunnel Information Total tunnels 1 sessions 1

i (B —NE

ER—ANE1E)
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1.1.26

LocID RemID Remote Name State Remote Address Port  Sessions

2 14914  cisco26 Est 192.168.20.156 1701 1

37DE#show 12tp session
L2TP Session Information Total tunnels 1 sessions 1

LocID RemID TunnellD Intf Username State
1 3391 2 vnl (null) Est

THERIEE 2 B aTE 1.
37DE#clear 12tp session tunnellD 2 sessionID 1
SETHIR G P EE R 18 Ul SRR, WE R .

37DE#show I2tp tunnel
L2TP Tunnel Information Total tunnels 1 sessions 0

LocID RemID Remote Name State Remote Address  Port  Sessions

2 14914  cisco26 Est 192.168.20.156 1701 O

37DE#show [2tp session
L2TP Session Information Total tunnels 1 sessions 0

debug 12tp

BEPUIEAT e B AR T B0 S B IR R B AT O AT BN R B 4TED

B R % M SR . 2

[no] debug I2tp [error | event | packets [control-packets | data-packets | detail]]

/] no debug 12tp 5 11 B onfE .

24 SR
error SR 12tp B HE AT (1) S A R
event EoRR2tpE g il A B
packets BRSO EIR AR R BN A TR HHR OB IS0 .

packets T & 24

S SHI A
control-packets B IRL2TPRE B AN 3% AP AR S0 A 25 o
data_packets IR L2T PR A1 5326 PR B 1 S0 A 25 o
detail FIOF (EORHDD 4T BRSO 4R SO N AT %

Y

vE:
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1) T4
debug [2tp packets
F R THAT T @ # fop
debug [2tp packets control-packets
debug [2tp packets data-packets
2  HATEA
no debug [2tp packets
FRTFHATT @A LG4
no debug 12tp packets control-packets
no debug I2tp packets data-packets
debug 12tp packets detail X R Z AN &, HARATH AN debug A= AEATEPELIBAR A9 A
%, B4R BT ELE T debug I2tp packets control-packets, AR & 4537 Fp 45 ) 4R L84 1% fafz
&; R4, BaeR B E T debug I2tp packets data-packets, 7R & H54TEP A 4BIR L 49

H#omfE 8. 4o RELE XA debug, AR 4 debug 3541 4R A S 3EAR S AR R ATEP AR
212 8.,

fEMER

ot

FT 7T 12tp debug 5 EUR, T LUTH 12tp BEHRIORIRGE L. TR B R BRI %
ARSI, FE AT 12tp MRS

i i
37DE#debug 12tp packets control-packets
37DE#debug 12tp packets detail

ITEfE R :

2003-1-14 11:19:23

[L2TP] TX -> ctrl packet: flg TLS,ver 2,len 55,TunlID 0,SesnID 0,Ns O,Nr 0 :SCCRQ
2003-1-14 11:19:23

L2TP Control Packet Header :

C8 02 00 37 00 00 00 00 00 00 00 00 Y AU

2003-1-14 11:19:23

L2TP avp Message Type :
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80 08 00 00 00 00 00 01
2003-1-14 11:19:24

L2TP avp Protocol Version :

80 08 00 00 00 02 01 00
2003-1-14 11:19:24

L2TP avp Framing Capabilities :

80 OA 00 00 00 03 00 00 00 00

2003-1-14 11:19:24

L2TP avp Assigned Tunnel ID :

80 08 00 00 00 09 00 02
2003-1-14 11:19:24
L2TP avp Host name :

80 09 00 00 00 07 6C 61 63

EHUB] SCCRQ R, SEIRICHMF N L2TP S FA AVP, RtgAs AVP [
R ZE. (A TELE debug 12tp packets detail, AN4MiER A %)

1

bjipus

[L2TP] [P ERS

TX-> WAL T 1) (AR R [ b 3%
ctrl packet HOCHAL o FEbR SO BRSO
flg L2TPL AL 7 [fflags

ver L2TPHM LK s I A

len AR

TunliD L2TPL AL B MiliEID

SesniD L2TP L A& &IEID S

Ns IR IEF A

Nr W27 5

SCCRQ SeFE RS2

L2TP  Control Packet | sl S0 IL2TP L A 2

Header :

L2TP avp PRI RSO IAVP . (J BRAVPZET AT 20

NHE 12tp PR IR S R

37DE#debug 12tp event

2003-1-14 10:58:51 [L2TP]: Tunnel 6 be created.
2003-1-14 10:58:51 [L2TP] T6: status changed into IDLE
2003-1-14 10:58:51 [L2TP] T6: Sesn 1 be created.
2003-1-14 10:58:51 [L2TP] T6S1: status changed into IDLE
2003-1-14 10:58:51 [L2TP] T6: TX -> SCCRQ to TO

2003-1-14 10:58:51 [L2TP] T6: status changed into WAIT REPLY
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1.1.27

2003-1-14 10:58:51 [L2TP] T6: RX <- SCCRP from cisco26 T12871

2003-1-14 10:58:51 [L2TP] T6: TX -> SCCCN to cisco26 T12871

2003-1-14 10:58:51 [L2TP] T6: status changed into ESTABLISHED
2003-1-14 10:58:51 [L2TP] T6S1: TX -> ICRQ to cisco26 T12871S3387

2003-1-14 10:58:51 [L2TP] T6S1: status changed into WAIT REPLY
2003-1-14 10:58:51 [L2TP] T6: RX <- ZLB from cisco26 T12871

2003-1-14 10:58:51 [L2TP] T6S1: RX <- ICRP from cisco26 T12871S3387

2003-1-14 10:58:51 [L2TP] T6S1: TX -> ICCN to cisco26 T12871S3387

2003-1-14 10:58:51 [L2TP] T6S1: status changed into ESTABLISHED
2003-1-14 10:58:51 Line on Interface Virtual-tunnell, changed state to up
2003-1-14 10:58:51 [L2TP] T6: RX <- ZLB from cisco26 712871

1 ik
T6S1 AR Hb A E R 2315 1D (S R a6 IR il 4 ik S, HAAEID
5, NED
[L2TP] U
TX-> WICAEL Ty I (AR IR I S RI%)
ICCN PR SR
Cisco26 26 Ui 30 1 44 FR
T12871S3387 T Il AN £ G DS
show pptp

SR pptp M A £ 1ES0HE

show pptp [tunnel | session| traffic]

SH SR A
tunnel SEoREE L THE R
session BRSNS THE R
traffic BIRPPTPHL RS IE B
B
FEHIE
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ERiERE

ot

SR Y RTAEAE 1 A RN 50 (A DS Ge v A5 R

1. Show pptp tunnel 7

Router#show pptp tunnel
PPTP Tunnel Information Total tunnels 1 sessions 1

Socket TunllD Remote Name State Remote Address  Sessions
14 1 204 Established 192.168.20.204 1
AT N T E T R
1 iR
Socket JHI& Y Socket ID
TunnellD HIE A HLID
Remote Name T 2 ity 3O 3 4 R
State ETBGRER N
Remote Address BUIBERTOp 1| =328l
sessions VA TE L7 (R im A #
2. Show pptp session 7=
Router#show pptp se
PPTP Session Information Total tunnels 1 sessions 1
LoclD PeerID TunliD Intf State
4 18261 1 s2/0:1 Established
EH:
1 iR
LocID AL 1D
PeerlD SVEILEID
TunlID JWIEID
Intf A2 1 1 44 PR
State T IR

3. Show pptp traffic 74

Router#show pptp traffic
PPTP Traffic Statistics Information:
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Tunl/sesn: 1/4:
TxQueueFulls: 0
AckQueueFulls: 0
Congs: 0
PktSents: 111
PktRecvs: 111
InPktDrops: 0
OutPktDrops: 0
FmtErrors: 0

VLI

5 HR
Tunl/sesn: S5 AL B ID AT A AR ID .
TxQueueFulls RN Hh SR OO
AckQueueFulls B\ SIS PR A R R
Congs RAARFEMHL
PKiSents 4 T R SRR S B
PkiRecvs S 2T BT B BARAR A o
InPktDrops 2T T 2 B B SRS AL
OutPktDrops A T A B R B S
FmtErrors Hepn i SOk AR SO

1.1.28 clear pptp

15 tunnel I, 75 445 52 tunnel 1D [¥) tunnel (I tunnel R (KT 45 session W5 #8 35 14
5 session I, EEE 2 tunnel ID 1] tunnel F3E852 session ID [ session.

clear pptp [tunnel tunlID tunnellD-number | session tunliD tunnellD-number
sessionID sessionID-number]

S
S8 o
tunnel TE BRI IE o
session THER T
mSRNK
EHA
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ERiERE

ot

1.1.29

FERRYS F tunnellD [FiliE, B0EFRTEE tunnel ID i T §5 2 session ID (14
tunnel ID F11 session ID HHEUHE G B &l b <1-300>,

clear Z §i%FE CA MIEM &8 (& —ANEEF—DE1E):

Router#show pptp tun
PPTP Tunnel Information Total tunnels 2 sessions 2

Socket TunllD Remote Name State Remote Address Sessions
17 1 204 Established 192.168.20.204 1
21 2 pns2 Established 192.168.20.26 1

Router#show pptp se
PPTP Session Information Total tunnels 2 sessions 2

LocID PeerlD TunllD Intf State
4 18261 1 s2/0:1 Established
6 70 2 vnl Established

FRREIE 2 B ATE 6,
SEERRA P REEM ST U CeaERR, WEVRAAE.

Router#clear pptp se tun 2 se 6
Router#show ppt tu
PPTP Tunnel Information Total tunnels 2 sessions 1

Socket TunllID Remote Name  State Remote Address Sessions
17 1 204 Established 192.168.20.204 1
21 2 pns2 Established 192.168.20.26 O

Router#show ppt se
PPTP Session Information Total tunnels 2 sessions 1

LocID PeerlD TunllD Intf State
4 18261 1 s2/0:1 Established

debug pptp

1o i

BEHIEAT e B AR IR AT BN S5 B R R B AT WO FAF T BN A5 6 4TED

FREHRA ) e AR [ K L N

[no] debug pptp [error | event | packets [control-packets | data-packets]]

{11 no debug pptp 1% ik &~ fE B
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SH
24 S A
error TN PR HIS AT 1 5 R iR
event EoRpptp AL Al (5 B .
packets R pptp ML BN A B BN A CRLRS 4 R SO B R
30
packets -4
g S A
control-packets ERPPTPALHR I 21 F A 2% 4 R SC N 2
data_packets IR PPTPELHI 2 Fl & 1% K 4 ST A 2
) RATEA
debug pptp packets
FRTFHAT T @A L4
debug pptp packets control-packets
debug pptp packets data-packets
2) PAT 44
no debug pptp packets
F R THATT @ AL
no debug pptp packets control-packets
no debug pptp packets data-packets
PR
(LIRS
(E5EiTe

17T pptp debug {75 5 A, AT LA pptp BEBRAVHTF RGBS A A B S B An AL 1)
B sc s, WA AT pptp W2 W
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et

1)

Pl 3 Debug 74l

LR

Router#debug pptp packets ctrl-packets

FTENE -

[PPTP] TX -> ctrl packet: Tunl 1 SCCRQ: Ver 256,Frm 3,Bear 3,Host pac21,len 156
00 9C 00 01 1A 2B 3C 4D 00 01 00 00 01 0000 00 ..... +<M........
00000003000000030000010070616332 ............ pac2

31 00 00 00 00 00 00 OO 0OO0OO00O00000000000 1...............

2003-11-15 00:52:06 00 00 00 00 00 00 00 00 00  ................

2003-11-15 00:52:06

[PPTP] RX <- ctrl packet: Tunl 1 SCCRP: Ver 256,Frm 3,Bear 3,Host 204,RstCode

1,ErrCode 0,len 156

009C00011A2B3C4D 000204 EB01000100 ... +<M........
00000003000000030000120032303400 ........... 204.
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ........eeee.
2003-11-15 00:52:06 00 00 00 00 00 00 00 00 00  ................
2003-11-15 00:52:06

[PPTP] TX -> ctrl packet: Tunl 1 OCRQ: CalllD 2,CallSerial 10001,MinBps 0,MaxBps

0,Frm 3,Bear 3,RcvWin 64,len 168

O0A800011A2B3C4D 000700000002 2711 ... +<M...... "
00 00 00 00 00 00 00 00 00 00 00 030000 00 03  .......nceee.

00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .@.....c.eevee
2003-11-15 00:52:06 0000 00000000000000 .....ccvvvveee
2003-11-15 00:52:06

[PPTP] RX <- ctrl packet: Tunl 1 OCRP: CalllD 18250,PeerID 2,RstCode 1,ErrCode

0,CauCode 0,ConnBps 64000,RcvWin 64,len 32
00200001 1A2B3C4D00080000474A0002 ...+<M....GJ..
2003-11-15 00:52:06 00 00 40 00 00 00 00 00 00 ......... @......

MfiX SCCRQ F IR ST 2N 7 Al L] -

b3 Fji:pun
[PPTP] e
TX-> WICAEE T ) (AR KR I%)
ctrl packet SR o BRSO BER RSO
Ver PPTPHMLIK ISR A
Len AR
CalllD PPTPL B A B SiEAHID S
SCCRQ PR R S 282
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Frm R TSR
Bear RIE NPT SRR A
Host RIL AR S WA R

NiX SCCRP F R SCI#N Al W] (5 AR A ERD:

b3 Fji:pun
SCCRP Iz R SC 2 A
RstCode GEO, UM, HOA AT
ErrCode WURERAGA AL, SRR RS

DR OCRQ #4 MR ST AN A B (L A A B AD:

13 i
OCRQ SR S e
CalllD PPTPL LA 1 & i A DS
CallSerial PPTPL A E M7 5
MinBps 5t/NBps, HRIBAT SZhrm X
MaxBps I KBps, B RTEAT SRR X
RecvWin WL LR

N OCRP 24k TN Sl W] (L5 B AR (K A A

1 Fi::pu

OCRP BRI SRS
calllb PPTPL LA F & 1EA DS
PeerlD PPTPL AL S N4 i L iID S
connBps P
RstCode e S PPN E el AYAS A7)
ErrCode SR L, TR AR
(2)  HdfdkC Debug 7Rl

[LRNCRTI RS

Router#debug pptp packets data-packets

FTENE &
Router#ping 10.0.0.1
PING 10.0.0.1 (10.0.0.1): 56 data bytes

--- 10.0.0.1 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
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round-trip min/avg/max = 0/8/10 ms

2003-11-18 16:18:37

[PPTP] TX -> data packet: TunliD1, LocID 1, PeerID 89, Len 85, FIs S, Seq 9,
2145000054 00 8B 0000 FF01A71B0OAO0000 E.T..........

02 0A000001 0800 F6 F20010000000010B ................

ED 04 0506 07 0809 OAOBOCOD OE OF 1011 12  .....ccceeeneee

2003-11-18 16:18:37 1A1B1C1D 1E1F 202122 ... "

[PPTP] TX -> data packet: TunllD1, LocID 1, PeerID 89, Len 85, FiIs SA, Seq 10, ACK 9
21 4500 0054 00 8D 00 00 FF 01 A7 19 0A0000 'E..T...........

02 0A0000010800F6 FO0O010000100010B ....ccevvvvvees

EE040506 070809 0A0BOCODOEOF101112 ................

2003-11-18 16:18:37 1A1B1C 1D 1E1F 202122 ... "

[PPTP] TX -> data packet: TunllD1, LocID 1, PeerID 89, Len 85, Fls SA, Seq 11, ACK 10
21 4500 00 54 00 8F 00 00 FF 01 A7 17 0A0000 !E..T..........
020A0000010800F6 EEO010000200010B  ....cccvvvvveees

EF 04 0506 07 08 09 OAOBOCODOEOF 101112 ................

2003-11-18 16:18:37 1A1B1C1D 1E1F 202122 .......... "

[PPTP] TX -> data packet: TunllD1, LocID 1, PeerID 89, Len 85, FIs SA, Seq 12, ACK 11
2145000054 00910000 FF01A7150A0000 IE.T........

02 0A000001 0800 F6 ED0010000300010B ......cene

EF 04 0506 07 0809 OAOBOCODOE OF 101112  ....cevueneee

2003-11-18 16:18:37 1A1B1C1D 1E1F 202122 ... "

[PPTP] TX -> data packet: TunllD1, LocID 1, PeerID 89, Len 85, FIs SA, Seq 13, ACK 12
2145000054 00930000 FF01A7130A0000 !E.T.......

02 0A00 000108 00 F6 EB0010000400010B ................

FO04 0506070809 0A0BOCODOEOF101112 ...

2003-11-18 16:18:37 1A1B1C1D 1E1F 202122 ... "

[PPTP] TX -> data packet: TunliD1, LocID 1, PeerID 89, Len 24, FIs SA, Seq 14, ACK 13

FF03C02109050014561205B200000000 ..lL..V......
2003-11-18 16:18:37 31 -18 16:1
PPTP TX -> data packet: TunlIiD1, LocID 1, PeerID 89, Len 24, FIs SA, Seq 15, ACK 15
FF03 C0210A050014561205B200000000 ...L..V.....
FF 2F 92 8E CO A8 14 1A doon.
I DA Sl 13 W -
5 fik
[PPTP] By P

AT I (AR b ik

data packet

ROCRA (O BRSO AR S0

Fls

PPTP GREL & Hflags, HAENS. A
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S PR SR P55 Seqe T AFTE

A PRI SR 7915 ACK A R £ AT

Len RO

TunlID WIEIDS

LocID AH 2 1EID S

PeerlD L2 1HID S

Seq RIS

ACK R AT 8

(3)  Hft Debug 7=
We . i -
26# debug pptp event

FTEE B
26#debug pptp event
2002-1-1 16:18:43 [PPTP] : Tunnel 2 created.
2002-1-1 16:18:43 [PPTP] T2: status changed into IDLE
2002-1-1 16:18:43 [PPTP] T2: RX <- SCCRQ from
2002-1-1 16:18:43 [PPTP] T2: TX -> SCCRP to lac3
2002-1-1 16:18:43 [PPTP] T2: status changed into ESTABLISH
2002-1-1 16:18:43 [PPTP] T2: Session 83 created.
2002-1-1 16:18:43 [PPTP] T2S83: Call state changed into IDLE
2002-1-1 16:18:43 [PPTP] T2S83: RX <- OCRQ from lac3 Session 2
2002-1-1 16:18:43 [PPTP] T2S83: TX -> OCRP-Ok to lac3 Session 2
2002-1-1 16:18:43 [PPTP] T2S83: call state changed into ESTABLISHED
2002-1-1 16:18:43 Line on Interface Virtual-access1, changed state to up
2002-1-1 16:18:43 Line on Interface Virtual-accessl, changed state to up
2002-1-1 16:18:49 Line protocol on Interface Virtual-accessl, changed state to up
2002-1-1 16:18:49 [PPTP] T2: RX <- ECHO REQ from lac2
2002-1-1 16:18:49 [PPTP] T2: TX -> ECHO REP to lac2
TR AN ) i ] -
o A

[PPTP] P

T2 Wi 1D

IDLE/ESTABLISHED.etc. | jii ik #% 2 iEfks

TX-> PR SCARE T ) CGRIR I AR

RX <- PR SR TT ) (FRoR$fo

SCCRQJ/SCCRP .etc. W a2
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S83 ZIEAHID
Call state FORETERE
Lac2 T8 334 06 3 1 ALAL
T2S83 AR 23 1F A HID S
1.1.30 show pppoe
o pppoe M R4 5 B .
show pptp session
G
o
FEHI &
(EdaEEET=]
WoR S HAFAE R SRR G TS B
il

Router#show pppoe session

PPPOE Session Information:

Total sessions 1

ID Local_Address Remote_Address State Role Interface Bind_Ether
3 00:e0:0f:08:02:c2 00:e0:0f:0c:05:31 Established client wvnl e0/0
F AT N R R R .
b ji:pus
ID DRI
Local_Address AtthMacHt
Remote_Address izt MacHs ik
State TS TEIRES
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1.131

(EdEE!

L]l

Role J& T Clientif /& Server
Interface PPP3ii I

Bind_Ether NIRRT
clear pppoe

15 R session I, V&35 E session ID [f] session.

clear pppoe session ID sessionID-number

5%

SHI A

sessionID-number

215515, I Eshow pppoe session {273 11D .

fe8

TEYe s ID [4iE. session ID [FHUE TG A<1-300>,

clear Z BisE CH ISR (BE—NEi):

Router#show pppoe session

PPPOE Session Information:

Total sessions 1

ID Local_Address

3 00:e0:0f:08:02:¢c2
THFRIEIE 2 B2 6.

Remote_Address State Role Interface

00:e0:0f:0c:05:31 Established client vnl

SRHERE R TREIEN ST SO, WIETA .

Router#clear pppoe session ID 3

Router#show pppoe session

No active sessions

Bind_Ether

e0/0
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1.1.32 debug pppoe

HEHOEAT 5245 B H T B30 SRR R ST MO SR IHT B SR (L 4T
e 318 R S P

[no] debug pppoe [error | event | packets [discovery | session | detail]]

i/l no debug pppoe %1 B R{E &

ZH

24 S A
error 7~ pppoe S HIE AT 1) S i AR % o
event R pppoetEH Al R A5 S .
packets 7R pppoetE HRRL I RN A 3 IR H0H A0 P 2 CRLAR 2 hAR SR Bt 4

30

packets fir &S 4

5% SER A
discovery 7R PPPOEE BRI 1R 2 32 (1 IR S 2%
session 7R PPPOERLHRIA I A 1% IR B R ST P 2%
detail FTIT (BROGHDD T BB S KR SN N R T %
:
1) PATEA

debug pppoe packets

FRTFHATT @A L a4
debug pppoe packets discovery
debug pppoe packets session
2) PATHS:
no debug pppoe packets
F R THAT T @ A Ao
no debug pppoe packets discovery
no debug pppoe packets session

debug pppoe packets detail iX HUEAMNIFC, FMFT XA debug AReHT ENERE RSN
2. AR WAINTCE T debug pppoe packets discovery, H54 ¥ 4T BN IR SCITELNTS
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[FRE, (Rl [FINTEE T debug pppoe packets session, 54 ¥44] BN BRI ST EA1E B
W ANALE IX S debug, 84 debug $ 4R SRR R SO #R HLFT ENREZEA5 L.

(E3EETE]

et

F17T pppoe debug {5 55, v Ll pppoe BiH AR5 5 Sl A5 B I Rk
RERBEIR SR 2, B HET pppoe w2 .

1)

IR S Debug 7] :

W A 2
Router#debug pppoe packets discovery
FTENE &

[PPPOE]: TX -> discovery packet: Rremote address 00:e0:0f:08:02:c2, ver 1,type 1,code
9,session id 0,length 12 : PADI

FFFFFFFFFFFFOOEOOF0802C288631109 ... cC..
0000000C010100000103000402C06412 ... d.
2006-3-23 19:26:46

[PPPOE]: RX <- discovery packet: Rremote address 00:e0:0f:0c:05:31, ver 1,type 1,code
7,session id 0,length 26 : PADO

OOEOOF 0802 C200EOOF0C053188631107 ........... lc.
000000 1A010100000102000A44656661 ........... Defa
756C 742D 414301030004 02 C064 128888 ult-AC......d...
888388888888888888888888 ...
2006-3-23 19:26:46

[PPPOE]: TX -> discovery packet: Rremote address 00:e0:0f:08:02:c2, ver 1,type 1,code
25,session id 0,length 12 : PADR

OOEOOFOCO053100EO0OF0802C288631119 ... 1. C..
0000000C010100000103000402C06413 .............. d.
2006-3-23 19:26:46

[PPPOE]: RX <- discovery packet: Rremote address 00:e0:0f:0c:05:31, ver 1,type 1,code
101,session id 18,length 12 : PADS

O0OEOOF 0802 C200EOOF0C053188631165 ........... lce
0012000C010100000103000402C06413 .............. d.
88 88 88 88 88 88 88 88 88 88 888888888888 ................
8888388888888888888888888 0 ...

TR PADL 7 il SR #8359 1 -
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b3 Fji:pun
[PPPOE] [P ES
X -> WICARETT I AR FRIR K%
discovery packet WK R SCMBER SO
Rremote address 6 yiMAC
Ver,type I TN
Code RSO B2
Session id LA H DS (AN[E)Fshow pppoe sessionfiIDZ 5] 5)
length WoCK
PADI RSO R

(2)  HHEHR 3 Debug 7”4

LR

Router#debug pppoe packets session

ATENE R

[PPPOE]: RX <- session packet: Rremote address 00:e0:0f:0c:05:31, session id 15,
length 22

00 EOOF 0802 C200 EOOF 0C 053188641100 .......... 1d..

00 OF 00 16 C0 21 09 A9 00 14 053001830000 ..... 1...0....

00 00 75 6E 6E 65 6C 20 49 6E 88 8883888888 ..unnel In......
888383838888888888888888 ...

2006-3-23 19:14:48

[PPPOE]: TX -> session packet: Rremote address 00:e0:0f:08:02:c2, session id 15,

length 22

00 EO OF OC 05 31 00 EO OF 0802 C288 64 1100 ..... 1. d..
00 OF 00 16 C0 21 OAA9 00 1402 C005D80000  ..... IR

00 00 75 6E 6E 65 6C 20 49 6E ..unnel In

2006-3-23 19:14:48
[PPPOE]: TX -> session packet: Rremote address 00:e0:0f:08:02:c2, session id 15,

length 22

OOEOOFOC053100E00F0802C288641100 ..... 1. d..
00 OF 00 16 CO 21 09 AD 00 1402 C0O05D80000 ..... L
00 00 70 6F 65 20 70 61 63 6B ..poe pack

2006-3-23 19:14:48
[PPPOE]: RX <- session packet: Rremote address 00:e0:0f:0c:05:31, session id 15,

length 22
OOEOOF0802C200EOOF0C053188641100 ........... 1d..
00 OF 00 16 CO 21 OAAD 0014 053001830000 ..... I....0....

00 00 70 6F 65 20 70 61 63 6B 88 88 88 88 88 88  ..poe pack......
888888888888888888888888 ...
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IR AR 5 ] -
13 Fi::pu

[PPPOE] [NRES
TX-> WCAEET I (AR IR AR I%)
session packet RSCHRAY G PR SCRB R 30
Rremote address e s MACHL T
session id SIEMIDS
length RO
() it Debug 74

[ERNCRTIESE

Router# debug pppoe event

FTENE B

2006-3-23 19:22:04 [PPPOE]: session 3 to be created.

2006-3-23 19:22:04 [PPPOE] S3: state changed into Client-Idle
2006-3-23 19:22:04 [PPPOE] S3: TX -> PADI to ff:f.ff:ff.ff:ff
2006-3-23 19:22:04 [PPPOE] S3: state changed into PADI-sent
2006-3-23 19:22:04 [PPPOE] S3: RX <- PADO from 00:e0:0f:0c:05:31
2006-3-23 19:22:04 [PPPOE] S3: TX -> PADR to 00:e0:0f:0c:05:31
2006-3-23 19:22:04 [PPPOE] S3: state changed into PADR-sent
2006-3-23 19:22:04 [PPPOE] S3: RX <- PADS from 00:e0:0f:0c:05:31
2006-3-23 19:22:04 [PPPOE] S3: state changed into Established

DA 3 B -

2 ik
[PPPOE] [P ES
S3 2:1%%& 5] ([dshow pppoe sessionf{]IDI)
Client-ldle I g (PR A

PADI-sent.etc.

TX-> PR SCAERTT 0] (ORISR
RX <- PERHIR SRR TT 17 RO
PADI / PADO .etc. IS Sit)

00:e0:0f:0c:05:31 e EMACH I
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