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AT RGEHMS

ALENHEEGS

e B S B i A LA

kg

copy

delete

* dir
download c0
eraserom
more

upload cO
download

upload

copy

i1 copy fir & F LA TFTP fik 55 8% BT 2% di 6 flash [NA7, thr] DL 1 8% flash
N B2 SO S 2 TRTP RSG5 45%

5 CF RO 2 th 45 flash [NA7EL TFTP g5 s, Wl Hs TFTP iRk95 & 2k th
& flash NAF A SIS 3] CF .

BE U BEERHOCC IR 2Bt 258 TRTP M55 &%, tnlke TFTP AR 35 48 s th 43 501 R 4t
FHIZEAN S B U

Copy ({tftp<:filename> | flash<:filename>} {flash <:filename> | tftp<:filename>}
<blksize>

Copy {tftp<:filename> | cf<:filename>} {cf <:flename> | tftp<:filename>} <blksize>
Copy { flash<:filename> | cf<:filename>} {cf <:filename> | flash<:filename>}
Copy { flash<:filename> | usb<:filename>} {usb <:filename> | flash<:filename>}
Copy { cf<:filename> | usb<:flename>} {usb <:filename> | cf<:filename>}

Copy ({tftp<:filename> | usb<:filename>} {usb <:filename> | tftp<:filename>}
<blksize>
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FLRb T A Ay
S
B8 SHIHAA
thtp<:filename> BHAENE AN SRR thtp IR F 2RO 1ENE A S5
% NI thp ARGS9 5 . Filename $8BAAH N (S0 44, HIRATEE,
copy 2 HAT E K- P SR N
flash <:filename> MHAE NE— NS B RS NG 88 flash [ AE i BOCC AR E N ER — A
% H RoR W B 2% flash N A7 o 5 30 . Filename 8 B A1 b7 i) SC#F
%, 7 WHIRE, copy BT ERIER H FRESCHL N .
cf <:filename> é’lﬁ;f/ﬁjﬂgﬁﬁﬁ\ﬁiﬁﬁfﬁiy\%ﬂﬂ%% CF k lﬂﬁ—ﬂfﬂﬁ;ﬂlxﬂ 1"57'31/575::
A SHETRIR A B A CF RN S . Filename Fig B AH N S
%, BHERATRE, copy frAPUTEEIE R P ST
usb <:filename> BHAENE AN SEI R RN U BRItk B NE A S HE R R
M U #5350, Filename $8 AR SO 44, B TR, copy iid
PAT JERSRH PSRN
blksize T 5E titp AR IHK .
7S
¥
wSER
(ERLIFS
fEF 1 AR
F P AT LATE flash | cf | usb: [F8EANS, Hi&air AILEC I SO 4. 0.
copy flash: s? AT Jks I F P 387 2400 B3 R LA BE “s” $13k R LASCHE 44 -
flash: startup-config flash: sample
flash [Nf%. CF £. U 7RG T IR H %20 5N flash:, cf:, usb: .
w451

copy flash:startup—config tftp:config. txt 600 ¥ & Hl|[NAF T I : startup—config
B tftp fessds b, FHHEA A config. txt. [FIBHEELHIFIH AN 600bytes.

copy flash:router.bin cf:r.bin &l flash [NEFHI X router. bin BRiEN cf

+~Lb, JFHBA N . bin.
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copy tftp:router.bin usb:r.bin 2.2.2.2 1024 E#| tftp AR5 EBISCHE router. bin
F U ML, FHBAZN r.bin, FEREE tftp REHBIEA 2.2, 2.2, RPN
1024bytes,

cd usb:

copy flash:router.bin usb:r.bin

ZHIMER T cd fr &K 4 ur BRI B] T usb: N, A G420 TN A AR S
router. bin E#l# U HHRERZT, FHHIA N r. bin,

Hx®oms
¥
1.1.2 delete

¥ H delete 41 LA B — N 3044

delete file-name

¥
2% S ¥R
file-name A G 20 MR .
RE
WA NSCAT 4, SE BRSO startup-config
RN
HEREEN
fEARLEA
BEAT SCAFIMIBRIN , 62504 24 5 T AF H sk b0 3 S0 e H 5%
HXa<
T
1.1.3 dir

i dir & SRS H R4
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dir directory-name

Y
B ek
directory-name Hatd GrK 20 M55,
RE
x
N
A
= AtER
N H s 4 e 0 AR B SR EUE ST T B, TR AR 4 A B, a2
AT R AR
HXeaL
T
4  more
f#F more iy 4 TR A% .
more file-name
¥
B ek
file-name S (i 20 MR
RE
T
N
A
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fer

GEES

1.1.5

RS e

feH

P

AR
RS AT R, B ASCIH i AR ER, SN 3R ER;
MFEEER B —NEEA LSRR, TREE S b B4 AR
W
G
download
Ay A Sk B B AE Y zmodem M ML US43 R4 BN AE
download c0 filename
S S8R
filename A N A R ) S A 42

HEHSCHES L

;l_

i

N

1 RA

M BN JG, RGP N i g

Router#download c0 router.bin

#7%: speed[9600]?115200

SRJE ABEGE RN 115200, FURTESR G, MR 2 o (L {17 1) 1A% 1AL (1808 S

(5
R e, R B E R
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Zmodem receive process completed.

Hxdos
T
1.1.6  upload

A iy A kI I R B AE MY zmodem MRSV AF B 1ML B

upload c0 filename

&%

SHRAR

filename

AN AT R SO 44

P

MPBANmAIE, RGP HAm I EE.
Routerffupload c0 router. Bin $27~: speed[9600]?

115200

WIE, BEOEE N 115200, EHERE, hEERELE

it

e e, BRI ER

Zmodem send process completed

EES

x

(A ffi FO IR B R 2
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1.2 EAXRZEESS

BR R A & LA

1.2.1

x>

boot flash

boot cf

cd

chram

date

md

pwd

rd

rename

reboot

alias

boot system flash
boot system cf
help

history

job

debug job
jobd

show alias

show tech-support

boot flash

PR TN FH A4 4 boot flash 7] LLF- T A F & SO R 5

boot flash filename

SR




A

4

FEAlC &
filename NIRE A4 .
[75=]
x
N
U s
£ At AR
P NIR3IRES S, {4 boot flash @4 Al 5 3 ¥ %
w5l
monitor#boot flash router.bin
PSR
dir
1.2.2  boot cf
WS FRA T A 4 boot of 7] LLF T M Fe & S+ E 3l
boot cf filename
S
2% S ¥R AR
filename R E 4 .
[7.5=)
x
RN
W
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£ F it AR

PN BFIRE 5, ] boot of &7 A a5t &

P51
monitor#boot cf router.bin

xS

dir

1.23 «cd

AR T A4 od W] RABCAR 240 H 3k

cd directory)|..

2H

g

S ¥R AR

directory Hx4 (RK 20 MR,

F—%HHR .

P

monitor#cd my_dir
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HEHS
pwd
1.24 date

7] date 74 T LLHE5E R4 IA]

SRR
EHEHRE2RTES

£ F AR

1] date T4 ] DLV E REGTMT[A], 2800 41 i a5 W7 L i 7 22 F8T 1 B AR G (1]

P

config#date

The current date is 2000-7-27 21:17:24
Enter the new date(yyyy-mm-dd):2000-7-27
Enter the new time(hh:mm:ss):21:17:00

SRS
7
1.25 md

i md & H R

md directory

Y SHGA

-10-
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directory

Fsdn (s 20 M4

&£ i AR
T XA

<k

-11-
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1.2.7

rd

i rd dr MR — A H 3%

rd directory

&%

S ¥R AR

directory

Hs4 G20 M)

Ilk?%jﬁ

L. ANy

£ F Ut AR

WMARIZHRANE, 2R, WRZH XA, WEPoRZHRAFE,

GBSy

1.2.8

x

chinese

Pl B CRos B

chinese

S12-
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1.2.9 rename

¥ rename & CCAF 4 o

rename old_file_name new_file_name

2H

&%

S ¥R AR

old_file_name JR AR HISCA44

new _file_name E B a

-13-
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1.2.10 reboot

fdi ] reboot fir2- 5 % H1 2%

EAREEN

>

£ i AR
k& X

& %

1.2.11 alias

alias 72 FIR B E ar 254, M HZ A2 1) no JEAMIER iy & 4

[no] alias [alias_name command_line]

&%

SHRAR

alias_name

N4, HRREBGST.

command_line

N2 AR AT o

RE

-14-
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BT I BON R 2 B AT, ATLUEH] alias SRARE dr &l 4
w5l
Router_config#alias ¢ copy fftp:router.bin flash:router.bin 192.2.2.1
HxaH<$
show alias

1.2.12 boot system flash

i boot system flash 74 1] LLIE & R0 H BB AT I R G Be 15 XA, 4 no boot
system flash iy 4 KA i O ECE

boot system flash filename

no boot system flash filename

B S8R
filename AEESC A, S KEAEL 20 MR

ERIES
£ 15 FA

WARM P REE IS, REEIIT NG SUE RGPS D RGGE . WRA R
B Z4kmS, RERKPUTICE BB, WRZSE AR SEE KRA iR, U
REEPAT T — A3 EEAD, RGEHN RN

-15-
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P
config#boot system flash router.bin
Hxa<$

x

1.2.13  boot system cf

i/ boot system cf 7y A LU E R G0H 3N $AT I RS A, 1 no boot
system cf 77 2 KM K 1T THi PG &

boot system cf filename

no boot system cf filename

2%
Y S
filename R, SO KR 20 A
BRE
x
RN
EJRIES
{5 FtER

MRAFPEETIHGSH of FEEMBHOXHER, HEEBHE boot system flash 4
% WALARGSNXEGSIEEN GRS, BRURAFPEET boot system flash
w4, H flash BXHBEY, BLASHEFER flash BERNHSEDN, MZE cf @4,

w5

config#boot system cf router.bin

Hxd&s

x

-16 -
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1.2.14  help Ay 42 HR R B il 3 7 0

#4%i. help
Y
I
[75=]
I
O
(LN
£ A5 ER
T
w5l
PN A)E, BoREHENH Y RS
Router# help
Help may be requested at any point in a command by entering a question mark '?',If nothing
matches, the help list will be empty and you must backup until entering a '?' shows the available
options.
Two styles of help are provided:
1. Full help is available when you are ready to enter a command argument(e.g.'show ?')
and describes each possible argument.
2. Partial help is provided when an abbreviated argument is entered and you want to
know what arguments match the input (e.g. 'interface e?'.)
PSR

x

-17-
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1.2.15 history
A g S HIRE R P sdn &, a2 8 no B3I ER P s dir &
[no] history [ + <count> | - <count> | clear]

2H

S SRR
+ <count> ML B R FoR count<1-20>% H A9 7 s dn 4

- <count> MEFSK 2R count<1-20>%k H (1 [ sh i 4

W A EOA T 20, WMCKZ B4R, WD a2 40 20, MAKE R
BT 20 5 LS.

RN

R & R 5 i 2 T LLERAF 20 26 0 S w4, FHP mT A5 (A 1 7R 7 T A i 4
A A H B G e B

w5

LR RN DR A G U i iy

Router#history - 5

config

inte1/1

no ip addr

ip addr 192.2.2.49 255.255.255.0
exit

Hxdis

x

-18 -
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1.216 quit

(EdaENEE

ARARTASE A A RT LAASE FH e iy 4o [ ) b U i AT 40 T AR X
~fl
KA

x

1217  job
A A IR ORI job (TIEIAT, FEFI %A 41 no T I 5 I job.

[no] job {linterval fireinterval | one-shot] |sleep sleeptime |stop
jobname|schedule | when}

2 SHHAA

exec jobname SLEPHAT—A job

-19-



Fbc B a4
jobname definaton E X —" job
restart jobname FFEZ—A job
schedule jobname W H job WA BEIAT
at firsttime B E job 7t jobd J& 3l 5 55— X AT (MR &
interval fireinterval WE job P IRINAT I [H] b
one-shot WE job APAT—IX
sleep sleeptime P B R I ]
When VT8 A4 E SIPAT B8 YR 1) (28 St st 8] )R 338 47 0 1 B
schedule BERE 1A E ST I8 YR 8] (E G B 180 R0 ) BAGZE AT 14 [ B
stop jobname 15 1R BE R job
hE
7 job 5E X

ERSEE
LEES

fsEFEEA

5l

job s —BUIA, & X T EHATH MG, JFH W LIBE job M AT, PAA AT fI1A]

B o

NHRGE LT — shutdown B 3 1 1] job:

job shutall “int s1/0;shut;int sl1/1;shut;int sl1/2;shut;int sl1/3;shut”

N R E X T —A no shutdown T 5 L1# job:

job noshutall “int s1/0; no shut;int sl/1;no shut;int s01/2;no shut;int
sl/3;no shut”

N TH A~ 15 JE B Hb ot B 3 1 3R 4T shutdown 1 no shutdown #:1E:

job schedule shutall at 100 interval 60

job schedule noshutall at 130 interval 60

(AR 2, # jobd &3 100 # /5, shutall X/~ job B 3h, #1860 A5 HE B, £3%EE 3 130
# )&, noshutall shutall X4~ job B 3h, %1% 6045 &ERBH.)

4n % )32 shutall A= noshutall 49 5 AT, 7T VUXAE R X A2 i B .
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job reshut “job exec shutall; job exec noshutall”

job schedule reshut at 100 interval 30

4o R shutall AT B4R, FATT A4 (BERE1F):
job shutall on-error next

4= R AT noshutall: (AT 24T job 49 )28 A)

job shutall on-error exec noshutall

RG> job B

job stop shutall

NG — AN job HLHT R 2

job restart shutall

job schedule 4= jobd Be&-1% F, %€ 7 job schedule A4 &3 jobd 7 At Frd5 45469 @ 3547,
# job when & k%89, filidiZ 4 4 B A BT ARG, BAS B S #EAN T4 FAT. FAT B
A ETAR, Fo jobd —H L A1FIEZ B #IEAT.

b 4m

job test “show arp; show ip route”
job when test at 2008-01-01 11:11:11 interval seconds 10

183% % AT B E] & 2008-01-01 11:11:11 Z AT, AR 4 &5 2] X A B 18] & 97 45 #4T show arp, show ip
route, # & 10s 547 —K, 4= R AT Z ] £ 2008-01-01 11:11:11 Z B, IR A4 ZBPIAT, 2 /6
HA [ 10s 24T — K.

X< jobd
show job

debug job

1.2.18 debug job

FREF job A FEHATREIL -

g
x
RN
BHHE
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£ F it AR

1T job IR{E BIF KA, Hth job . TR

151
configidebug job

JOB: <showver> fired
JOB: job <showver>, cmd “show ver” is parsing

HXaL:
job
jobd

show job

1.2.19 jobd

At & KRG Z AT job BT BERE . Fa A fir & 1) no (AT 1k job (5797 A2 .

[no] jobd

RN
ERES

£ At AR

job FIHAAT 75 2 jobd KA EZIAAT, job HIHAAT IR A1 ZARYE jobd F )7 S (B A REHERT . S

g, Q 5 Ctrl+Shift+6 1] 1= jobd.
1l

TN 2 a4 5 3 jobd
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Router_config# jobd
Job daemon started. No commands can be entered.End with q,Q,or Ctrl+Shift+6

HXHS
debug job
job
show job
1.2.20 show alias A4 H R EoR AT 5l 4 5

fREHIH4% . Show alias [<alias name>]

S8
B St RA
alias name S IES

%8 #% 1 alias name=command line &/RFi A 4
RN

HHABELES
(EdaENEL]

T
il

I 5 R SR 2 B R Gt PR 1 4

Router_config# show alias
hualab=date
router=snmp

EES

alias
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1.2.21  show privilege 74 ok &R 241 2 b

M tgil. Show privilege

Y
T

®ReE W

SRR
(LR

1 P15 EA
I

15l
et radius server WE 1 X T aaa XA PRGN 10, IBAZH PSR G 17
Router#show privilege
Current privilege level is 10

Hxa<$
privilege

1.2.22  show version Ay 4 Fok &R Ml

HHRA(SE.. Show version
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RN

?l_

EHSNIE S
£ F it AR

Za A AU ERRGEE, B2 ERRRER.
o]l

Router#show version
AAA(tm) 2621 Software, Version 1.3.3E (MIDDLE) Copyright
by Shanghai Baud Data Communication CO. LTD. Compiled:
2000-03-19 20:09:00, Image text-base: 0x200004
ROM: System Bootstrap, Version 0.0.0, Serial num:RA000012
System image file is "router.bin"
(PowerPC) processor with 65536K bytes of memory, 8192K bytes of flash
Router uptime is 0:00:51:26, The current time: 2002-01-01 00:51:27
Slot 0: SCC Slot

Port 0: 10/100Mbps full-duplex Ethernet (SHADOW)

Port 1: 10/100Mbps full-duplex Ethernet

Port 2: 2M full-duplex Serial

Port 3: 2M full-duplex Serial
Slot 1: SCC Slot

Port 0: 10M full-duplex Ethernet

Port 1: 10M full-duplex Ethernet
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EES

privilege

1.2.23 show tech — support A4 K &

RARGR I HERE .

support

off

RN

EESNE I ES

£ F it RA

LR ARG EERE L, W AESOR S i 2R IT %62 )5 1A

1.2.24 privilege

show tech -

hu(ll

i
iy

A i & PR E iy 2 I e 2 o

Privilege {config | exec | interface} {default | <0-15>} {command string}

g
S S
config s R R o 4 (0262
exec est A B T O 4 fi2k 2
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interface BEE b PR S

default SRR NN W

<0-15> WE a2 2 BTN S R A

Command string BARERERARNmS, Gl adMyad

N T AR PR a4 WA G0, R DM X A 4

tt 4 privilege config 10 ip

A& config mode T ip HIERIAMESEZAE 15, W 7 DIKT 15 B se 08k, i ik
PATX AL, HERWRWE i, a8 H P DL 10 8000 E e
B, SRR LAHAT.

AR B 22 o e I,
Et4n privilege config 10 ip A1 privilege interface ip 12 ¥ 5 & W 46 AN i 2 AL 6 2% .

FAh, WY ?ET?%E”%E’J%S’E& ﬁﬁﬁ%ﬁﬂinnvﬂ’]ﬁﬁ%@im??tmv [ E =TI RN
HFP RS NTFEm4, (HERTTFind, T2 n AT

tbin privilege config 8 ip icmp

H P UMRSeZ 8 Bk, B ip KIBUALESZ 15, Hip icmp &2 v AT, B2
R 7 privilege config 10 ip , HUL 8 Z[, A4 ip LUK ip FHTA v & #TIEIAT
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%2 3 KRS EILE MY

21 Telnetfii B4

Telnet fit & iy &L 55
> telnet
bl ip telnet

* ctrl-shift-6+x
where
disconnect
resume

> switchkey

> switchmsg

> sequence-char
clear telnet
show telnet

debug telnet

2.1.1 telnet

T telnet S UG a4 U R -

telnet server-ip-addr/server-host-name [Iport port][/[source-interface interface] [/local
local-ip-addr] [/debug][echo/noecho] [/script scriptname] [/ts-block | /ts-discard]
[linfo information] [/source-port sourceport]

¥
e SRR
server-ip-addr I8 0 JIR 4 % LA s 43 dE I R R I 1P bk
server-host-name T RS BRI ENLA, T SEH ip host A& HHTHIE -
port T3 R 55 AR AR AL telnet ARSI L.
interface K telnet SERERI A E 1
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local-ip-addr K telnet IEIE M) A1y (P Mok
Idebug FIHF o debug JFo%, 4T EREEH T P R Id F2
echo/noecho IR AAMALE, 44 noecho.
scriptname HT A& R A LK.
Jts-block WHE A telnet EEH AL T 5 & I FHLIE telnet 14
Jts-discard WHE A telnet EEH AL T 5 & I L 7 telnet i3
linfo W H telnet EHRTHIHHTENE R
Isource-port B telnet FERE A i 11
Irouter-id AT R AS 1D GE

7]
port 454 23, interface TLHLE (H

SR
HHE

155 FH5E A

FH o] DS R fy 246 N — R TE O FE 8 % .

telnet server-ip-addr/server-host-name

FEXXAPEOL T, W RE 2 B 1A i e 5% 2 1 23 i 1 Y telnet iBE TR, it AL
ip ik B g AR 4 it ph 2 P 5 21 ) 28 06 L ) ip MLk

telnet server-ip-addr/server-host-name /port port e, 37 FH 72
1) % i 14 port S 1 &% HY telnet @415 K . telnet server-ip-
addr/server-host-name /source-interface interface

W, R R FR S B 142 interface |1 ip bk AE A s Hb 4l

telnet server-ip-addr/server-host-name /debug

PR, N HFRTAT T2 P i debug 128, CEEER b b BB R R i R

telnet server-ip-addr/server-host-name echo/noecho

SEit, SARERFATIF R AA IR & . EERHL T, AR SRR, BRTAEd RS
i e . RAEMR ST A i A BT BRI, AT IR AR B IT K

telnet server-ip-addr/server-host-name /script scriptname

PAT LA B 20 8 5y & 75 258 ip telnet script dy & EAT I B
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FEF YR N H dr, RSS2 R LM N R routeras A, 44 telnet LA TGS
AP H % B T /ts-block k/ts-discard SR, R IEH KBRS S EE, BB LN
% telnet #2547 K2 4k bytes MR, TG FBUE, % H 28K KB LR P b g .

(1) W E 1 /ts-block, NIFHZEMRSSEE M AR K ELRYE, HEAR telnet IEHEL NS
Kb TR A o VA 5% 25 4k 2 RO KU
(2) WRKE T fts-discard, W EFFGLEEE, HEA telnet iEHEA AT G 4B .

telnet server-ip-addr/server-host-name /info information
FEIXFESL T, NI 26T BV HECE R information, SR )5 A A3zt vl 55 4% & th
telnet EHEIHK

telnet server-ip-addr/server-host-name /source-port sourceport

FERXAEOLT, N IR £ )iz i e 55 4% 0 23 3w & Y telnet L8RS K, PTHIA
M) tep i 19 TG & ¥ sourceport.

LA b &S KT AR &

7655 SRS 08 xR IAL AR R, FIPAT DM o B EHIZE. WRAFIRE,
A 10 B LLF IR .

e - BEAE F telnet 2 & % 2 1P Mk 192.168.20.124 KR % 4% b, HAZ k5544
fit telnet M55 Mui 14 23 F1 2323, AHA A4, e1/1(192.168.20.240) Al
$1/0(202.96.124.240). /= n] LT w1 F iy 246 KR 58 BUZ R 8 5%

(1) telnet 192.168.20.124 /port 2323

FEIXFIEILR, telnet BRI K] 2323 3 14257 telnet 342, %3 BT 0L (R A< b, ip
NN 192.168.20.240

(2) telnet 192.168.20.124 /source-interface s1/0

TEXFESL R, telnet H4 ATt (¥) 23 3 107 telnet 42 . Xof i AT 0L ¥ AR 1 ip 82
4 202.96.124.240.

(3) telnet 192.168.20.124 /local 192.168.20.240

EXFE LR, telnet K AT i i) 23 i 11 @57 telnet 42, % 5 T WA HE ip B
5 192.168.20.240.

(4) telnet 192.168.20.124 /debug
FEIXFEDL R, telnet KT BT HI XS i ) 23 i A7 te lnet SEREM P I 72
(5) telnet 192.168.20.124 /echo

FERCRMIT T, telnet 4T FF A BIF X, LAY, 1SR B0 HLAT 5L, T
50 A ]

(6) telnet 192.168.20.124 /script s1
T 409 s1 & FIMA AT B 3)E 5%
(7) telnet 192.168.20.124 /info aaa
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21.2

BRE

ERXFEOL N, PATIX KA S 2 E T B i aaa™ 5 B .
(8) telnet 192.168.20.124 /source-port 601

TEIXMEHL T, telnet KA i () 23 I 5 telnet 342, AL HY tep i H
N 601,

(9) telnet 192.168.20.124 /router-id /p 10000

TEIXFEML T, telnet 16 5011 10000 5 1227 telnet &4, 3 HAELERER S
S5xT BT ES A ID AIE. SEBT R EAE X (BR AL e um e ) HEATH N
FIAERS 28 1D AL E o

ip telnet

K telnet 21 KA & dr 4 Xl

ip telnet source-interface interface

ip telnet access-class accesslist

ip telnet listen-port start-port [end-port]

ip telnet script scriptname ‘user_prompt’ user_answer ‘pwd_prompt’ pwd_answer

ip telnet server-port server-port

e SRR
interface AR telnet (4
accesslist AHBHERE PR , R HEAT BRI 1 1) B R A AR
start-port FH 7 38 2 T s 1 X I g AR ah e 115
end-port FE P s AT 3 11 DX 310 5 0 11
scriptname B HAR TR
user_prompt telnet il 5% 3% [F1i% Y A P2 4 3R 15 6
user_answer & PR A 1 4 REE B
pwd_prompt telnet i 5% &% [Ali 1 AP & 4R (5 B
pwd_answer B AR AT B A R
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PP AT LA A0 R i & SR BC B A HUAGE telnet SEFEIRE M.

ip telnet source-interface interface

EXMBRT, WEEKER telnet i ?%i’]ﬂ'ﬁﬁﬁﬁ%m ZIEEmAE telnet
source-interface interfac iy 48 X WAEH, 1E|KHN" telnet iy vFﬂﬂ%D’%ﬂl MR E
T, XAE telnet sn &bz IS5, DUG & B 82 1 N HE .

FH PRI DAASE A0 i 2 R G BN A #4232 telnet EEHREAT 1) r) 51 F2 B 1l 1 51 2 44 FK

ip telnet access-class accesslist

FERXFPEOUN, M5 RS 32 T telnet RN, HBERMEVIRFIFR. AT

{EH a1 F iy A R EC B AR5 o 5 (23) BLAMPIR I L, #2IK telnet i&4#2.  ip telnet
listen-port start-port [end-port]

UEEH USRANIR SE S A 1155, JUAE 2 — AN ) 1 BEAT DT o 48 3 PR AT Wi 3 11 5504
#id 16 A, Him 47 FRAI7E 3001—3999 2 J].

F AT DUE a0 R a4 kAL E telnet & A,

ip telnet script s1 ‘login:’ router ‘Password:’ test i,

W

BEAT PZM:‘EEHT RAPpLRT. B&, EOR T, REMLARZLAER, LEEE
TREERSKRNE, J}szfmqu/ﬁiJuj:i’fl‘?l% (7)o do B PEAT—AEE A E, «I%ii
HAT Qﬁ]éio

TR

VALV £ 43 T L AE B No AT AF R BUH X E o

F PRI DA A0 T i & R AZ KL telnet F40T W 3 1

ip telnet server-port serverport

Vi

A o4 AT A telnet 8900 s o 2 A 3 23 5% 0

TR

1) RESESEEEMITH RN, ¥R RMITH D GPTA telnet 42 M7

2)  E R AR default 44 T LA telnet MU sw o ik £ %) 23 3% 0

3) AR AR AY no A AL telnet NANITALATIR T, BRI H 5 & K telnet IR 555 T Ak
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(1) ip telnet source-interface s1/0

FERMEOLS S FTA ARG telnet JEREI L s1/0 2211,

(2) ip telnet access-class abc

FERXMIEOL Y, MG T A 2 telnet 3ERZ AT 5113 abe BEAT V) H 51| R AG 1

(3) ip telnet listen-port 3001 3010
B 7 23 Sum LS, &R LAAE 3001 F 3010 2 B HI AT o 1 _E4HEIL telnet HE4%

(4) ip telnet script s1 ‘login:’ router ‘Password:’ test

BEZAN o1 MEBEFWA, AP RN login:, RZN router, FLIRN
Password:, NZ& N test .

2.1.3 ctrl-shift-6+x (3L A] telnet FHE)

FER P iR 2 T telnet 4%

ctrl-shift-6+x

LRSS
TEXTT telnet Sl MAERERTZ] .
e FA L8R
FH Py DL PR B A B i LR AT H 1 telnet 3%
O
RouterA>telnet 192.168.20.1

Welcome to Multi-Protocol 2800 Series Router

RouterB>ena
RouterB#(#% ctrl-shift-6+x)
RouterA>
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P #E#ES) RouterB #2471 telnet 21 #7144 ctrl-shift-6+x ##, <% RouterB HIZEE:,

[1] 5] RouterA K4 RRIRAS .

2.1.4 where

% P B A Y TR IE H 1 telnet 217
where

S8
o

Ha
o

wSER
EREES

fEF 1 AR
FH P AT DA F b T2 P B2 e I 4 e telnet EH:. BaRMEE AR
Sy Nrumdbhb. w0, ARHdhhb . A
FR:
where 4 4~F= show telnet 442 A K589, ATH REZE P LR, 2T6923% 549 telnet
HiE, BHERAERSBHER, R T0AENG telnet :£4&

451

RouterA>telnet 192.168.20.1
Welcome to Multi-Protocol 2800 Series Router

RouterB>ena
RouterB#(# ctrl-shift-6+x)

RouterA> telnet 192.168.20.2
Welcome to Multi-Protocol 2800 Series Router

RouterC>ena
RouterC#(#% ctrl-shift-6+x)
RouterA>where
NO. Remote Addr Remote Port
192.168.20.1 23
2 192.168.20.2 23

Local Addr

192.168.20.180
192.168.20.180

Local Port

20034
20035
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2.1.5

H P £ RouterA %\ where, &7~ RouterA %t IFHE R IERERE S

resume
FEZE 7 S BV 2 AT A H Y te Inet & il:

resume no

SHRAR

no i3t where #7454 BRI AT R K telnet 21K 5

EREES

£ F 1t AR

w5

R AT CLE Y i &£ 2 7 i _E R S AT EEES I R 2R telnet 4%

RouterA>telnet 192.168.20.1
Welcome to Multi-Protocol 2800 Series Router

RouterB>ena
RouterB#(#% ctrl-shift-6+x)

RouterA> telnet 192.168.20.2
Welcome to Multi-Protocol 2800 Series Router

RouterC>ena

RouterC#(4#% ctrl-shift-6+x)

RouterA>where

NO. Remote Addr Remote Port Local Addr
1 192.168.20.1 23 192.168.20.180
2 192.168.20.2 23 192.168.20.180

RouterA>Resume 1

[Resuming connection 1 to 192.168.20.73 . . . ]
(= %)
RouterB#

Local Port
20034
20035
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HF £ RouterA L%\ where, /x4 RouterA i&H IR IBERERERE, WA
Resume 1, Bi#EHRH FIRE S 7% 1, M4ELUS, I RouterB 1 442727 .

2.1.6 disconnect

PR P i LR R A AT ERE RO H Y telnet 217

disconnect no

e
- SR
no it where T4 %8F 24 ATHEE K telnet 2 1H 175
7.3
5
BN
ARl E A
£ AR
FH P AT DA B iy 4 7% 7 337 B 2 BT HE RS 1K 17 SR telnet 342
TR
disconnect 4 4~F= clear telnet 47 4~ 2 A X A &9 o AT & & A & P 3m LAR 1, K TR 69 &% 5 4 telnet
R, BHEAAMRF BRI, HIRGZENG telnet 242
w5l

RouterA>telnet 192.168.20.1
Welcome to Multi-Protocol 2800 Series Router

RouterB>ena
RouterB#(#% ctrl-shift-6+x)

RouterA> telnet 192.168.20.2
Welcome to Multi-Protocol 2800 Series Router

RouterC>ena

RouterC#(#% ctrl-shift-6+x)

RouterA>where

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035
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RouterA>disconnect 1
{Closing connection to 192.168.20.1> <y/n>y

Connection closed by remote host.

RouterA>

7 RouterA L#i\ where, Z/xH RouterA LiZEH HHEEFIEBENEEE, WA
disconnect 1, JFHc¥$EmH P 2% % RouterB &Rz, RIZY 5, HEHRMA.

2.1.7  switchkey

fE line - Wc B A U1t (K ey 2 W0 T -

switchkey key cmdalias server-name

S
S SHAA

key A LAHY ctrl-a—ctrl-z, {EEAGERCE ctrl-h.

cmdalias connect iy 2 K54 .

server—name T EAL BRI DI RS AU s
hE

x
RN

line Fit B A% X
fSEF 1 AR

AP AT BAAE i & 7E line 50 B 2% i D7) #B Je FL IS 2 14 i 31 44 A2 B EHLA4 B o

S
EE:

4)

cmdalias % £k 44 S 45 &) — % £ 55 89 connect 44>,
key A& R AE A ctrl-h
server—name AR B IA BRI TIZ LA RE L L P,

A3t line LR A8 8L & autocommand, & W 4&s5igshat ki o
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RouterA>switchkey ctrl-a cona ServerA

fic B V)4 ctrl-a, {4 54 cona, )#:3|ARS5 2% ServerA

2.1.8 switchmsg

fE line - Wc B A& 75 i th 28 I V) Mo 5 2 M a2

switchmsg enable/disable

&% SHOAA

enable it R R AR R

disable AR 2 D R OR B

disable
HLER
line Mt & % =X

£ F 1t AR

F AT DS e iy & 7E line bRC B & m bt 2 5 VIR E & .

w5l

RouterA>switchmsg enable

A& P, A IR (E S

2.1.9 sequence-char

fE line |-WC B L VIt ) iy 20 F -

sequence-char key char1 char2 char3 ...

4 SR
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key

] LB ctrl-a—ctrl-z, 7EEANRERCE ctrl-h.

char1 char2 char3 ...

5 R A R R TR o

FH P AT A i 2 7E line A B 24ty 1) 4805 2 BT et I (1) 24 i 7 455 17 471

WESEA X, BETABLELRF TR

&6 stHl g, Ak, EFHIMAZHERY .

®E
T
HoHER
line it & A5 x{
13 FtRR
e
1) key ¥ A ctrh
2) FHEINSEKLE
3 FHAINSKLM
1l

RouterA>sequence-char ctrl-a 0x1b 0x21 0x38 0x51 fiC &
DI ctrl-a BT745 7515 0x1b 0x21 0x38 0x5 H &
alias. async &S H KA. L]

HEHASECE T

interface Serial1/1
physical-layer mode asyn
no ip directed-broadcast
async mode interactive

line tty 1

switchkey CTRL-U
sequence-char CTRL-U
switchkey CTRL-V
sequence-char CTRL-V
switchkey CTRL-W

[

cona ServerA
0x1b 0x21 0x38 0x51
conb ServerB
0x1b 0x21 0x39 0x51
conc ServerC
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2.1.10

sequence-char CTRL-W 0x1b 0x21 0x31 0x30 0x51
switchmsg enable

alias cona connect 192.168.20.1

alias conb connect 192.168.20.2

alias conc connect 192.168.20.3

T B e O E R e EE DR, 10T 2, b b B s BT s, B P BN CTRL-U
Ja, RGAMNVIHE] ServerA (AW 5 H 4T £ AL SereverA M#ER1E ), H P
AN CTRL-V J&, &4t H 3158 1) bt % -0 V)4 2] ServerB C[A] i % H 24 i BT 7 4L SereverB
PR E R, BN CTRL-W J5, HINTEH MR Y12 ServerC C[RI % tH 41l B £
F W1 SereverC MIHE/REE). TEALMEE, P8 CTRL-, 275200 b5 B D)k
B, FEEUATATE RSS2 a0 “* 7,

AT B CTRL-E KB R

Terminal Switch Menu

1) CTRL-U ServerA  *
2) CTRL-V ServerB

3 CTRL-W  ServerC

R

1) EZANARBORMEY, wRALP AR FRE (RAWR), WRARAKFE A
ERAEA YA R, BRREI G -AINGRE, wRF-ANAZETERE, W
FoARBAEH YA EE, BRRELIE A I RE,

2) EMALFBERAE, REISWMAITFTT 5 A %%, EFEHRHERAGTXAL
R L.

3 AACEBRIABEZAT, RFNEAEHF AR,

4) RETFZAEBEPREENERE RFREFR, SHABRERZRAE, BX
E

5) AR EITIEALP, @i ctrl-shift-6+x 69 EA AR B S AR AL,
clear telnet
TEAR S5 #imiE b telnet 2 UG r 24 =00 R -

clear telnet no

2 SHGA

no i show telnet &7/~ telnet &1l 175
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(EEENLE
JH PRI LAASE FH b iy 4 6 i 55 4 3 75 B telnet 2o
=

1. clear telnet 1

FH PSR IR 22 FJF 54 1 1 telnet 21F (192.168.20.220:1097)

2.1.11 show telnet

BRIk SS 28 telnet SxiE ) Ar 4% 20U R -

show telnet

LR
B TR S AL ERIRAS

£ F AR

FH P AT A B 43R R IR 55 23 1) telnet <31 o BoRIE BAHT 5 stumiidlb, xf
Ui Iy ASHBMIE L AN S
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1. show telnet

P BRI #uEN telnet 21EEE . PATE RF

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.220 1097 192.168.20.240 23
2 192.168.20.180 14034 192.168.20.240 23

2.1.12 debug telnet

telnet =15/ debug #ir 4% 1 -

debug telnet

2
¥
®E
¥
SRR
PR
£ A< AR
FH P AT DU FH e 45k 4T JF telnet f debug FF5%.,
BEEE, BT N telnet 215 B i i FE 54T EDLE debug far i & H L. b4 575 debug
ZH0) telnet iy & HI X BITET: B3 A2 5 H IR 45 2% 7 N1 telnet 21 ) debug 15 &,
Jo A R P i R telnet 215 1Y) debug 15 H .
ANl

debug telnet
P T EN telnet 215 1) debug AR 55 4% 3 )

2.2 Rlogin it &4

rlogin F >k % 57 5z i Al 55 2% 2 (B 1 rlogin 21 . rlogin — M FH 5 Unix &4t Rl fE
G BN RIE 1707 EAE R AR, FrUUA TR E A TIEIUR - rlogin 222 E T
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RIP R 1P bk A 65 Szt i e 55 2 B0 7 44 K4TS58 RIS TELNET K
AN AT R U AR AR 55 o G IO E, 8 e RS SR I N

2.2.1 rlogin
AT rlogin £ 1E a 4% A0 T

rlogin server-ip-addr [-I Username]

el
% SHA

server-ip-addr SIS 55 % DA HRERIR I 1P S

Username Fi P ERE SR S5 0% LI P e BORKIE N = A0
BRE

A B R E HIREE -
RN

2R
(iR

PP AT LAASE I 4n R o iy & 22— RS U FE R

> rlogin server-ip-addr

FERXMIELL T, B RE 2 | S i P i - 4, ARG AT ah 2l 5
i (1) 4%

> rlogin server-ip-addr -l Username
SEI, B R BTG R SR R, e ST
Ui R 55 ds xR B AR, P AT DA AR R R 4
*  Ctrl-S: At 5 1k 17 2 7 S i Y
* Ctrl-Q: At s P A7) 2P i i L
=
Ctrl-S 4= Ctrl-Q & &R % %5 40 2 BL &k 2 %,
*OEATIRRAE T M C BRELER S, AR H

* [ ctri+shift+6 £, BH < iE.
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P

852 B P E4E F rlogin i f2 &5 3] IP Mk A 192.168.20.124 k2% L, HFH P 14
%5 4% LR P 408 guest, B P AT DU R a0 R P dn 48 02— SR se i FE 8 ¢ .

(1)

(2)

rlogin 192.168.20.124

FEXFPIELL T, rlogin Hi#y ] F 7 R & iz s ik 55 s ORI P 44 R BNZ I 44

Ja, AT R i IR a R . Ar RN
router# rlogin 192.168.20.124

username: guest

Try to connect server .

P N RIS TR R0

rlogin 192.168.20.124 —| guest
TEXFE LT, rlogin ¥ BRI HE 3 500 v Ik 55 A 1A) (1 82

23 AinfEa<

22 i B iy A EFE
> attach-port
> autocommand

clear line
connect
disconnect
exec-timeout
length

line

location

login authentication
monitor

no debug all
password
printer enable
printer start

printer stop
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resume

script activation
script callback
script connection
script dialer

> script reset

> script startup

> sequence-char
show debug
show line

show tty-status
switchkey
switchmsg

> terminal-type

> terminal monitor
terminal width
terminal length
where

> width

2.3.1  attach-port

485 telnet WM s 1A line vty 5, £ 5 5% BI4RE 8 i 11 11 telnet B4 R 18 7 1775 A2 B vty o

[no] attach-port PORT

S
B SHHAA
port telnet IR 552 BT 3% 115 (3001-3999)
HhEE
G
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RN

LRI B S

o]l

¥ 3001 i Wi 1455 2 line vty 2 3.

Router_config# line vty 2 3
Router_config_line#attach-port 3001

2.3.2 autocommand ¥ e s s Bz K E S AT I 2. %A AT e

JE¥ W H%d:. autocommand LINE

no autocommand

e
% S50
LINE BT
RN
LRI E A
Ll

Router_conf#line vty 1
Router_conf_line#autocommand pad 123456

M P &5, 2 B3 PAD 2] X.121 #ili:y 123456 1) 341,

2.3.3 clearline
1B R R E MR

clear line [aux | tty | vty] [number]
SY

IS

g

4 line —&{

-46 -



FLAC E 2

P
Router#clear line vty 0

2.3.4 connect

EPE telnet IRE52.

connect server-ip-addr/server-host-name {[/port port][/source-interface
[/Iocal local-ip-addr] [/ts-block | /ts-discard]}

interface]

&%

SR

server-ip-addr/server-host-name

IR 55 %% 1P Mk BUR 9% & AL

port

Uity 115

interface

BOEER K DA TR

local-ip-addr

R A 1P bk

/ts-block BE A telnet AT /5 G 1 FHLE telnet i #;

Jts-discard WE A telnet EEHAL T 5 G Z 3¢ telnet 3L
RN

A RES

P51
Router#connect 192.168.20.1

£ F Ut AR

%t-Ffts-block. /ts-discard 2%, 15 % . telnet f7 4

2.3.5 disconnect

MR B HAL ) telnet &1,

disconnect N
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FAhC B
Y
S S ¥R
N CLEEHE Y telnet 2215455 .
N
AT E S
15l

Router#disconnect 1
2.3.6  exec-timeout ¥ & 2
R WA, [no] exec-

timeout [time]

S8
S8 S ¥R
time DLFD 11531 25 R s (1]
HEE

0 T time-out fR#i)

SRR
LIRS
w5l

R 2 B 1) 2 RIS TR] B 1 /N

Router_config_line#exec-timeout 3600
2.3.7 length @4k &us— bt

7#. [no] length [value]
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BH BHEA

value 0 % 512 AIfIfE. 0 FnAEF.
REE

24
N

L B A

2.3.8 line

BEANLHRICE A .

line [aux | console | tty | vty] [number]
¥

2% SRR
aux | console | tty | | aux. console. tty I vty ¥ £k B 25 7 . AUX *J )3 T %l B 2% B%
vty console Xf 7 T Wi f2 2k %, tty X B T B R BE, VTY X R T
Telnet. PAD. Rlogin &Rk % .

number ?i'z%?ééﬁ%ﬁ%*ﬂﬁ%ﬁ%‘o %1+ Console 1 Aux, 8% G — 1%
SN

2R ES
15l

A VTY /170 £ 10 S ES.

Router_config#line vty 0 10

2.3.9 location it 3% 4T 4%

fHiik. location [LINE]

no location
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Heptie B
2Y
e S ¥R
LINE HT B FIRIR ST
N
A B

2.3.10 login authentication
BE LRI FINES R

[no] line login authentication [default | WORD]

S8
i SRR
default BEE N FIGE T
WORD MRS R ) 4 7R
WEIER
LRI E S
w1

Router_conf_line#login authentication test

Rz 2R VES IR BN test.

2.3.11  monitor £ H AR S50 2

%% . [no] monitor

-50-



FLAC E 2

SRR
LRI ES
o]l

Router_config_line#monitor

2.3.12 no debug all
KPHHT VTY B A
no debug all
S¥
x
RN
(LR
151
Router#no debug all
2.3.13 password
A= k2SI MRS
password {password | [encryption-type] encrypted-password }
no password
default password
2%
2 SHULAA
ZLkk LACE T, FHESC (plaintext) AN, HIGKE R
Password

%4 30 fi,

[encryption-type]
encrypted-password

encryption-type /R FEMINZ FIFRAY, HATRAT R SZHMF: 00
7, 0 XRAINE, JGH A encrypted-password B4 A\ 65 1)
B S, XFITEFIA DD encryption-type T B4 4 A\ password £

Hiy
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THERAIRAR ;7 R —Fh AR 7] B e SRR s,
J5 Tl #) encrypted-password 7 Z5i A\ I J5 2 18 %50, XA
25 SCR] DA AR R A% 0 SR DR

Je T B ARG N 25 o] @A) 2 18 service password-encryption 4 Fll enable password fii 4

FR 1 B
SRR
LRI ES
il
Router_conf#line vty 1
Router_conf_line#password test
B VTY 18R H AL BN tests
13 FtRR

no password F/RA TR EHEM, Y7F aaa FACE 1 line MNIET 3, AT DLE S K%L
PRECE EIX 2B N NS

default password £/Rk S HRATCE, RI#E N7, 7E aaa FACE T line MIIAUET 3,
ANAT DU A% LR R B TR A 2R ik NS A S

2.3.14 resume

RE ALK telnet &1,

resume N
¥
e SHAA
N TR telnet 2 1E4 S
RN
A E S
w15l

Router#resume 1
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2.3.15 printer enable

TTIFIR A HIEAT BOHLI e -

printer enable[disable]

2%
BH SRR
enable FT7F line L ELEST EDHLT) BE
disable KM line b HIEEST BINLT)BE
REE
disable
RN
LHILES
15l

7F line tty 1 BT IF 4T ERHL I fE

Router_config# line vty 1
Router_config_line#printer enable

2.3.16  printer start

e BT AR IT BN 745 7 91 o

[no] printer start char? char2 char3 ...

S8
B SRR
char1 char2 char3 ... FUEFT BRI R 51, WA 16 HERIEL, DL Oox Rk, F/&F 20
PL 2K R o
no B FEUEFT BV 457 51 A4 H 0x1b 0x5b 0x35 0x69.
HEE

0x1b 0x5b 0x35 0x69
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RN

0,

LRI B S

o]l

F line tty 1 LB & FH54TEF F 514 5 7.
Router_config# line vty 1
Router_config_line#printer start 0x1b 0x5b 0x30 0x69

2.3.17  printer stop
N B 4R T N TR P41

[no] printer stop char1 char2 char3 ...

S8
B S ¥R
char1 char2 char3 ... SERATEN R 5, DA 16 HEHIEL DL Oox IRk, F& 20
PL 2K 5B
no WRE FFURAT BN 45 5 9 R BR4E 1A 0x1b 0x5b 0x34 0x69
HEE
Ox1b 0x5b 0x34 0x69
SEL
LI E S
51

7£ line tty 1 _EFC & 45 AT ENF R/ 41

Router_config# line vty 1
Router_config_line#printer stop 0x1b 0x5b 0x31 0x69

2.3.18 script activation it & £
PRSI A . script

activation WORD
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&% SRR
WORD JRIA A4 FK -
wSEN
LRBR I E S
=
Pic B 2R B I R A 44 0 seriptt
Router_config_line#script activation script1
2.3.19 script callback fig & [7]
PRI IA script
callback WORD
2H
2 SRR
WORD A 44 B
RN
LI E S
BNl
P B AR ¢ BRI K A4 04 script1 .
Router_config_line#script callback script1
2.3.20 script connection F &
TR LI 1 AR
script connection WORD
g
2% SR
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WORD RS
LN
LI E S

Pl

Pie B R L R A A4 0 scriptt .

Router_config_line#script connection script1
2.3.21 script dialer & #

HE A, script

dialer WORD
2%
B SHRER
WORD AR
RN
LRI ES
15l

He B R H I LA scriptt .

Router_config_line#script dialer script1

2.3.22 switchkey

e B 2 S D) 45

switchkey key cmdalias server-name

2%
2H SR
key LK) (CTRL-A—CTRL-Z & CTRL-H)
cmdalias L ) II BAT I i 200 44
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BeAihe B
server-name BEAS L3 RS TR LA IR 9% 4 4 PR
N
LERI A S

o]l

B & H otrl—a P)#ehfifid con_sco 4 %25 scol ARS8,

Router_config_line#switchkey ctrl-a con_sco sco1
2.3.23  script reset it i I8

I A, script

reset WORD
g
2 k]
WORD JHIA 2 FR o
RN
LRBR I E A
=
Hic B o 1V RALI (R AN scriptt o
Router_config_line#script reset script1
2.3.24  script startup & #4;
BB A, script
startup WORD
g
B8 SRR
WORD JEIA 2 FR .
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2.3.25 s equence-char [ & &t 4 [ £¢
Ui [0 5 (7757 51l sequence-char key
char1 char2 char3 ...
2%
2% SHULAA
key A D)
char1 char2 char3 ... [EESThE Gy 278
N
LIRACES
15l
LB ctrl—a BEATUIH [F 2835 01 5 775 51 Ox1b 0x21 0x38 0x51.
Router_config_line#sequence-char ctrl-a Ox1b 0x21 0x38 0x51
2.3.26 show debug
SR 2T VTY FTIFHIBTA R (5
show debug
2%
x
RN
EHSHERIEES

LRI B S

B B 2405 s i A4 0 scriptt .

Router_config_line#script startup script1
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Router#show debug
Generic IP:

IP packet debugging is on
Frame Relay:

Lmi debugging is on

2.3.27 show line
TR BT BN ERRAS .
show line {{console | aux | tty | vty] [number]}
¥
W RATSEO IR AT A EIRES -
HAbZH 2 L 52 line — 2.
wSRR
FEHPE
2.3.28 show tty-status
SN tty BTG NS 1B EIRES
show tty-status N
e
2 SHiHAR
N line tty F1/7%5 .
7.3
T
RN

B BCES DS ERER
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P

SN tty R  FR) g R EDIRES

Router_config# show tty-status 1
2.3.29 switchmsg Bt & % it U] #e i 2 75 5

ARG R . switchmsg enable

switchmsg disable

¥
B SR
enable 2 87 kU NRTAZR N e
disable Seuii IR 2 1 B ORIRRAE B
[75=]
disable
RN
LI ES
w5l

Wi B 2% 3 ) e B R 4R 15 B

Router_config_line#switchmsg enable

2.3.30 terminal length

f12/H terminal length iy 0% 2 i 27 SR 780, %5 MOTHOL S LA . rlogin
L S SOB AT i UNIX 0L P fr 4 0 no TSGR 1.

terminal length /ength

no terminal length

2 SR
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length RGBT
A
BB IR 24 4T IR H 1T
RN
EJRBCE S
£ A
ZAr OO AT A un A R IR R, KimE 2.
Nt

router#terminal length 40

PSS

line

2.3.31 terminal monitor

TE Y a0 & B iR & RS RE S, " terminal monitor 74

no JE G T .
terminal monitor

no terminal monitor

G (console) S AT I

B IERE R .

o Mt 21
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£ F it AR
i DO T A I AR, MRS R A, KimE itk 2.

w15l

router#terminal monitor
P S

line

debug

2.3.32 terminal width

SRAEDL R, BE A R T 80 AN TAF. WARVE ANREIE AR Zan R, fRn] ik
B S BN . T H G4 terminal width 7] ¥ B FAT I A S Ay
A1 no TEUIR R HB A 1H .

terminal width number

no terminal width

S8
S S ¥R
number AT TREL
Ha

P

router#tterminal width 40
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PSS

2.3.33

A
<
line

terminal-type

BLE K im e

[no] terminal-type [name]

¥
S SRR

name LR 2R o H R SCRR P2 A 44 FR A4S VT100. ANSIL VT100J
7.3

ANSI
wSRR

AR B

2.3.34 where

o]l

2.3.35

% P b B A Y TR I IE H 1 telnet 21 .

where

P BCE S

Router#where

width

BERE LR ¥ 243

i G S o
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[no] width [value]

g
S SR
value 0 % 512 FHfE. 0 &sAHT7.
REE
80
RN
24 e B

2.3.36 debug line

B 1 2 B P KA R

[no] debug line /ine [lineno]

SHHAA

line

£RB% 257 . aux/console/tty/vty/tty2console

lineno

SIS

REE
TRKAR S A o

RS e

;{_

i

N

£ F it RA

debug line aux/console/vty/tty2console #:14 7£ console [ T E[l i #H B £& 2% 1 05 2«
debug line tty lineno ¥4E vty 4T EIH tty lineno RIS B .
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3.1

53 F M E AL E

SNMP @5 &

SNMP #r4-4:

£

snmp-server community
snmp-server contact
snmp-server host
snmp-server location
snmp-server packetsize
snmp-server queue-length
snmp-server trap-source
snmp-server trap-timeout
snmp-server view
snmp-sever udp-port
snmp-server source-addr
snmp-server group
snmp-server user
snmp-server enginelD
snmp-server necode
snmp-server keey-alive
snmp-server trap-add-hostname
snmp-server set-snmp-dos-max
snmp-server trap-logs
snmp-server hostve

show snmp

debug snmp
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3.1.1  snmp-server community

14 FH 4> R e B 455 20 A 4 snmip-server community % 5E 70 117 18] SNMP 33 (1) 14437 5] 7
FFEf o 1Z 21 no JEUMBRTE 2 HI A 775 5

snmp-server community string [view view-name] [ro | rw] [word]

no snmp-server community string

S8
S8 SHHAA
string AT 2505 5 foEE V5 ) SNMP B3 AR 7 45 85 o
view view-name CAT3E) SERiE R AR . 0 E SO T 6 BlR A %1 MIB
X5,
ro (ATe) Fese SRR . B A B AR b e S MIB X
Ed
w CAE) F5 8 S-S AR o Bl AN 108 B T AE 3 T LS E A Z 2 MIB
pap
word CAl3g), Fa 5 Fo v A AR = 755 B8 U il SNMP QI 1P Hbhik 1
i\ FRL T
S
Bgmt, SNMP [k 775 & 5 AT X G &80 o v R iR
SR
EREES
fEF 1 AR
WRAFAEM S, B TA BAR 58 I E S S .
51

TR T A H comaccess 4r L4 SNMP, fuE R 1 48 2 1P 15 i %1% allowed
AT DA A 4 £

snmp-server community comaccess ro allowed
N R T B "mgrt /o4y SNMP, fa VRS Vs in) 44 78 restricted (4B H R R
snmp-server community mgr view restricted rw

T AEINEE T B4k "comaccess",
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no snmp-server Community comaccess

EES

access-list

snmp-server view

3.1.2 snmp-server contact

1 FH 4= JR ic B 42 20 #ir 4 snmp-server contact ¥ B & BE S EER A5 B (sysContact).
8 no JTE R B R AME B

snmp-server contact fext

no snmp-server contact

-
5% SR

text P S U Y YN T EZC
A

ABE T RBARNE B
RN

ERES

£ A

5 system 41 MIB AZ & sysContact [{J{E %}

w5

A AR R NG B

snmp-server contact Dial_System_Operator_at_beeper_# 27345

3.1.3 snmp-server host

fit 4R TE B A 4R € SNMP FEBFHEAEOETT . %A &1 no TR & HR5E

L.

snmp-server host host community-string [trap-type]
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no snmp-server host host

BH SR
host FHLHILHRE Internet Hhudik o
community-string 5 BB — A R SR S 1 AR 7 R
trap-type (AT ISR A fa AR I, ENUR IR LR P A B .

authentication: RV RIZIMEEZIIKEME - configure: LA
1% SNMP-configure ZREVHIRAEE - snmp: R KIEFTE SNMP
RIHIRERE -

BRE W Z A TR ARIBEMEERE . RN T RS, SRENKIEA

FEap T

LRSS
EREES
R

WA snmp-server host 74, WA K IEFENE. N T BCE B 25Kk & i% SNMP [#EBE,

D2 A snmp-server host 74 WA T ANH S8 7 trap-type Han <, WIBGEZE

HUFTA IR . dn S N4 Bt trap-type HIAT 4, ) HB0E 5 1% S8 M S R B

BERAL, DO E

MUFE A & e 2 2 M aPES AL,

Xf /) — EALEE 72 24> snmp-server host @i &0, K HR 3 6 4 F 1 Bk 7 45 H R0 P B2 R
i}%iﬁgﬁ%ﬁﬁimﬁﬁ SNMP P& S o G T A — FHURT R 155 5 X RETC B — b B
0~

trap-type eI AT AR T B p 4% S AR 2 o 2 SRR A% b AR O AR

Nyt

N &% RFC1157 52 XK SNMP FéEREE] I 10.20.30.40 4 EHL. FIE 755 &
A comaccess.

snmp-server host 10.20.30.40 comaccess snmp

N A R A A7 75 H public 7 341 10.20.30.40 Ak A 28R R B -

snmp-server host 10.20.30.40 public

-68-



FLAC E 2

N~ H 5 authentication [EBFE 2L, T LLA % F] 4L bob.

snmp-server host bob public authentication

EES

snmp-server queue-length
snmp-server trap-source

snmp-server trap-timeout

3.1.4 snmp-server location

2RI E R4 snmp-server location ¥ & 17 i FTEELL B 747 A AT 2 1)

no JE R Br LA B 77 .
snmp-server location text

no snmp-server location

g
S S
text R AT 7 B B o
BRE

ABLE N R PTEALE T
RN
ERRES

£ F it AR

5 system 41 MIB A2 & sysLocation fI{E X M .

w5

IR BIRE SCT B A Y SEPR A B -

snmp-server location Building_3/Room_214

EES

snmp-server contact
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3.1.5 snmp-server packetsize

¥ 4= Rt B fr 4 snmp-server packetsize, & X SNMP k45 78 82500 sk 5l = A
I f K SNMP a4 R ~F

snmp-server packetsize byte-count

no snmp-server packetsize

- SRR
byte-count )‘)\ 484 @J 17940 L‘f‘ﬁﬂg %ﬁ‘dﬁ%‘o ﬁ%%\ﬁjﬂ 3000 ’T'ﬁ‘dl_—.jo

3000 41
HoHR
ERIES
£ At AR
5 system 41 MIB A2 & sysLocation fI{E XM .
P

FHRGIESL T R KK 1024 75 I8 1 pE RS .

snmp-server location Building_3/Room_214

HxH<$
snmp-server queue-length

3.1.6  snmp-server queue-length

18 F 4= Jey ic B 155y 4 snmp-server queue-length %A~ [ Bk 32 AL 3 B 7 S BB E

snmp-server queue-length length

2H

2 SR
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length

BAZ T DL OR B B B B 2 (1~1000).

10 N
SRR
4R E A

£ F it AR

2 € TR FEBEENUTE S AR . — BRI E P R, i E i

BAS o

o]l

R ST AN AT DA R DY A S 1 2 BA A

snmp-server queue-length 4

GBSy

snmp-server packetsize

3.1.7 snmp-server trap-source

18 FH 4 R BC B #5530 i & snmp-server trap-source 15 5& — AN U T B FE B A5k o
i HZ a2 1 no TE A Bk L IXFE— AN,

snmp-server trap-source interface

no snmp-server trap-source

g
S SHA
interface SNMP BB A A IHE o BBt Re it T i R e 1
A%
RE
AR E N
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2 SNMP fii 55 #2  t SNMP [EEIFIS, Joid i EREA = U, B — MR Bt
hko A RAEHIZRE B AT B ER, AT %A 4.

o]l

N R IE E PAK N 1/0 54 1 B IEAE D9 BT B Bk R b L o

snmp-server trap-source ethernet 1/0

N HRGIE & DOK I /0 2 11 1P bk A5 B B B g Vs i

snmp-server trap-source ethernet 1/0

HXGHL
snmp-server queue-length
snmp-server host
.8  snmp-server trap-timeout
15 FH 4 R i B 20 Ar 2 snmp-server trap-timeout i& S H B4 BHE B 8 IHE .

snmp-server trap-timeout seconds

2
BH SRR
seconds DB R ST LR AR LAY Dy SELAS7 7 B T ) B ) 52 4 (1~1000)
[7.5=)
30 ¥
RN
2R ES
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£ F it AR

FE S i e AR B AGE BB 2 BT, BB RS H A il s . WOREE B EH, BEBFEA
RS F . 4 server trap-timeout YL T 5 K 1 [E B

il
T B E 20 TP IR, kB R A A E R A ) B
snmp-server trap-timeout 20

HXa<

snmp-server host

snmp-server queue-length

3.1.9 snmp-server view

i 4 )R BB 74 snmp-server view I £ 55 3T MIB AL £ ] 1% 2 /) no JE 3
MHEx SNMP fik 5525 (11— ALK

snmp-server view view-name oid-tree {included | excluded}

no snmp-server view view-name

S
S S ¥R
view-name BB B A A AR 2
oid-tree MR o0 5160, 355 BEHE R I ASNL TR R R AR RS . FRR T
B, fRE- NSRS, 01.3.624 AT AU
system. TR % NPT TE MIB # Al LR BI04 7.
included excluded WAL, DhZFR %E included BY excluded.
Ha
G
Homst
EREES
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£ F it AR

WRIE SNMP & HE - MLEE A SH, M % 2008 — DBk IE yix it
SNMP i & S8 ShATEN T, TR E AE, P TLLE BIFTE XS (Y
T Cisco Tl SLH everything #L1E) . 1f H 1Z 452 ALK FTREE BRI %

Nyl

T R BEE MIB-11 7B o 8 A e S
snmp-server view mib2 mib-2 included F [ 7~ 51 1) £
i system HH A X S HALE . snmp-server
view phred system included

NI AE T — N EAE system R ATE X REIRLEL, (HHERR T &40 7 (sysServices.7)
o T S AN L2 1S3 R B e 0 4

snmp-server view agon system included
snmp-server view agon system.7 excluded

EPS

3.1.10

snmp-server community

snmp-server udp-port

8 4R B i dr 4 snmp-server udp-port $5 52 — AN A T BT FEBERIE 1) B 1135
Mo i iZar 21 no JEaEr L —NMEH .

snmp-server trap-source interface

no snmp-server trap-source

&% S ¥R AR

udp-port SNMP FERIFACER B B 5, SRR H A 1 5

BRA trap H 55 0, 162 31

LS ES

EREES
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H

£ F it AR

o]l

M SNMP iz 55 % i SNMP FaBFR, - Fig € R 1 H i3 15 Al 1% 2

N BI4E RS trap K14 EHLT 1234 i1

snmp-server udp-port 1234

GBSy

3.1.11

snmp-server host

snmp-server source-addr

1 11 4= J Fid B A X 54 snmp-server source-addr 15 & —4 snmp R SCHEREE . 16 1%

4 1) no J& 2T KR8 € D RE .
snmp-server source-addr jpaddress

no snmp-server source-addr

&%

S ¥R AR

ipaddress fe 72 SNMP F=A i SC b tE, SHCNAB & S e 1) ip Mk,

AfEER

RN

EREES

£ F Ut AR

P

Be & SNMP R SCHIUEHINE, T4 1% 4 .

N R IE E PRI 1/0 2 ) 1P HhEAE 9 BT SNMP i SCH TR i o

snmp-server source-addr 192.168.213.15
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3.1.12 snmp-server group

i 4 5 EC B A 2 snmp-server group 178 555 H SNMP 4, il F %41 no £
XMEE—ANH. AR

snmp-server group [groupname {v1 | v2c¢ |v3 [auth | noauth | priv]}][read
readview][write writeview] [notify notifyview] [access access-list]

S
B SRR
groupname bl A R N R A
vi|v2|v3 ZALE) SNMP W ARA S
auth|noauth|priv XF T SNMPV3 4L HI 7 (1 B ik e 42 4031
readview GET Z8# BRI Ur AR, LA EITE 2U5E S
writeview SET HAERI VT AR, LA EITE 2UE S
notifyview 3% Trap $ROCHT AU RARR, LA e S
access-list FOVFIZAEL A P R B 1P U 1] 41 2k
®E
readview ERIA SCVFATA internet T4 74 17 il
wPIRR :
ZJRBES
{55 FH% R :
SNMP 41 FH T35 5 1Z 20 3 19 FH P 7 ) A PR
aNCIE

T A HCE —1 SNMP 4, &5 setter, i SNMP Wil 4 3, 2242859\
WEFEINEE, set #AEVI AR BN v-write

snmp-server group setter v3 priv write v-write
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PSS
snmp-server view

snmp-server user

3.1.13 snmp-server user

1 4 R e B A X fir 4 snmp-server user 812505 3 SNMP H 7, %21 no
JEAXMIBE—AH P . $85%E remote I FRoRle & — AN FH 7 BB zgin P i, 128 b
B 1P Hiuhik X 37 () SNMP 5] 2% ID 4 227 . R T

snmp-server user username groupname [remote ip-address [udp-port porf]] {v1 |
v2c | v3 [encrypted] [auth {md5 | sha} auth-password ]}[access access-list]

S
S SHIRAA
username B EE S B
groupname FH P R 20
ip-address Bz o FH P i 7 . Sz s T BT E B9 SNMP & ELS ) 1P st
AN 55 remote i, ol B A
port B iz FH P i R B Sz T BT E B9 SNIMP 45 H1L35 f) UDP i
M. ZRiAA 162
auth-password AP MANE D4, ZO45#AME, 1B SNMP3 [FiAIEA!l
hn s
access-list FVFZH B R IP Vi 515
username B EE S B
hE
port BN 162, W2 SNMP Ui TRAP 173 ()45 1
RN
EREES
fEFA AR :
HTREHP IR AMO4.
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Pl
T A AHCE — 1 SNMP P, 4520 set-user, J& T4 setter, ffiH SNMP A 3,
TGRS, 1147 12345678, {1 H MD5 1F #5152
snmp-server user set-user setter v3 encrypted auth md5 12345678
PSS

snmp-server view

snmp-server group

3.1.14  snmp-server enginelD

15 142 JR iid B A R 74 snmp-server enginelD Bt & —> SNMP 5| % ) ID, {#Hi% 4
) no X MIBR . $5 5 remote IR RELE iy SNMP 51411 ID. &4~

snmp-server enginelD { remote jp-address [udp-port port-number] | local }
engineid-string

¥
B SR
ip-address Bl 5 % 1D I A . 5 FEATER) SNMP & Bk 17 1P
Ht
port-number Bl izE 51 % 1D I T2, 2t 514 FTTE Y SNMP & BLI5 ¥y UDP
i H5, BRIAN 162
engineid-string i3 SNMP 512 ID w45 8 o T4 8L AU 16 A HITE s
#, A 32 F#4F
®E
port-number 4 BN 162, a2 SNMP HH20 TRAP i SC#E: 1
IR :
2Rl E &
fSE AR :

T & B s A SNMP 512511 ID. MHFRzEEy SNMP 5% 1D i, AfEfH L SNMP
FH P B FESCAR SC ) EAUE ] 7% 1D X R 1P Hb ki A -5
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Pl
NI fy 4 iz s AL 90.0.0.3 Bt E 4~ SNMP 5% 1D
snmp-server enginelD remote 90.0.0.3 80000523015a000003
HXHS:

snmp-server host

snmp-server user

3.1.15 snmp-server necode

il 4R G LA 5 & 10 L snmp L% W0 g0 i o £ P 2% i & 1) no TR BR 4R E 10 ML

4% N snmp-server necode { word}

> SHHAA

word AT

EREES
e AR -

Hie M o4
w5l

% B il test

snmp-server necode test
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3.1.16  snmp-server keep-alive

il 4R G LA S & 4 € SNMP LBk Fa F I A A, BRIGZ 5 Bl (T iZan & 10

no A ER LR E K L.

#ir 4 ¥ XA snmp-server keep-alive { time <1-100000> }

e
-l SR
time AN, HUAVEHE 1-100000
e
BRE N5 b
OB
ERICES
eI

FHF#: trap agent 5 server ¥iii 2 8] (3% 38 14

P :
T A& NBECE KIS 0Bk trap HIEIRG Y 1 408
snmp-server keep-alive 60

PSS
T
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3.1.17  snmp-server trap-add-hostname

1 4 R B A Sy A8 e MR R K trap 6513 Bgbe EENLARR. [ ZG4H
no JE AR L E I ENL

w4 #% 3N snmp-server trap-add-hostname

B trap EHIRHAGRE EHLATR
SRR

EREES
e AR -

PR A4 PR B R A K trap HOUR B
-

Trap {53 48 5%E FHLAFR:

snmp-server trap-add-hostname
HXGFL:

Hostname

3.1.18 snmp-server set-snmp-dos-max

i e Rl ER a2 W E snmp HHIRIE R — 20 A BRI E K. (%4541 no
AR &G E BTN

&N snmp-server set-snmp-dos-max {times <1-60>}
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B SHERAA
times B REL, BUETER 1-60

A B E IR E N 0
OB
ERIES
e AR -
x
i
BEE HEAL KON 50 X
snmp-server set-snmp-dos-max 50
PSS

x

3.1.19  snmp-server trap-logs

i &R ER S E snmp fRAF trap AZEHTHE. %41 no B %L
SERI ML

4 # XN snmp-server trap-logs

73—F

B NARAT
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£ A1 RR :
{RAF trap KiEH &, (ET trap FUERER4ES
ANGIE

FF )5 trap KixHE

snmp-server trap-logs
BXaH<:
snmp-server trap-add-hostname
3.1.20 snmp-server hostvb

fit 4R TE B A 4R € SNMP FEBFHEAEOETT . %A &1 no TR aBR&HiR5E
L.

snmp-server hostv6 hostv6 community-string [trap-type]

¥
o SRR
#
Hostv6 FEHLFRE Internet ipv6 k.
community-string 5 BB — A R S S 1 R A R
trap-type (AT IR A T AR IR, ENUR IR LR P A B .

authentication: RV RIZIMEEIZIIKEME - configure: LA
1% SNMP-configure KBRS - snmp: R KIEFTE SNMP
RIHIRERE .
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e =
BB % T ARIBAEFIRERE . WERANAAEF B E R m L, A NRETH
] it

RN
EREES

fE R :
WRAHI N snmp-server hostv6 74, WA KIEFERE. 4 1 ECE S HALK K% SNMP [#
IZJ:F’
W2 snmp-server host fi7 4. WM T A7 HE T trap-type 2, NIEGE 1% E
HUFTA IR . n S N4 Bt trap-type HIMT4, T 0% 5 1% S8 HH S 1 B
BERAL, DO EEAN
BUE A R e 2 Mk AL.
X Al — LA E £ A snmp-server host @1, AR di-2- o (¥ ] 0K 575 8 A e S 7Y
J‘i‘?ﬁ?ﬁ%?ﬂﬁfﬂ% SNMP &R R o G T [F]— FHUR FAR 7 75 B X RERC B — P E B
0~
trap-type 1% T ¥ AT FH 1A A T~ 52 WL 2K TR AR 252 L S35 FRD 66 EH AR PR R

aNtE
%% snmp-server host 14, snmp-server host 4 ¥ & trap 0 EHLAHE R ipv4
Mok, A4 H B2 ipve Hibik.

xS
snmp-server host

3.1.21  show snmp

i34 show snmp il SNMP i ARt it CHTARHI A FH K B0
R REUR

i %4 show snmp host &7x SNMP [&RFEHLE .

{i ] #ir 4 show snmp view &7~ SNMP 41 & {5 ..

show snmp [ host | view ]
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S
e P
host E8 SNMP [EBEENE R
view 58 SNMP #L B B,
7]
pn
RN
HHE, 2REES
fE AR
{3114 show snmp, #¢51ifs SNMP S AR Seit. &
FH T4 show snmp host, ¥ 7~ SNMP [&EBFENLE S .
1 Fi #4 show snmp view, K E7x SNMP #LE1E E..
P51

N5 SNMP F AR H St

#show snmp

37 SNMP packets input

0 Bad SNMP version errors

4 Unknown community name

0 lllegal operation for community name supplied
0 Snmp encoding errors

24 Number of requested variables

0 Number of altered variables

0 Get-request PDUs

28 Get-next PDUs

0 Set-request PDUs

78 SNMP packets output

0 Too big errors (Maximum packet size 1500)
0 No such name errors

0 Bad values errors

0 General errors

24 Get-response PDUs PDUs

13 SNMP trap PDUs

SNMP Agent UK R LG THE B &8s R RATR:
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— =
BRERE

]
<

Unknown community name

ARETRAII A4

lllegal operation for community name supplied | JFAERAE

Encoding errors

SRR

Get-request PDUs

Get-request 3¢

Get-next PDUs

Get-next i

Set-request PDUs

Set-request %3

Too big errors

WA 2R SCR R, Taid ™ Az e R 4R 3L

No such name errors ANTFAEF E s
Bad values errors BB IR
General errors — AR

Get-response PDUs

Get-response 3

Trap PDUs

SNMP trap 3¢

T E R SNMP FaBEENE B

#show snmp host

Notification host: 192.2.2.1

udp-port: 162  type: trap

user: public security model: v1
N R SNMP REEIE B

#show snmp view
mib2 mib-2 -

EES

3.1.22

snmp-server host

snmp-server view

debug snmp

included permanent active

B8 SNMP F4f fiSCkIE . BIGE R HE R .

debug snmp [ error | event | packet |

no debug snmp 4= 1L ERE .

SHHAA

error

177 SNMP 4515 8 KIIATT %
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event T SNMP FHAF AT 6
packet FTIF SNMP 4 N H 4o it o o5 .
RN
EHE
EJERLA
T SNMP (5 B %S5, Hitth SNMP F4:. R30ki%E. HIGEREMEAEE R,
F P 34T SNMP B2 K o
451

NIRRT SNMP U IR SIS «

-

switch#debug snmp packet
Received 49 bytes from 192.168.0.29:1433

0000:3082002D 02010004 06707562 6C6963A0 O..-.....public
0016: 82001E02 027D0102 01000201 00308200 ..... § S 0..
0032: 10308200 0C06082B 06010201 01030005 .0....+........
0048: 00
Sending 52 bytes to 192.168.0.29:1433
0000: 30820030 02010004 06707562 6C6963A2 0..0.....public
0016:82002102 027D0102 01000201 00308200 ..!.}.... 0..
0032: 13308200 OF06082B 06010201 01030043 .0....+....... C
0048: 03 00 F4 36 .6
Received 51 bytes from 1192.168.0.29:1434
0000: 30 82002F 02010004 06707562 6C6963A0 O../.....public
0016: 82002002 026B8402 01000201 00308200 ...k...... 0..
0032: 12308200 OE 06 0A2B 06010201 02020102 .0....+........
0048: 01 0500
Sending 62 bytes to 192.168.0.29:1434
0000: 308200 3A 02010004 06707562 6C6963A2 O....... public
0016:82002B 02 026B 8402 01000201 00308200 ..+.k....... 0..
0032: 1D 308200 1906 0A2B 06010201 02020102 .0...+........
0048:01040B 45 74686572 6E 657430 2F 31 ...Ethernet0/1

451 g
Received SNMP #itii ¢
192.168.0.29 U5 1P Hidilk
1433 Y bk 1145
51 bytes FWER ST
3082002D 02010004 06707562 6C 69 63A0 SNMP ASN il 5 F#i 3L
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82001E 02 027D 0102 01000201 00308200

10308200 0C06082B 06010201 01030005

00

0..—..... public PR ST ASCI T8 R oR . A
] . 7& ASCII i3 7~ U Bl 2 W i H

.............. s =

0., R

sending SNMP R i&EH 3L

192.168.0.29 H K 1P Hidl:

1433 H ry bk 05

52 bytes RIEIR K

30820030 02010004 06707562 6C 69 63A2 SNMP ASN s J5 FI4k 3C

82002102 027D 0102 01000201 00308200

13308200 OF 06 08 2B 06 010201 01030043

03 00 F4 36

0..0.....public. KIER LM ASCI 5 E R . A
7E ASCII 532 Ry 2 W it A

I S 0.. o

0....+..... C

...6

NIRRT SNMP AR 15 TE -

switch#debug snmp event
Received SNMP packet(s) from 192.2.2.51
SNMP: GETNEXT request
-- ip.ipReasmFails.0
SNMP: Response
>> ip.ipFragOKs.0 = 1
Received SNMP packet(s) from 192.2.2.51
SNMP: GETNEXT request
-- ip.ipFragOKs.0
SNMP: Response
>> ip.ipFragFails.0 = 0
Received SNMP packet(s) from 192.2.2.51
SNMP: GETNEXT request
-- ip.ipFragFails.0
SNMP: Response
>> ip.ipFragCreates.0 = 2

2}

biz:py

SNMP Z TR 2 SNMP B3
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GETNEXT request SNMP getnext i#k
RESPONSE SNMP 1 7

- PR L

>> RIFRIL

ip.ipReasmFails.0

& K5 i MIB OID

ip.ipFragOKs.0 =1

B il MIB OID e ik [alE

3.2 FftE RMON %4

RMON fii & #r 4 :
> rmon alarm
rmon event
> rmon collection stat

> rmon collection history

> show rmon

3.2.1  rmon alarm

LIRS s
rmon alarm index variable interval {absolute | delta} rising-threshold value
[eventnumber] falling-threshold value [eventnumber] [owner string]
fic B — > rmon 52K T,

¥

B SRR

variable it EE AR o WA VG . BRI (K6 5K oid
interval HURE[RIRGRT A] . HUEVERE . 1~ 4294967295 7).
value . BETIE: -2147483648~ 2147483647,
eventnumber BRBIE G 5 RS RS . BUEVEH: 1~65535.
string FAERRGER . BUETEE: FRBKE 1~127,

®E

eventnumber SRE AN E .
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£ F it AR

fEERI BRI E Za S, TR EX RIME, 2% el & dE € 1
E

o]l

Bl E — MR, WX 4 iflnOctets.2, BUFEIAIRGIT A A 10, ETH@BIE 15 5] k3
1, R 25 5] K FH: 2.

rmon alarm 1 1.3.6.1.2.1.2.2.1.10.2 10 absolute rising-threshold 15 1 falling-threshold 25 2
owner switch

3.2.2 rmon event

rmon event index [description des-string] [log] [owner owner-string] [trap community]

Bl E —A rmon FHFFR T,

S
B SR
index ZHHRIEG] . DUETEHE: 1-65535,
des-string R A BETEE: KE 1~127.
owner-string WEEFFrER. BUEEE. KE1~127,
community AR trap I RR 2 FR . BUESER: KE1~127.
7.3
¥
{5 AR
BC & —A rmon FAERDL, LB .
1l

BCE —A rmon FAFRI, K586, #MidTFFFH N example, fill &k FAFHTE log 310
sk H, JFLL public 144 4 B trap.

rmon event 6 log trap public description example owner switch
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3.2.3 rmon collection stat

rmon collection stat index [owner string]

B E rmon SiitIhfE.

e
- SHAR
index HGITRIES . BUETE: 1~65535.
string P FHTRS . IEGE: FRRKE 1~127.
®E
¥
£ RTEER

AR O NRCE, AT Rz angit .
=

FEMOE UK 1 8 - AFRE ST T T AE .

intf0/8
rmon collection stats 2 owner switch

3.2.4  rmon collection history

rmon collection history index [buckets bucket-number] [interval second] [owner
owner-name]

Pe B — P SEAm i R

S8
- S ¥R
index %5, BUEVEHE: 1-65535,
bucket-number TERTA 2 Sl 3 hi R USRI Bt b, il bucket-number
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RRIUT LR . BUAETIH: 1~65535.
second AT E) . BBVl : 1~3600.

owner-name WHEEFFE. BUHTEE: PR KE 1~127,

RE
bucket-number #4454 50, second 4 Jy 1800.
1% F 15 BA
AR OB RS E, T 1 g e g ) 3 o 1 i — 2% 3R 0
w5l
FERRE VAR A 1 8 40 by se P 3 I, ORA7 fiedls 20 AN RN [A) bR O G TH Bt A it

A TAJRE 9 20 70

intf 0/8
rmon collection history 2 buckets 20 interval 10 owner switch

3.25 show rmon

show rmon [alarm] [event] [statistics] [history]

7~ rmon BLE .

RE

il
7~ rmon Bl & .
ANl

o~ rmon Bl & .
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show rmon
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3.3 PDPEEHS

> pdp enable

> pdp holdtime

> pdp timer

pdp run

show pdp traffic

> Show pdp neighbor

3.3.1  pdp enable

pdp enable

no pdp enable

1E#: 0 )5 5 PDP.

®RE
&I _ERJAB) PDP
L

PDP fE & mECE S IR ESHA RS, AAELRIKESHS) T PDP, Aird4H
R

w5l

810 R JE ) PDP.

inte1/1
pdp enable
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3.3.2

RE

1 EA

w5

pdp holdtime

pdp holdtime second

no pdp holdtimes
e & PDP £ B 4R JE 5 SN A]

2% SR

EVESEE

seconds {R A B (1]

10-255

180

It & holdtime 2 90s.

pdp holdtime 90

pdp run

Ja B ik & 1) PDP .
pdp run

no pdp run

-95.




A

SR e &

=
4

H

RE

w5l

AR

w5l

3.3.5

JE A PDP Th#g
pdp run
no pdp run

pdp timer

it E PDP %i% PDP #} T[4 .
pdp timer seconds

no pdp timer

B8 SR

EVESEE

seconds ﬁﬁﬁ% FAT A 1) [ B

5-254

60 7

I TR RAAE, T Jo 5 S S A v

WC B R IR E A BB [E] [A)R% 30 5.
pdp 30

show pdp traffic

7R PDP Hda i, RIEGTHE L.
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show pdp traffic

RE

AR

w5l

router#sho pdp traffic
Packets output: 0, Input: 0
Hdr syntax: 0, Chksum error: 0
No memory: 0, Invalid packet: 0

3.3.6  show pdp neighbor

WRARJERIE R .

show pdp neighbor [detail]

AR

P

show pdp neighbor
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Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater

Device-ID  Local-Intf HIdtme Port-ID Platform Capability
2610 Fas0/0 154 Eth0/0 cisco 2610 RT
c25 Fas0/0 149 Eth0 cisco 2509 R
GK-C36 Fas0/0 123 Fas1/0 cisco 3640 RT
cMR Fas0/0 167 Fas0/0 cisco 2621 RT

show pdp neighbor detail

Device ID: 2610

Entry address(es): IP address: 192.168.20.204

Platform: cisco 2610, Capabilities: Router Trans-Bridge
Interface: FastEthernet0/0, Port ID(outgoing port): Ethernet0/0
Holdtime : 123 sec

Version :

Cisco Internetwork Operating System Software

I0S (tm) C2600 Software (C2600-IS-M), Version 12.2(7), RELEASE SOFTWARE (fc1)
Copyright (c) 1986-2002 by cisco Systems, Inc.

Compiled Tue 15-Jan-02 23:58 by pwade

advertisement version:2
Duplex: half(00)

Device ID: c25

Entry address(es): IP address: 192.168.20.115

Platform: cisco 2509, Capabilities: Router

Interface: FastEthernet0/0, Port ID(outgoing port): EthernetO
Holdtime : 178 sec

Version :

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-I-L), Version 11.2(4), RELEASE SOFTWARE (fc1)
Copyright (c) 1986-1997 by cisco Systems, Inc.

Compiled Mon 10-Feb-97 12:28 by ajchopra

Device ID: GK-C36

Entry address(es): IP address: 192.168.20.156

Platform: cisco 3640, Capabilities: Router Trans-Bridge

Interface: FastEthernet0/0, Port ID(outgoing port): FastEthernet1/0
Holdtime : 152 sec

Version :
Cisco Internetwork Operating System Software
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IOS (tm) 3600 Software (C3640-A3JS56I-M), Version 12.1(3a)T1, RELEASE SOFTWARE
(fc1)

Copyright (c) 1986-2000 by cisco Systems, Inc.
Compiled Sat 29-Jul-00 03:21 by ccai

advertisement version:2
Duplex: half(00)

Device ID: cMR

Entry address(es): IP address: 192.168.20.22

Platform: cisco 2621, Capabilities: Router Trans-Bridge

Interface: FastEthernet0/0, Port ID(outgoing port): FastEthernet0/0
Holdtime : 136 sec

Version :

Cisco Internetwork Operating System Software

I0S (tm) C2600 Software (C2600-A3JK9S-M), Version 12.2(10a), RELEASE SOFTWARE (fc1)
Copyright (c) 1986-2002 by cisco Systems, Inc.

Compiled Tue 21-May-02 12:50 by pwade

advertisement version:2
Duplex: half(00)
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4 5 4 5 Adr 2

41 MEURTHEGS
¥ 2% T L Ao 4 .35
*  ping

4.1.1 ping

AR A P A i WK AL AT BA VA 26 BT . B A% ICMP . [R] R SR
WAL RTT . ARJE SR X IT ) ICMP (8] B4 S

ping ip-address

&% SRR
ip-address HE 1P bk,

Adr &1 B LRI 4 D 48 FHEURIROC, S5 2 BB, IR R B ARSI I
=

monitor#ping 192.168.0.100

Reply from 192.168.0.100 : data=48, time=10ms, ttl=128
Reply from 192.168.0.100 : data=48, time=10ms, ttl=128
Reply from 192.168.0.100 : data=48, time=10ms, ttl=128
Reply from 192.168.0.100 : data=48, time=10ms, ttl=128
4 packets sent, 4 packets received

round-trip min/avg/max = 0/2/10 ms
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GEES

DA
i

ip address

4.2 WEEZHHS

4.2.1

kS Wi A a5 LR 64, Ho logging iy 4 P LA syslog #r 418 :
> logging/syslog host A.B.C.D
logging/syslog buffer
logging/syslog bbox
logging/syslog file
logging/syslog media
logging/syslog rate-limit
logging/syslog direct
logging/syslog facility
logging/syslog terminal
logging/syslog start
logging/syslog stop

clear logging/syslog

clear syslog bbox

debug [host/file/terminal] [module] [flag]
service timestamps

show break

show controller

show debug

show logging/syslog

show memory address

show syslog bbox

logging/syslog host A.B.C.D

f# 1 logging i & # H &5 Bd % 2 syslog Mk s5#% o
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logging host A.B.C.D [ vrf vrfname] [proto] [port] [source-interface] [rate-limit] [class]

[format] [level]

no logging host A.B.C.D [ vrf vrfname] [proto] [port] [source-interface]

B SR
A.B.C.D syslog 5% &= 1) IP Hidik.
Vrfname Vrf 27K
RE
NG R
RS E
ERECES
1 P15 EA
logging T4 F H &5 BAid sk 246 2 1) syslog IR %55 Fo Al LM ARG 42k, fREZA
syslog R %5 %%
w15l
logging host 192.168.1.1
logging host 192.168.1.1 vrf aaa
HXa<

logging trap

4.2.2 logging/syslog buffer
f#iH] logging buffer @74, 7 LUK HEAS Sl e HAR K N AAH .

logging buffer [size | level |rate-limit | class | format]

no logging buffer
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SHRER

WAEZEAE RN, TEFEM 4096 75 3] 2147483647 =i .

RPN FZEAFR B EE B

HRGRAFER, R LT RE S RN, REEHE3E N
hRE

S
size
level
dump
wma

R BN AT, BRAAKAN N 64k.

oM
EREES
L

At f HEAE BALRAE M SN AF ot b . WAF SRR EAMEFI, Bl A7 42
IR, BE RS EEEER .

RN AE B B SN HEEE, A show logging 4.

AR KHIAAE,  BUOHFE S I i A A7 55K

% 4-1 BHEIEEHES

5 ik Syslog & X

emergencies 0 System LOG_EMERG
unusable

alerts 1 Immediate LOG_ALERT
action needed

critical 2 Critical LOG_CRIT
conditions

errors 3 Error conditions | LOG_ERR

warnings 4 Warning LOG_WARNING
conditions

notifications 5 Normal but | LOG_NOTICE
significant
condition

informational 6 Informational LOG_INFO
messages only

debugging 7 Debugging LOG_DEBUG
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| messages

HXaL
clear logging
show logging
4.2.3 logging/syslog bbox

¥/ logging bbox 774, 1 LA EWFLLHiE ] syslog 77 22 id 3% 2 syslog M [H 1.
BRINFT A I B 1) syslog # 4 ic sk B B[ 17+,

Syslog bbox [module]

no syslog bbox [module]

g
sH S
Module B,

BRE

FA L syslog #lic % 2 B .
RN

SN R
& FtER

A iy 4 — AR T ZAE BT L e R () syslog I A AT — IO IE /A
EES e

Show syslog bbox

Clear syslog bbox
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4.2.4  logging/syslog file
f§iH] logging file 4, 7L H E(5 BId KB 28I A7 o

logging file [size | level |rate-limit | class | format | backup | flush | position | time-loop]

no logging file
S
S S¥IHEA
size WAEGEAE /N, JEFEIM 4096 #7455 2147483647 =i,
level TESR B WA AT H &S B0
rate-limit %t syslog kAT PR
class itk IETF. CNTEL 3% ALL 2874/ syslog
format itk syslog A& ik
position SEAEATA A5 a0 usb. cf
time-loop OSSO R A, R T L2l SR H SRR
hE
AL B NERAEF
WRER
LEES
fsEFEEA

At g HEAE BALRAEH S N AF b b . WAF SRR EAME I, Bl A7 42
IR, HERSEEENER.

FLNIC AR AR N AF P I HSAE R, A show logging 4.
AEAERIR KRBT AAE, PO 215 i A A7 K

& 4-2 BFIERHEZ

| i Syslog & X
emergencies 0 System LOG_EMERG
unusable
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4.2.5

x

alerts 1 Immediate LOG_ALERT
action needed

critical 2 Critical LOG_CRIT
conditions

errors 3 Error conditions | LOG_ERR

warnings 4 Warning LOG_WARNING
conditions

notifications 5 Normal but | LOG_NOTICE
significant
condition

informational 6 Informational LOG_INFO
messages only

debugging 7 Debugging LOG_DEBUG
messages

W

clear logging

show logging

logging/syslog media

{§iH] logging media 74, 7 L¥ HE(5 Bl e B 2 A7+ .

logging media [size | level |rate-limit | class | format | backup | flush | position |

time-loop]

no logging media

2% SRR
size WAFEAE RN, T A 4096 =717 3 2147483647 715 .
level R B NFEAINH EEEH.
rate-limit %t syslog k17 PRIE
class i3k IETF. CNTEL 8¢ ALL 25241 syslog
format 1C3% syslog MRS L%
position OSRAEFT R A T 20 usb. of
time-loop SRS E R A, R T LS 20 B3R
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RE
ENGe SR pezs- 2ot
HLER
R ES
1= P15 EA
A H S RId R AR AR N2 . ARG RIEIMER I, Frla NS
M, HE RSB S ENER.
BB RILSRAE R A N A e i H S B, {8 show logging i 4 .
ANEAEHIRRII A AE, B 203G A 7 5 7K
% 4-3 HFIEERRS!
5 ik Syslog & X
emergencies 0 System LOG_EMERG
unusable
alerts 1 Immediate LOG_ALERT
action needed
critical 2 Critical LOG_CRIT
conditions
errors 3 Error conditions | LOG_ERR
warnings 4 Warning LOG_WARNING
conditions
notifications 5 Normal but | LOG_NOTICE
significant
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging LOG_DEBUG
messages
HxaH<$

clear logging

show logging
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4.2.6 logging/syslog rate-limit
f# /| logging rate-limit 74, 7 LK H &S BAC R E S AR AAFH .

logging rate-limit [module] [rate-limit]

no logging rate-limit [module]

2 SRR

C[E

module i,

5

rate-limit

4.2.7 logging/syslog direct

{# | logging direct [Console | Buffer | Media]fi4, 7] L% B 322 S 76 R B A Joi
F.

1/ no logging direct 74, A4 H E(E B ERR R L
logging direct /evel

no logging direct
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wma
¥
HHER
2RES
{55 AR
fREgn)E, EXEONBCL NG SR BB k0 b,
i show logging v, A LR~ HEE S 24 BT B FOn B A g5 2
% 4-4 BFEIEEHEH
eS8 ik Syslog EX
emergencies 0 System LOG_EMERG
unusable
alerts 1 Immediate LOG_ALERT
action needed
critical 2 Critical LOG_CRIT
conditions
errors 3 Error conditions | LOG_ERR
warnings 4 Warning LOG_WARNING
conditions
notifications 5 Normal but | LOG_NOTICE
significant
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging LOG_DEBUG
messages
A5l
logging console alerts
GEES S

logging facility

show logging
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4.2.8 logging/syslog facility
fiiH logging facility T4 KL E W — MR G B 2pdsxk. KER local7, £/ no
logging facility @74 .
logging facility facility-type
no logging facility
Y
B SRR
facility-type facility 2874,
RE
local7
O
LR ES
= AtER
% 4-5 facility 2H
i) A
auth Authorization system
cron Cron facility
daemon System daemon
kern Kernel
localO-7 Reserved for locally defined messages
lpr Line printer system
mail Mail system
news USENET news
sys9 System use
sys10 System use
sys11 System use
sys12 System use
sys13 System use
sys14 System use
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syslog System log
user User process
uucp UNIX-to-UNIX copy system

w5l
logging facility kern

Hxdis
logging direct

4.2.9 logging/syslog terminal

¥ logging terminal 74>, 7] DA% BoR 7 & om 4k B (S B & .

{4 no logging terminal @74, 25104 H &5 S BoR7E& sk L.
logging terminal [level | rate-limit | class | format ]

no logging terminal

e
B SRR
level ¥ HEE B BRELmL HE B,
RE
debugging
i SR
2R ES
AR
=z 4-6 HFEIEERHEHI
5 Eiipy Syslog & X
emergencies 0 System LOG_EMERG
unusable
alerts 1 Immediate LOG_ALERT
action needed
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4210

critical 2 Critical LOG_CRIT
conditions

errors 3 Error conditions | LOG_ERR

warnings 4 Warning LOG_WARNING
conditions

notifications 5 Normal but | LOG_NOTICE
significant
condition

informational 6 Informational LOG_INFO
messages only

debugging 7 Debugging LOG_DEBUG
messages

P
logging monitor errors

PSRy
terminal monitor

logging/syslog start

{fH logging start @y & k4= il 85245 B Bl 5% .
/] no logging start k2% I FT 5 i1 3% .

logging start

logging start
RN
R ES

P

Router_config# logging start
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EES

syslog stop

4.2.11 logging/syslog stop

i logging stop #ir4, 7 LAE 1Eid 3% % syslog AR 4528 LIS B .

SRR
ERES

£ F AR

& 4-7 BFIERHEZ

8] ik Syslog EX

emergencies System LOG_EMERG
unusable

alerts Immediate LOG_ALERT
action needed

critical Critical LOG_CRIT
conditions

errors Error conditions | LOG_ERR

warnings Warning LOG_WARNING
conditions

notifications Normal but | LOG_NOTICE
significant
condition

informational Informational LOG_INFO
messages only

debugging Debugging LOG_DEBUG
messages
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syslog stop
PSR
logging
4.2.12 clearlogging FlTi&Rric 3t 1E N A7 4%

M HEFE. clear logging

2
’LJZ
piiF
o

BHE
BXwmS

logging buffered

show logging

4.2.13 clear syslog bbox T KMic ke R4 H

HEmE PR HEFE. clear syslog bbox

W%
3
oH

2
’LJZ
piic
o

HHE
BXwmS

show syslog bbox
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4.2.14 debug host/file/terminal [module] [flag]

FH T L B S debug briGfr. ALE G v LA debug it ) syslog .

2H

x
BRIA

ERIAAVKE debug 17 2 4t 21 syslog .
SRR

4.2.15 service timestamps

f§iFi] service timestamps w74, HAlE R4 debug skic 3% H GRS BB ne Ak,  fi
Fil no service timestamps 4, HUH R4/ debug 3ic 5t H A5 BT B e A] k.
service timestamps [log|debug] [uptime| datetime]

no service timestamps [log|debug]

2H
&% SHRAR
log 7E log {5 /2 il BEARINT [R)8K .
debug 1E debug 15 & B B i (8.
uptime R [T 2O B e 5 ) Sl B BLLE AR I 1]
datetime FIF 1) 388 2SI R A ]
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RE

service timestamps log date

service timestamps debug date
HOHER

ERECES
£ At AR

uptime & IS [EJ 8L &7 8 HHHH:MM:SS, 26 BH 2% h 2% 15 2 33028 RN 1A]
date #% =i E] B &7~ N YEAR-MON-DAY HH:MM:SS, 3B SR i (] .

o]l

service timestamps debug uptime

4216 show break

{fiH show break 74, Eonig e T a5 ks .

show break [map-filename]

B SRR
map-filename T € BRI BN R4

£ F Ut AR

show break iy & 7l 3K 1 4% B 2% 5 5 W5 S o T DU s 26 1 SR AT
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P

Router#sh break
Exception Type:1400-Data TLB error
BreakNum: 1 s date: 2000-1-1 time: 0:34:6

r0

r1 r2 r3 r4 r5 ré

00008538-01dbc970-0054ca18-00000003-80808080-fefefeff-01dbcca-

r7

r8 r9 r10 r r2 r13

00000000-00009032-00000000-7ffffff0-00008588-44444444-0054c190-

r4

r15 r16 7 r18 r19 r20

000083f4-000083f4-00000000-00000000-00000000-00000000-00000000-

r21

r22 r23 r24 r25 r26 r27

00000000-0000000a-00000001-00000000-00000000-004d6¢ce8-01dbd15¢-

r28

r29 r30 r31 spr8 spr9 ip

00000002-00467078-00010300-00000300-00000310-00008588-00000370-
Variables :
00008538-44444444-01dbd15¢c-01dbcaac-00000002-00000000-004d6ce8-
01dbca18-

00008538 --- do_chram_mem_sys_addr---bspcfg.o

0001060c --- subcmd---cmdparse.o---libcmd.a

000083e4 --- do_chram_mem_sys---bspcfg.o

0000fb24 --- lookupcmd---cmdparse.o---libcmd.a

0000f05c --- cmdparse---cmdparse.o---libcmd.a

003e220c --- vty---vty.o---libvty.a

00499820 --- pSOS_qcv_broadcast---ksppc.o---os\libsys.a
A SR P T AR AN A

(1)

(2)

©)

(4)

(®)

(6)

ERROR:file function.map not found

XS BFRIR RGASE# function.map, 'EANEI RS AT

iR function.map FIMRAS 5 B8 HAR IS 1T A 5 ARF, SR iRAASF o
Exception Type—57 & (1)1 7~ 12 il g+ 57 5 1) 44 K

BreakNum

CATR MR MGS  BFRORIRE RIS, H A RGRE NSRS T
e 5w R B ]

AN FIH TR I

AR AR

AR FH R

I

Ky oS &

IR R GRS map SCIF, W BoR R bk . AR T map SO, Wik ar

AHR R EA L o ST .a S
EATREH KRR NN TR L.
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4.2.17  show controller

fiiHf] show controller 74, Zoit ihas % H¥EH] S HIE .
show controller [interface]

gl

2H SRR

interface fREEE AR,

®RE
T

RN
(LR

£ FtRA
show controller iy 4 T il € £ M I HIFHIRE M EE B . R MEEA %, 7T L
eI 3 A G BB SR T R A ) SRR

P

Router#show controller s1/0
Interface Serial1/0
Hardware is PowerQUICC MPC860T
SCC Registers:

General [GSMR]=0x68034:0x22, Protocol-specific [PSMR]=0x3000

Events [SCCE]=0, Mask [SCCM]=0xcf, Status [SCCS]=0x3

Transmit on Demand [TODR]=0, Data Async [DSR]=0x7e7e
Interrupt Registers:

[CICR]=00e49f80 [CIPR]=4000c006 [CIMR]=48000000, [CISR]=00000000
Command register [CR]=0x6c0
SICR=0900002c, BRG=00000000:00010288:00000000:00000000 (aux=0)
Statistics: scc4, port3

int 751229 bad_first 0 too_long 0 drop 0

tx_count 1 bk countOh_Q81s QO
Port A [PADIR]=0000 [PAPAR]=53c3 [PAODR]=0000 [PADAT]=fefe
Port B [PBDIR]=00021001 [PBPAR]=00001020 [PBODR]=0000 [PBDAT]=0001e3be
Port C [PCDIR]=0000 [PCPAR]=0008 [PCS0]=0438 [PCDAT]=0fe7 [PCINT]=0008
Receive Ring

rmd(fff02320): status=9000 length=0000 address=01155f58
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rmd(fff02328): status=9000 length=0000 address=01156c90
rmd(fff02330): status=9000 length=0000 address=01156b18
rmd(fff02338): status=9000 length=0000 address=011569a0
rmd(fff02340): status=9000 length=0000 address=01156828
rmd(fff02348): status=9000 length=0000 address=011566b0
rmd(fff02350): status=9000 length=0000 address=01156538
rmd(fff02358): status=b000 length=0000 address=01156f80
Transmit Ring
tmd(fff02360): status=0000 length=0000 address=00000000
tmd(fff02368): status=0000 length=0000 address=00000000
tmd(fff02370): status=0000 length=0000 address=00000000
tmd(fff02378): status=0000 length=0000 address=00000000
tmd(fff02380): status=0000 length=0000 address=00000000
tmd(fff02388): status=9000 length=0051 address=01156df4
tmd(fff02390): status=0000 length=0000 address=00000000
tmd(fff02398): status=2000 length=0000 address=00000000
SCC GENERAL PARAMETER RAM (at 0xfff03f00)
Rx BD Base [RBASE]=0x2320, Fn Code [RFCR]=0x15
Tx BD Base [TBASE]=0x2360, Fn Code [TFCR]=0x15
Max Rx Buff Len [MRBLR]=252
Current Rx(2) State [RSTATE]=0x9000, BD Ptr [RBPTR]=0x1156b18
Current Tx(5) State [TSTATE]=0x9000, BD Ptr [TBPTR]=0x1156df4
SCC UART PARAMETER RAM (at 0xfff03f30)
Maximum idle characters 1
Break Character 1
Received Parity Error 58445
Received Frame Error 65261
Received Noise Error 39256
Number of break conditions 22595
Last Received Break length 1524
uart1 63220 uart2 1
Transmit Out of sequence 0
cc[0] = 4011 cc[1] = 4013 cc[2] = 8000 cc[3] = 4011
cc[4] = 4013 cc[5] = 8000 cc[6] = 9¢80 cc[7] = 7051
rccm = cOff rcer = bf28 ribc = a6fe
RxBufSiz 254 flow 1
flag=00000120, size=00000008, X=11, Xoff=13

DCR_B3#
A BIR N LA LT LA
(1D AL, KA.
X B & MPC860, SCC
(7)  EHEEATRE. P, .
XA ES A A€
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e A BA B B
(8) EHIARIESHL:
SHHFRNE

Pt a8 R i 24
L/ NE 28

(9) k. Ri% BD [PIRE

FIH T BD IR, K&, ks
METHE, K% BD AL E AR .

4.2.18 show debug

1] show debug T4 IR s H1 & T A F1 7T B ik 10

show debug
¥
I
SN
LR
il
Router# show debug
Crypto Subsystem:
Crypto Ipsec debugging is on
Crypto Isakmp debugging is on
Crypto Packet debugging is on
xS

debug

4.2.19 show logging

1 il show logging 4 Z K logging (syslog)tkzs .

show logging
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£ F AR

show logging 774 7K~ logging (syslog)iR%, fL3E console 11111 logging, monitor 1]
logging F1 syslog ] logging 1t -

P

Router# show logging

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 12 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 4 messages logged
Trap logging: level informations, 0 message lines logged

Log Buffer (4096 bytes):

2000-1-4 00:30:11 Configured from console 0 by DEFAULT
2000-1-4 00:30:28 User DEFAULT enter privilege mode from console 0, level = 15

EES

clear logging

4.2.20 show memory address

¥/ show memory address 74 7~ 4 17 B B8 A7 TR

show memory address

His 11k <Ox0-0x 3ffffff>
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show memory address 4 1] LU 7 A A7 H RS ik B 31 OB K BT A N 2.

AEFA I show memory address = gtk _FFR i3 5 & AN [F] 1)
1l

Router##sshow memory ad
address -- Dump memory starting at <address>
Routerishow memory address 0x4444
00004440: 5F67797A BD10EEFF DD5ADB6E FFEGFFFF gyz.....Z.n....
00004450: EFFD5997 CF73EDB7 FEBD7E66 D6FFF69E  ..Y..s....~f....

00004460: CDFBFDEF 5D55B525 C75F7EEA ESFGE79F  ....]JU.%._~.....
00004470: 6FBEFF84 79B95EB3 7D6ADBFA 2EF7FDAD  o..y.A}......
00004480: DBFF5FAF 97EF5CFE BF72DB7F D4A7ED55B  .._..\.r..~[

00004490: 6F9FFB6F COES8FEBE A6B7DC97 DC72DFFE  o..0......... r..

EES

4.2.21  show syslog bbox

f# /| show syslog bbox Ll /R RGH EREFHINE .

w5l

Router# show syslog bbox
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EES

clear syslog bbox
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% 5% SSH L E %

5.1.1 ip sshd enable

ip sshd enable

no ip sshd enable

BRE
BB 1024 i
AR

ZEC B B A K rsa B, IFITE MY ssh server HIiERE . A RFHE —MET T
B R, — MR 1 B 2 0Bl e [a]

LRSEE
4 JR i AR
)

N A2 A Bl ssh k55 .

device_config#ip sshd enable

5.1.2 ip sshd timeout

ip sshd timout time-length

no ip timeout
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time-length ST FERR B R R B ORI I, R H D 60-65535.

3

180 #
AR

AT BT ARE 7 o R B, AR IR RS, B BOE AR R SR
OB

)R TE B
]

N i R I KO 360 A

device_config#ip sshd timeout 360

5.1.3 ip sshd auth-method

ip sshd auth-method method

no sshd auth-method

Y
B S ¥R
method WEINET £,
RE
i “default” AIE 592513
1 RA

ssh server 1 [] login ZEAY [KNIE 7513 o
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SRR
)R B
P

5.1.4

RE

AR

o]l

THPM A ECE XN auth-ssh FAMEFESIER, FFE LN T ssh server:

device_config#aaa authentication login auth-ssh local
device_config#ip sshd auth-method auth-ssh

ip sshd access-class

ip sshd access-class access-list

no ip sshd access-class

&%

S ¥R AR

access-list

PR ip Vi F12K .

TV 4% 1 51 %

it & ssh server BLE VI MFEHISIZR, A RF A v 5] 512 RO IEEA 244

32,

4 JR i AR

N R AL E — A4 N ssh-accesslist 5 Al iE #1513,  F8 N F T ssh server:

device_config# ip access-list standard ssh-accesslist
device_config_std_nacl#deny 192.168.20.40
device_config#ip sshd access-class ssh-accesslist
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5.1.5 ip sshd auth-retries

ip sshd auth-retries times

no ip sshd auth-retries

SH SRR
times O AVIEE RS, BUETEH 0-65535,

RE

iRR
PP FENAIE R T 387 25 B A T B8R 1 08 VR iU E R i oG oA
RN
4R C B A
w15l
I 2K R B 5 IR
device_config#ip sshd auth-retries 5
5.1.6 ip sshd silence-period

ip sshd silence-period times

no ip sshd silence-period

2H

&% SRR
times FRERZE R IR],  HU{E YA Fl 0-3600.
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5.1

RE

60 b

R AEANE R IR A L e K R B E BRG], I BLAE times P ANBE AR -

LRSEE
4 JR i AR
w0

N T ) i AR BRI 1] B2 30 A

device_config#ip sshd silence-period 30

.7 ip sshd sftp-enable

ip sshd sftp-enable

no ip sshd sftp-enable

RE
Sftp ZhfER Ml

AR

)R TE B A
=~

T a2 NI A sftp ZhRg:

device_config#ip sshd sftp-enable
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5.1.8 ip sshd max-user

ip sshd max-user nums

no ip sshd max-user

g
sH SR
nums BRI R, BT 1416,
RE
10 MHI P 3
AR

B R BRI, SR P ok L BRI, s A REXE R
LS ES

)R TE B
O

TH a2 B E R KON 5 A

device_config#ip sshd max-user 5

5.1.9 ip sshd compress-enable

ip sshd compress-enable

no ip sshd compress-enable

2
%
[75=]
Ssh 4y 5l
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5.1.

w5

RE

4 JR i AR

N NTT IR ssh B8 DIfE:

device_config#ip sshd compress-enable

ip sshd compress_level

ip sshd comp

no ip sshd co

ress_level level

mpress_level

SHHAA

Level

JE4ion, BUETER] 0-9.

4545 9 6

BH level MUK, EAaPEREMLT, (EIEMHAEMIN MBI, FHemin & 5PE6e, BUEN 6.

RN

P

42 ey g B AR K

THE 2 NGNS

device_config#ip sshd compress_level 5
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5.1.11 ip sshd clear

¥
- SHAA
ID ERBIARE A B ssh# o5, BUETEHE 0-65535.
7.3
N/A
WiRA
A A AT PRBR TR 2 g5 1) ssh N&EH:, BE YT N ER w51 H show ip sshd line
T
wEN
4R E A
1l
NI A2 PRBR R 5 0 N
device_config#ip sshd clear 0
5.1.12 ssh
Stk
ssh -l userid —d destIP [-c {des|3des|blowfish }] [-0 numberofpasswdprompts] [-p pori]
¥
B SRR
—l userid FH P LE server EHIIKS
—d destl R R R H 1P
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5.1

-0 WAE RO R B BURE,  SEFm AT A B O I B s BAE A server |
numberofpasswdpr B WEEREAN—A, BRIA=R. BUETEHEY 0-65535.,
ompts
-v {12} HEFE ssh fRAS, BRUGERAS 1
o port Server I 0311 5 BRUE 22. IR[A {17 )9 0-65535
-c WA B 5%k, B 3des.
{des|3des|blowfis
h}
[75=]
N/A
AR

Aty A F T Az ssh server 8T i%EH%

FERUEE

w5l

T a4 50 1P Hidl >y 192.168.20.41 ] ssh server #573%3E, WS )y zmz, fnEs&k

A blowfish:

device#ip ssh —| zmz —d 192.168.20.41 —c blowfish

.13  show ssh

RE

N/A
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5.1

P

14

RE

P

Adir & T BoR M AT EE BIA B %1 ssh server L&k,

T A2 s M AT ERE B AR E %1 ssh server FHI&1E:

device#show ssh

show ip sshd

N/A

A2 T A& ssh server B4 HIRES -

T ) A A SR A £ ssh server FESHTIRES:

device#show ip sshd
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