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BIFE IP FUREmS

1.1 IPEUREE®S

IP Sk c & iy 4
® arp

arp timeout

clear arp-cache

ip address

ip directed-broadcast
ip forward-protocol udp
ip helper-address

ip host

ip proxy-arp

ip unnumbered
keepalive

show arp

show hosts

show ip interface
1.1.1 arp

fic B 54 ARP WL, #48 ARP BLSF 2k AR TE ARP 2247 . 4n 5 A Bk i B 1) i A5
ARP WG 3E, ] noarp id.

arp ip-address hardware-address [alias]

no arp ip-address

28
2 UL

Ip-address R H AR 5 T 1P o

hardware-address s Hb B3 B e T P E b A

alias (P ) 22 [ 25 0 15— IPHEHE (IARPIE SR, 3t U2 A S 3 AN P
&

ARP 47 HAFLE K A E S ARP T,
BEIRR

ERICES
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{5 FA 1t AR

— W EHUER AT LA RS ARP f@MT, BT — AT B PRy EVLRE B 5 S ARP
L5

15l
THIFX a2 HE 1P ik 1.1.1.1 1 EHL MAC HiliJy 00:12:34:56:78:90.
arp 1.1.1.1 00:12:34:56:78:90

BxwS
clear arp-cache

1.1.2  arp timeout

BCE ARP Z2fithahads ARP RIUAAAER [A] . W REE BIHAEE I 1E, [/ no arp
timeout ¥ default arp timeout @74,

arp timeout seconds

no arp timeout

default arp timeout

SH
ES EE L
seconds ARPZEAZPENASARPRIUCAEAEN 1] (FD) . 0 Fomfeix M LB b
FIRIARPLEAT A £ BRI o

[75=1

14400 b (4 /M)
RN

HORES
fs£ A UtEA

WRENMEN ARP 4210 LHHTRCE, WACE L. show interface fiy &4 BoR7EX A
PO AL E P ARP R IR B[R], BoRin T

ARP type: ARPA, ARP timeout 04:00:00
15l

RIS A& E BT Ethernet 1/0 LRE 1A ARP WU/ TEI [ 900 £, LU
ARP ZEA7 BRI o

interface ethernet 1/0
arp timeout 900
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1.13

x

A
e

show interface
clear arp-cache

THERPTE 3175 ARP 247

clear arp-cache

T IR BRI KIZh A ARP 2247

clear arp-cache

GBS

114

Arp

ip address

B O IP Huht, A& EMERL. HilCEAF ™%X 55 AB,C 2 IP i, HE,
ANBEAE ) 2 3B A # R bl CEMNLER 4“1 o BT LR, Hg M2 AN O a]
PATEIR — AW B o (HAE,  DARMIEE TG B 1 B Re AL e AT R R R B2 A ]
BT RSO, — AN LA D E — A E AT R 2 A W@ k. R
HWERBEERCE 7 EHhtEA T UIEC &, MWEihhk &3 EA T AR Edht. R4
AR P T, R BN B A e, B A R D ERCE S
WA S AE [3]— WX B _E A 1P bk E R S i Mk, SRS BERA XA 1P ik (g 11 8%
B, NERARHEOM I, RN R ERE P Rk, 1 WA TS5
[ (unnumbered #171) , XN DR IP .

U SR E MR 1P kb, B RSN U6 IP ARSI AREE, FTLAEEA] no ip address 4
RO LA BTA 1P M

ip address ip-address mask [secondary]
no ip address ip-address mask

no ip address

S8 SHULAA
ip-address IP Hihl.
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mask IP W2,
secondary (ATik) FEUARCE R ZIPE AL, WiREH R, W E R 2 IPE L.

RE

PO EAEEATAT IP Mk

RSN
HORES
£ F i AR

U SR SR E AN EE R B LB TR 1P Huhk, e F R B ) R Gt Z D
B A B Ak, 75 05 5 AR BRI 51 AL 3 F R A

2fi ] OSPF Wil i, EEaffR— % M LR W AN e 1) b bk 7E [7] —> OSPF area

i,

=

T H 47 ethernetl/0 3 0 i B it 202.0.0.1, ML 255.255.255.0, H4Mid
B THA P MNJEHihE 203.0.0.1 #1204.0.0.1,

interface ethernetl/0

ip address 202.0.0.1 255.255.255.0
ip address 203.0.0.1 255.255.255.0 secondary
ip address 204.0.0.1 255.255.255.0 secondary

1.1.5 ip directed-broadcast

R AP SE ) 4k, FRRRSC DB SR K AR

ip directed-broadcast [access-list-namer]

no ip directed-broadcast

2

SH05AA

access-list-name

(AL ViR AR, R LT ViR, AR RV R
e

®E

BRAETEILT, ARR P ERT .

RN

HHORES
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w5

FHEETER D ethernetl/0 LECE K IP ) .

interface ethernet 1/0
ip directed-broadcast

1.1.6 ip forward-protocol udp
L3N ERE T ip helper-address &, H T4R@XTHILE UDP #hiSCH BRI &k SCdkA7 4
Ko
ip forward-protocol udp [port]

no ip forward-protocol udp [port]

default ip forward-protocol udp

2
g SR
port (A TR EE4 4% R A UDPHR SO B 36 H
BRE

¥ NETBIOS 47 lk 55 (Name Service) 3.
SRR

ZRIERS
£ A tRA

H A8 e & NETBIOS 44 7k 55430, R ESR AL ) NETBIOS 44 7 IR 554 3C, 7T LA
A TIUE— %

no ip forward-protocol udp netbios-ns

no ip forward-protocol udp 137
IR I 215 LR K T UDP A R #  C

no ip forward-protocol udp
151
Router_config#ip forward-protocol udp 137
HEXWe
ip helper-address
1.1.7 ip helper-address

¥ 1P )RR SR R B A A8 (0 1P S Bhithl, P DL H B ) R bk %
FIR] DA & 2 AN #5 Bhdl . ip helper-address address



0 22 B ICC B i &

no ip helper-address [address]

S
S8 SRR
address IP #5 Bhithdl .
7S]

ARECE P #HE Bk

RS TR
BORES
1 54

i AE X.25 # 1 LR, By th S ASREHER B o

o]l

T 647D ethernetl/0 FECE IP #E Bt 1.0.0.1,

interface ethernet 1/0

ip helper-address 1.0.0.1

EES

ip forward-protocol udp

1.1.8 ip host

JE SRS ENLAA FR—H b S o n SR bR LN A4 AR —Hu bk, A no ip host 74>«
ip host name address

no ip host name

S
S SHEA
name BB
Address IPHE .
73]
WA BC B AT AT
B IRN
ERERES
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TR TBCE 1P Hihk Ay 202.96.1.3 [l EHL4 FR 2 dns-server.
ip host dns-server 202.96.1.3

1.1.9 ip proxy-arp

fER N BT AR ARP. IRE R HIX DR, A no ip proxy arp fir 4.
ip proxy-arp
no ip proxy-arp

24

e
TR ARP,

ot
BEORES

FEFR A8
L EE AR ARP TESRISS, AN SRS AR A BIRE SR IP sk Rk B, HLEK e D A R
R DR, BB L E S MAC btk ARP MR, $RJ5, 1EIE]SEBrEds
WOCHE, AT K. XA, R — & EWA TR TSGR, B A i E
W, RN GBS . Xk UE, 1t FAUSA S B RSERAE [F — MBI,
WUER ENL TR AR PR (X TR S5, BN 28 L AUE R — A IP Mg, B3, #/0¢
() 1Ptk 25 e % A 2 B 28 YO BATTHE R — AN IP i, g il w] DASE R AN R 4
e A, B3 AR RS .

T

THEIFFEE: 10 ethernetl/0 F3THALE ARP IhfS:

interface ethernet 1/0
ip proxy-arp

1.1.10 ip unnumbered

BLE — N RIS T80, WUAEE IP Hbkg e IP AR ThAE . BE I LiX AN 0
B IP AbFE, {84 no ip unnumbered 14,
ip unnumbered type number

no ip unnumbered

B SHULAA
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7=}

ap

type number A—ANRE 7 IPHAEEE DR A AR S . XA OART DU e BN
IPHiE T w5 .

AN A BIX T E -

RN

BORES

(AL

=

1.1.11

X RE SRR R TR U, AT RUARNEC E A 1 1P Mk, TR X S AR X AN L
JABN P AEEE, JEFEE A B D BB AP bk AR DI AN5 HUR ARCC Rt L, DA
i 1P bk, AR AR S OFON S S (unnumbered) #2M. JE% 581 B4
JRT NP R 3C, ol it e SRR SC, R A 4 P E 10 O EECE AT AP k. Bk
FHAX — B s O L s by R A 23 1 B ROR TR . (H2, A R AR

(1) f#F HDLC, PPP, LAPB, SLIP Flifijirh 4k d5f 285 fity 55 4743 10 RN B 18 42 10 AT DA %%
mATE R LR 5. Hig, X.25f1 SMDS # O A g ff HIX &4 .

(2) kit ping dr A IIX AN DR R IER TAE. A LLEH SNMP @ FE A6 X 482
HEPRZES
X4k SR YE RFC 1195 Ao T3 O n] DUAEC B A 22 1P stk A9 88 2 23 .

FEAF W Z A e 0 1P AR R SR AT BRSOV ORI A AR(TISATAEX 2%
HERE_E B P BCARES FHE AT A X% B T EIER .

NP 2K 1 serialo/0 LB Rk s S8 1, B ethernet0/1 1L (1A %L IP
Mtk 1.0.0.1 fE IR AN T ok R CC Y8 ik -

interface ethernet 0/1

ip address 1.0.0.1 255.255.255.0
interface serial 0/0

ip unnumbered ethernet 1/0

keepalive

D E N AT 2T PEAN R 28 FEEE I . LK IE ICMP B NE SRR SCER X 7, (EANGERS
X§ 77 H) ICMP [a] 5 3 25 4 3

keepalive [ group group-id ] [ source source-address ] [interval interval-time]
[number number] destination destination-address

B SR AR
group group-id ALARLE £ % keepalive 4, 42 [ Ligroup-idX 4. Ht4: 0
source BB RSO I JEIP L
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source-address B, KRB EIPHLAE .

interval interval-time | 4yt S &% 2 i I, LS A, BRAG: 1)

number number TR RIERAN . a5,

destination HEEML
destination-address

LESEEN
EHSMNERELES
(AL

keepalive 74 S RF FiHbhE AN 2 fhthblk. a2 AR #F (255.255.255.255) B
ZREHIE, KR T SCRES R ECE 2 2 R AT HEE O B ZG% ICMP [B] R SRR SC .

ZAr 2 AFERF ICMP RSN, B R E R A B bk A% 48 E 2 H ) ICMP 453
=Pl

PUNECE T %k keepalive @4 .

i B4 10 A8 DL HihE 192.168.20.230 |4 H Al 192.168.20.1 &k i% 10 4
ICMP request 3¢, 3CHYRIEN I H ftihl 192.168.20.1 Al H Wi 3L A we e
keepalive group 1 destination 192.168.20.1 source 192.168.20.230 interval 10 number 10

BCER 1 FehERMME) LB HHE 172.16.20.232 [ H [HikE 172.16.20.5 K% 5 /N(Ek
NH) ICMP request R 3. R SCHAES B fHhE 172.16.20.2 F1# s B 3L E ok
5

keepalive group 2 destination 172.16.20.2 source 172.16.20.232
1.1.12  ip route-cache-timeout

A T BB A E A T

(no)ip route-cache-timeout timeout-value

ZH
Y SR
timeout-value M HZAF AT A B 5FP, B 1 (EPZALES[ah580)
N
2R ES
fEMREA

2 M T i B AR E AT 8] BT TR B BB, TR 200 T /) — 2 B iit. (Ut
by HEOHHEARRD TS, FH T AR B AR AL, BT DA E i B B S I O U 2R
B ONF 1 7% HEIRRAMRBOYEER, &2 IE KB h A B ], RERSIR
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1.1.13

AR RCR . B, MBIRRASEOR (KT 1 %) HAGRRMWRAEER, &
P, A AT REE R B RVR B, Sy i e A R R RCRAR TR o FTbA— R OL T
RIS AE (. (RIS W BB 8 A7 2 LIS TR o XT3 =] 1705 R4 %
Hia%, RGO T, 2R R E Dy 16 (R 80 #2) .

N ) i A B G A7 2 AL TR DY 10 £

router#config
router_config#
router_config#ip route-cache-timeout 2

I T P A e R L ) B PR A A IR [R] 10 A

router#config
router_config#
router_config#no ip route-cache-timeout 2

BRI R RS 1E 1

show arp

ST ARP R0, FEEEL P il ARP B, FHAECE %S ARP B, Zh4
ARP Hg},

show arp

i
)o18

il

A

fEFA AR

BRIIE B

2 SH0AA
Protocol PRI SRR L U P R 2 i ST, B nIP

Address Hodik, 5 EEHE AR RO RO 2L, dniPH L.

Age AAEISIA], ARPZIMAE S BIBIAE BTN 18], BAoM o Bfs. Bt 2 A X 2%
ARPR I LRI AME

Hardware Address | #jsftihik, 5 p9%% duhbxd BB, T WAARHT 58 I R IR 2

Type KA, FOREOEHIRIROCERRA, WIGARPA, SNAPAE,

Interface B, 5XAME I SCB A D .

-10 -
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N2 s ARP 2247

router#show arp

Protocol  IP Address Age(min) Hardware Address  Type Interface
IP 192.168.20.77 11  00:30:80:d5:37:e0 ARPA Ethernet1/0
IP 192.168.20.33 0 Incomplete
IP 192.168.20.22 - 08:00:3e:33:33:8a ARPA Ethernetl/0
IP 192.168.20.124 0 00:a0:24:9e:53:36 ARPA Ethernetl/0
IP 192.168.0.22 - 08:00:3e:33:33:8b ARPA Ethernetl/1

1.1.14 show hosts
SR ENLAZ—HuhE 22 A7 TS R0

show hosts
S
B SR ECR R T .
RN
LR
151
TN T i S T LA PRI R -
show hosts
Axawe
clear host

1.1.15 arp learn-strict
T B ST ARP, FUSTE SR ARP. WREREBIAMR, () no arp

learn—strict x4 .

arp learn-strict

no arp learn-strict

2B A S E R T
&
A FH A% 2% 2] ARP

RN

-11 -
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S 1 T
R ER

JE A 4 3] ARP J5, AT AR 1R P48 ARP Bahi—— 1 2% 3= LA W7 58 8
% FH 2% ARP I,
3l

R0 TS ARP TR 2 5]

Router_config_g0/0#arp learn-strict

1.1.16 arp source-filter

BCE B A ARP JEHbMES UE, KexS ARP RO E AL #E AT E . AR ER G BRI, A no arp

source—filter g4 .

arp source-filter

no arp source-filter

e

2T 2 WH SRR
RE

A )5 Bl ARP R bk 98
N

ity 11 i B A
fsE At RA

Jo FARP Y5 hE T €, 2ARYE ARP A st A gk % e, S H
R A A 1, K E 5% ARP R 3C.

=l

NI RS B ARP Y5 ki JE

Router_config_gO0/0#arp source-filter

1.1.17 arp timeout

WE KA ARP ZAUR (] W ER G BIARLE, )/ no arp timeout fiyé.
arp timeout <seconds>

no arp timeout

-12-
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SH

<10-4294967>
75=1

180 #5
N

it G B A
= tER

BT ARP 2 AN A] o

w5l

NI )3 B ARP Y5 Mk g

Router_config_g0/0#arp timeout 10

1.1.18 arp dynamic

BB B AR s A ) ARP. AR EHUH K B )45 > ARP, i/ no arp dynamic fir%.
arp dynamic

no arp dynamic

BH
Zin A S HEOR T
e
& Fl ARP BhZs 242
wSRR
S I A
= AR
ﬁE%M@ﬂ%#ﬁ,WﬁM@ﬁi,ﬁ%%ﬂMmeE%M@%
Il
5l

RG22 ARP hAS22 2] .
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Router_config_g0/0#no arp dynamic

1.1.19 arp proxy

WE B 2S ARP AREE . WUREHGE B E ARP ARHE, {#H no arp proxy 4.
arp proxy <all | range>

no arp proxy <all | range>

2H

all: fRELATA TP Hullk:
range: SN ip & mask 77X F8E 1P Huhbyu .

7=}
A ARP QER
RN
g 11 PC B A
£ tER
J5 ) ARP AREE, % H &R i RACEE TP ) ARP 355 3K
w5

N B ARP ACEE:

Router_config_gO0/0#arp proxy all

1.1.20 arp scan

WEBK A ARP FH . R EHGH R E ARP 34, H no arp scan v,
arp scan <all | range>

no arp scan <all | range>
e

all: HFEFTA 1P Hhlik
range: &N ip & mask 5 0FE € 1P ko .

&
AJE F ARP 14
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RN
iy A B 25
(AL

JE Y ARP 4548, B AR E BT RIS A TP Huht, TR RS
ARP KTl

1

T T B ARP AREE

Router_config_gO0/0O#arp scan all

1.1.21 arp guard

WE A ARP ity . W R EHOH % B ARP /Y7, {8/ no arp guard w4
arp guard

no arp guard

AP ARP [ 5tk
RN
g 11 PiC B A
£ A tER
JA I ARP B X, A ER ARP FG M, HFIEER L.
w15l

BT B ARP B

Router_config_g0/0#arp guard

1.1.22 arp guard rate-limit

BB M A ARP PRI . iR E R R BRI ARP FRIE, {8 no arp guard rate-limit v 4.

arp guard rate-limit <num>
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no arp guard rate-limit

SH
BRI ARP N4
BRE

1000
SRR

3 AR E A
e %A

J& HY ARP BRI, K Gt iseBn ARP ANEL, & 7 IR (B ARP 4R 3Co
=l

N BT B E ARP BB

Router_config_gO0/0#arp guard rate-limit 500

1.1.23 arp free-arp

VB B A% B N R IE G B ARP. A0 SR SO E N A& S 2% ARP, i/ no arp free—arp fin4 .
arp free-arp <time>

no arp free-arp

¥

07600 (0.1 #b)

[7S=1

ANFEI K% G % ARP
wSRN

it AL B A5

fEMRAA

J FH 5E I A% 4. 9% ARP
1l

N R -5 B R B R I% ARP:
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Router_config_gO0/0O#arp free-arp 100

1.1.24 arp <ip> <mac>

VB K25 E A ARP. W SR BN SE A ARP, {#H no arp <ip> <mac>#y4.
arp <ip><mac>

no arp <ip><mac>

2H

Ip:# N a.b.c.d
Mac : #¢ 3~ hh:hh:hh:hh:hh:hh

RE
RN
ERIES
£ A5 EA
JEFHFRAS ARP &, B B &R AT KA N TP 1) ARP, HASHEh B
Nl
N BT B ERAS ARP:

Router_config#arp 1.1.1.1 00:a0:0c:13:64:7d

1.1.25 show arp

7R ARP R I,

Show arp
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= R EER

TN AT ARP R I
3l

N T BN ARP R I

Router_config#show arp

##'M': manual 'B":bind 'S":static 'D":dynamic##
There are 1 ARP Entries Totally
Proto Address Age(s) Hardware Address  Type Interface
P 1.1.1.160 - 00:a0:0c:13:64:7d --D  GigaEthernet0/1

1.1.26 clear arp

15 ARP R0,
Show arp

¥
wER

L REE A
{5 FH 1L RA

TEBR 4RI ARP R I
EN

T FIE BR ARP R I

Router_config#clear arp

1.1.27 show ip interface

BoREEN LR IP CE.

show ip interface [type number]
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=

2%
B S ¥R R
type (FT3E) 2380,
number (AT3k) %S,
RN
(EELEN
£ FtRA

A AR L BE R R AT DA RO Bl g — A RTHEE R, RS2 Protocol Up”. 2R
RO ERCE P i, Bt SRR RS R P N — 2k ELEE RS h o WORBERKZ D
JF, & Protocol Down”, X7k EIEH AR . WIRIRE & DKM S, HE

AREEE R

BN, BoRPrAE RO IP RCESEE

N A2 R B e0/1 ERIP ACHE:

Router#show ip interface e0/1

Ethernet1/0 is up, line protocol is up

IP address : 192.168.20.167/24
Broadcast address : 192.168.20.255
Helper address : not set
MTU : 1500(byte)
Forward Directed broadcast : OFF
Multicast reserved groups joined:

224.0.0.9 224.0.0.6 224.0.0.5 224.0.0.2

224.0.0.1

Outgoing ACL : not set

Incoming ACL : not set

IP fast switching : ON

IP fast switching on the same interface : OFF
ICMP unreachables : ON

ICMP mask replies : OFF

ICMP redirects : ON

TR U

1

bizipay

Ethernet1/0 is up

WURRE ORECE AT, B RR A up”. WSRO, ERAE A
PRI R A up ] o

line protocol is up

ISR A AR B A, BRI P AR O up”.s AR LTy
HI, 2 DA N2 B B SR L AT up A o

IP address

B2 NP R RN KR 24 0

Broadcast address

ORI i

MTU

BN DR ERIP MTU.

Helper address

B B
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Directed broadcast
forwarding

PR TRHE M RO

Multicast reserved groups
joined

ORI Z 74

Outgoing ACL 2 A5 P R o 7 T ) 2%
Incoming ACL 12 DA P B0 A\ V7 1) P2 1) 3R

IP fast switching

B ph AR 1200 LR 5 R Bl PR K

Proxy ARP

BORG R EARP,

ICMP redirects

PR K HICMPE E [HR 3.

ICMP unreachables

PO TR HICMPAN A BA R

ICMP mask replies

B R K HICMPHER 2R S o
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F2E

2.1 NATECE#®HS

NAT B & &

ip nat

ip nat local-service

ip nat enable-peek

ip nat inside destination
ip nat inside source

ip nat outside source

ip nat pool

ip nat translation

clear ip nat statistics
clear ip nat translation
show ip nat statistics
show ip nat translations

debug ip nat

2.1.1 ipnat

NAT Bl B 4

ip nat {inside | outside | mss }

no ip nat {inside | outside | mss MSS-value}

S
S S ¥R AR
inside LR CERE R I 4 (R 2% IR ANATER %)
outside FEHABE LB R AN 4% (48 IR ANATEH D
mss MSS-value X BMSSI IMSS-value (LZi%:ECAip nat outside)
73]

T BRE KX A ) AE B AR NAT .,

SR

HHORES
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{5 FA 1t AR

1

2.1.2

®E

WAHATEELE “CPFE” A AN 8210 Z (AR IE R S A AT ABEEN 3. L AU AEE
NAT [0 5Lt s 22 /045 e — /N W O R — ANz 1.

P 1P NAT 12 G L 4 K8 2 oK B 3 1 9 B AT 45 1 I8 5 S IR A NAT (R0 2% 3 i
B, R E R R RE, AR AN a4 NO .

ER:

ip nat mss &4 2 AL EL A ip nat outside 894 0 T, WHYE A A BBA R IR E KA
SYN 4 & # TCP 4R L5 + 89 MSS (Maximum Segment Size) i, 4o F #8257 4
0452 MSS A& Ty Ak, 42 XA G489 NO 5 XK.

T BIFFIE S H 192.168.1.0 5% 192.168.2.0 WX 2% 4 1k [ P9 38 L LA BEATEE 11 1P Hh
HEER B 171.69.233.208/28 W45 4= /ME— 1 1P Huhk, J H &2k MSS i 1432 {H.

ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240
ip nat inside source list al pool net-208
!
interface ethernet 0
ip address 171.69.232.182 255.255.255.240
ip nat outside
ip nat mss 1432
!
interface ethernet 1
ip address 192.168.1.94 255.255.255.0
ip nat inside
!
ip access-list standard al
permit 192.168.1.0 255.255.255.0

.permit 192.168.2.0 255.255.255.0
!

ip nat local-service

ip nat local-service {icmp | udp | tcp } disable

no ip nat local-service {icmp | udp | tcp } disable

2 Z#ik AR
icmp lcmp 3L
udp udpif 3.
tcp teptk 3.
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LESEEN
BORES
(e RL

AN T PAT #8000 BRAATSOLR, fEFRIC N NAT Ao DB 284 1, o f
U7 7] % HH B85 A FY) icmp/udpltep )50 124 Rl A R IGIBH L4059 25 F 7 %ot i E 2 16
TR IGh, MR EF T IEH KV A 2SR .

SR AR LA RIC o NAT A0 110 % 28 422 T 2% 11 Bec s 17 A3 1) icmp/udpltep #5C, A
PAZES FORS FIREE W N4, MHIXA A NO 2] R R CIRES

EE:

A R ARBL B AR NAT MR ANBEERED T, HFREMERAEDZ K
icmp/udp/tcp A L3R L,

2.1.3 ip fastaccess
ip fastaccess deny {tcp | udp | icmp} {port number}
no ip fastnat deny {tcp | udp | icmp} {port number}
SH
B S ¥R
deny S8 SCBEL LA R )
tcp & SCBHIETCP AR
udp & SCPH1EUDPAL R
icmp & X FH 1EICMPAL 8
Port number TCP/UDPSii 15, JiEH 1~10000
[75=1
7
R
HEOBCES
fsE AL RA

T ip fastaccess M T Fehi R IRIHOCHE &, IR BAET P BBLIRE], 075 3
) — i) 512

Bl wREEEA—MITEZEARAAA R P, bR R B S0E NAT AL, 05222

SR NAT PR 6937 B 91 R o 45 A3 TR E 22 SLAEF SN 85 P Pk, ZAHTALH

*®

= A

-23-



0 22 B ICC B i &

2.1.4 ip fastnat 1tol

ip fastnat 1ltol outside {interface-type number} [backup-outside {interface-type
number}] inside {interface-type number} [privateservices] [extend]

no ip fastnat

S
S SRR
outside interface-type number 852 BIFRC ANAT OUTSIDERI MIZ 3211, % MIZ 3210
RELBMHO,
backup-outside interface-type number [FI3%) 45 & FIARIC ANAT OUTSIDERI ML, %M
R A R .
inside interface type number B IFRIC INAT INSIDE L8311, %M 4838 112
FAT LRI
privateservices [FT3E)FF IS FA R T g
extend [FISEE] I A S 3REY e U7 1] B3R Th e
&
¥
wER
R E S
{5 FH 152 AR

i A S F O R IR A TR 1], RS EIE S B E U .
WERAME A IRECE Y R U7 M 13, W SO Bk I privateservices Ml extend .

2.1.5 ip natinside destination

A ip nat inside destination 25L& 4, JFiE AEE H BHLIE) NAT. XA 4 1) NO
T, MIERFI BB SRS G, R, MU IEEME AR, A Remik:.

ip nat inside destination list access-list-name pool name

no ip nat inside destination list access-list-name

2 SR

list name FRAEIP S [ SR 47 o TSR EAR E Ft v 02 JR L o 357 H st ik
RICHEATRIVE, XA ARAGEVI B

pool name LRI, FESIASTRERE AR, RN b - N AR AHL ) IP i

-24 -



0 22 B ICC B i &

VA H ARk A e B
RN

ERICES

(e RL

XA FH U7 17 51 3R ik XOREE SL B A5 b B o SR | AR HE U i 51 2R AR UL e F) 3 1k
AL, R RE RO IE b T 2 O R 4 R L E SR BEAT U LB 28, XM likit 2 A ip nat pool
2 TR E N o

=l

TR AE 171.69.233.208 441 fi5 KR SCH B4 H ) kA7 T 192.168.2.208
A B P9 2 WLt

ip nat pool net-208 192.168.2.208 192.168.2.223 255.255.255.240
ip nat inside destination list al pool net-208

!

interface ethernet 0

ip address 171.69.232.182 255.255.255.240
ip nat outside

!

interface ethernet 1

ip address 192.168.1.94 255.255.255.0

ip nat inside

!

ip access-list standar al

permit 171.69.233.208 255.255.255.240
!

2.1.6 ip natinside source

[ ip nat inside source & RACE 4, FFE N EEEEE NAT. HX A4 NO B
TR DA B 0 25 0 R B o R ) B AS ORI, Ve ST T 3 0 )0 2 TR o 3 00 U
TR, ANEEMER.

ZhA& NAT:

ip nat inside source {list access-list-name} {{interface type number | pool pool-name}
[overload]} | {interface type number fixed-srcport begin-ipaddress end-ipaddress
base-port total-ports}

no ip nat inside source {list access-list-name} {{interface type number | pool
pool-name} [overload]} | {interface type number fixed-srcport begin-ipaddress
end-ipaddress base-port total-ports}

Fp A B NAT:

ip nat inside source {static {local-ip global-ip}

no ip nat inside source {static {local-ip global-ip}
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FRAS U 1 NAT:

ip nat inside source {static {tcp | udp local-ip local-port {global-ip | interface type
number} global-port}
no ip nat inside source {static {tcp | udp local-ip local-port {global-ip | interface type
number} global-port}

A Bt NAT

ip nat inside source {static {network local-network global-network mask}

no ip nat inside source {static {network local-network global-network mask}

SH SRR

List access-list-name IPY7 A R A4 7 o WL AEE U7 i 51 2 PR SORe i FH it o ) 4 )
ol KRR

pool name HhhEVb )4, AN P B As Hh A L4 S 1P bl o

interface type number e EM K

overload Al ) {5 2% EH A8 0 2 AN AR bk 456 FH — > 42 R i ik . *4OVERLOAD
W B G, A FEEEE A E FHL 2 A 2158 H TCPEUDPH; H 5K X
4%

static local-ip AL — ML B A LRI SECH AT TN E NI AR IPHY
bho XASHLEWTLLE HEERE, BUARFC 191894140 1E

local-port W B A TCP/UDPH 15, V& N1~65535.

static global-ip AL — R SL [ ER A HO LR VR XA S ECO NI L S — AN MR
25T LAME— 15 ] (1 1P H bk

global-port W B 4R TCP/UDP; 15, il A1~65535,

tcp ¥ B TCP B

udp ¥ B UDPH 1 B3

network local-network 8 B A Hb o B 3

global-network VLB 4 R Y Bl i3
mask T 0 BRH R 1) D 255 R

®E

AFAR] P BB YR AL () NAT #ASAEAE

RN
ERES
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{5 FA 1t AR

EANmAAPMER: ShAKMES KR, 8407 A5 R0 R Hh S .
Sk B AN FRAE VT 17 21 Z2 A UG RS RO Hb Rk AR ST, K 48 52 Bk P 4 i A 45 R s Sk 3k 47 ik
BIVE, XA ip nat pool 4 FrE & i
AT DME N ATV, 5 4 o4t STATIC B R SO E — K ST (5 A H b B 2%
8 NAT X FTP 1) PASV B3 FE 75 AL A overload R e &M A, BE: ik
B NAT fERas FTP mater, R Z2aH FTP /) PASV f5aX, 5 1% [F i
—/)> overload FEA 5, H. pat B A B 41 W3z O bk e SOz A — AN FIERES ftp 40
HuhEARH]

1

T ] FAE Sk B 192.168.1.0 5% 192.168.2.0 W 4% [ N B ML A AT @S 1 1P Huhk&)
P4 171.69.233.208/28 W 45 H 4= Ry — (1) 1P Hiuhk .

ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240

ip nat inside source list al pool net-208
!

interface ethernet 0
ip address 171.69.232.182 255.255.255.240

ip nat outside

!

interface ethernet 1

ip address 192.168.1.94 255.255.255.0
ip nat inside

!

ip access-list standard al
permit 192.168.1.0 255.255.255.0

permit 192.168.2.0 255.255.255.0
!

45 FTP ) PASV B AR o

ip nat inside source static tcp 10.1.1.1 21 204.112.1.2 8021
ip nat inside source static tcp 10.1.1.1 20 204.112.1.2 8020
ip nat inside source list testl interface f0/0

2.1.7 ip nat outside source

f# [ ip nat outside source 4 Jjlic & T4, TR MU IE KT NAT . FHIX A2/ NO &
Ao FTUAMBRi AS 2% H BB ARG, VER: ShaSH R0 I A 2 o) BB 6 HLU L I
AREMIER -

A NAT

ip nat outside source {list access-list-name} pool pool-name

no ip nat outside source {list access-list-name} pool pool-name
A Bk NAT

ip nat outside source static {global-ip local-ip}

no ip nat outside source static {global-ip local-ip}
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A NAT:

ip nat outside source {static {tcp | udp global-ip global-port local-ip local-port}

no ip nat outside source {static {tcp | udp global-ip global-port local-ip local-port}

FASPIBL NAT:

ip nat outside source {static network global-network local-network mask}

no ip nat outside source {static network global-network local-network mask}

S
B SR AR
List access-list-name FRUEIPTT MBI A2 7. B BIHBIESRF A0 170 5126 A3 SOR A ke i 4
JAHbERE . .
pool name W27, WX A E SIS AL 4R IPHLIE
Static global-ip AL — MO FRS LB B SEORE AN I ENLFT I AR IP
Hhttk o X ANHRE AT DU 4 R AT H A0 X 4% ik 2 ] R A3
global-port ¥ &4 RTCP/UDPHE 1S, i A1~65535.
Static local-ip BT — ST SRR R X AN S EON PR LB T — AN PR 4 AT LA
W — 1 7] I AMER8 AL AS HBIPHhE o X AN BBl mT DU P 358 9 25 ] 146 1 1) 3t it
AR, (ZEMRFC 1918)
local-port ¥ B AR H TCP/UDPH; 15, T H1~65535.
tcp % B TCPi O #H3
udp ¥ B UDP; M #Hi%
network global-network | & 4 5 W By &l 3%
local-network % B A H P B B
mask W R B R B R £ R
73]
ANAFTER E A1 PR 45 1 S S k2] P 508 TR 8% 3t k- PO 3 3%
HOER
2RERES
fSEF iR

ATREVRF T AR A IERNBOA S 1P Mkl . ATRERIETRR T C4 uh 1E 040 ic 48 Hofh
W21 1P Hihik o 3XFh 1P bk BE#E AL B T COMERIND S ARV A (44D
FE L A sk S Coverlapping) o F/RET LA NAT SREH BRI A5 bk 55 B i N it
Bk o a0 AR BRI 25 (1 1P HuhE RIS AN 23 B 25 S A R 25 1K 6092 1P kA ], o BLAR
AR e L B 28 E S, IR AR LN TR .
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5

2.1.8

A A WRIEI: ShaSRAEE S AL R . 5 U7 1R 91 R Ak S L B A bk
Bo R EAIRR DS IR 512 AH VLG A 3t bk (R30S, K PR R A9 3kt b 2 A A S ik ok
BEATHBAE R B, XA ] ip nat pool iy iR 2 1 .

VERTTCABARII 7%, i S8 STATIC g 20 0 — 4% S ) i A5 R 1%

THAEH FHEKE 9114110 MK A ENL A HETEGEK IP ik iERN
171.69.233.208/28 M z& b4 fRmE—ff) IP Hidik. FEk—EHh, SkE 9.114.11.0 M4 (A
SEAFAERT 9.114.11.0 4% ) Fwbk FIAMB ENLRIHRSC, #EIEE ALKk E 10.0.1.0/24 P45 1)
T H 3.

ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240
ip nat pool net-10 10.0.1.0 10.0.1.255 255.255.255.0
ip nat inside source list al pool net-208

ip nat outside source list al pool net-10

!

interface ethernet 0

ip address 171.69.232.182 255.255.255.240

ip nat outside

!

interface ethernet 1

ip address 9.114.11.39 255.255.255.0

ip nat inside

!

ip access-list standard al

permit 9.114.11.0 255.255.255.0
1

ip nat pool

i ip nat pool 4= Rt B 4, 2 X — AT NAT (1 IP Hithbith. FIX /N4 NO JEL,
Al DABH B o 4 1 1P by, wT DATC B A [7) 44 7 1 b ikt ke 7 55 O 0 B A0 bkt

ip nat pool name start-ip end-ip netmask [rotary]

no ip nat pool name

B SR
name HEE AR
start-ip & SUPHuME B SE HE: fedfitthl.
end-ip SE S APHIAE B - 25
netmask TG o T FERD 2 BT St o (K 08 e (R S T P R T X3, TR i
JE&T TRy 5 1Pt bk Ff s £ I 5 1 X L
rotary BE b
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A S IP .

RN
ZJRRCE S
{5 FA 1t AR

Nt

2.1.9

®RE

XA A AR gk, Z5 Ak LK F R R e S — ANkt . VERLAE PAT U,
Hidik s R I A 2 — A B A S8 2 I (B 56 T X A UBE ) i A SE R E AL )5 ), 4
FHUR — Ak, B[R — {5 AT 18] A, A 3 4 JR ik SR 24 A — A

T ] PSRk B 192.168.1.0 5% 192.168.2.0 W 4% [ N B ML A AT @S 1 1P Huhk&Y
P4 171.69.233.208/28 W 45 H 4= R i — 1) 1P Hiuhk .

ip nat pool net-208 171.69.233.208 171.69.233.223 255.255.255.240

ip nat inside source list al pool net-208
!

interface ethernet 0
ip address 171.69.232.182 255.255.255.240

ip nat outside

!

interface ethernet 1

ip address 192.168.1.94 255.255.255.0
ip nat inside

!

ip access-list standard al

permit 192.168.1.0 255.255.255.0
permit 192.168.2.0 255.255.255.0

ip nat service

tim &2 Nat SCRER) SRR SR BEH — DA TR B, B TSR =R I0IRSS . B8 & Fl
EE’LK%‘WJ?% HIRZS

ip nat service { h323 | privateservice | peek }

no ip nat service { h323 | privateservice | peek }

KM
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RN
ERIEDS
(e RL

~

1l

2.1.10

W

h323 XJ voip M3, & K] Nat X h323 5 #F;

privateservice ;& Nat X 5 & 4 e xR 55 25 (1) SCRE, e f&#35%; & nl LAy Nat
Xof T RL AR ) S 4 5

peek & Nat i W HE Py #4735 ) 55 (1 SCHF TR RO 2 7] I3 P S o, Wl RAXE A
PSP P HE IR AR DL AT A
no J5 3T RASE P AR . (11 E e

ip nat service privateservice
ip nat service peek

ip nat service h323

no ip nat service peek

ip nat translation

ip nat translation 2 /5L & dr 4, FEALLF M E:
H—, 508 NAT BIBEHENT R RS, FHIX A2 NO JER, AT RASC T .

ip nat translation {timeout | udp-timeout | dns-timeout | tcp-timeout |
finrst-timeout | icmp-timeout | syn-timeout } seconds

no ip nat translation {timeout | udp-timeout | dns-timeout | tcp-timeout |
finrst-timeout | icmp-timeout | syn-timeout }

H, BUREER NAT BRI — S 5EH, Mt 41 NO B, WRILERE, A
BB AR BRI

ip nat translation max-entries { host [A.B.C.D | any] } numbers

no ip nat translation max-entries { host [A.B.C.D | any] }

BH SHEA

timeout 7€ Fl T BROVERLOADHH F 2 AMK S5 BRI (. 54 E /2360040 (1
/NEF)

udp-timeout /€ F T-UDPuh N I . BAAE 230080 (55344

dns-timeout T8 H T 2IDNSHBEN AR . ki {52607

tcp-timeout 8 FTCPu; DRI E. B E~ZA3600F0 (171D

finrst-timeout ##5 I TFinish and Reset TCPHSCHBIN(, XA T4 kM B %
Ui SAE{HAE60F)

icmp-timeout B E ICMPINATHE A B 18], B4 {E 2 6050
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max-entries BB NAT B R 2% B 4, 8R4 (6 23000

syn-timeout W ETCP SYNUIRZ BFINATHBIT I 8], 544 1 2 6050

seconds PR i R I . SR (LR AE B 823 B 2 51 R K (.

max-entries  host | A G ERIP AL, B ZIP AU AR ST NATEI SR TN B K,

AB.CD WA, %4 Mo R, ISR HiZIPH A 2 T NATE R )
A

max-entries  host | &Fxf A A EIPHLLE, BRI EANIPHBhE E £ SENATEE PR IR R K8 .«

any B8 {H S max-entriesH 7]

timeout is 3600 seconds (1 hours)

udp-timeout is 300 seconds (5 minutes)

dns-timeout is 60 seconds (1 minute)

tcp-timeout is 3600 seconds (1 hours)

finrst-timeout is 60 seconds (1 minute)

RN
ERCES
£ F i RA

=l

2.1.11

HECE TV im R JE, POV BERAHAS TAREEEHENEEEEZ N ET
SCAF R PRUET DO 2% HBEAT SE4F (92l . R4 /48 (DNS) (1) UDP #11%4E 5 70
BG4 RGEH) UDP BIAE 1 0 pha it . R B A RST 5L FIN,
TCP BIRE(E 1L AN E#ERT s 1fi7EA RST 5k FIN (155U R, HAE 1 48 S et .

B 1.

N EIBITFAE 10 7382 Ja Al UDP iy I 81 2% H R -

ip nat translation udp-timeout 600

1 2:

) TR 1P Hhh 192.168.20.1 F 57 NAT B3 50 1 5 k% H v 100:
ip nat translation max-entries host 192.168.20.1 100

ip nat log

ip nat log & JRACE 4, FEALLTHMAIR:
H—, #T7FF nat £ B syslog id3% .
ip nat log translations syslog

H, BUREPRT NAT BIERI — S8l Mitar$r NO B, WlLERE, A
BB R ER A -
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ip nat log event syslog

RN
R E
{&£ F 15 BA

HECE T DR S, N Tids nat (H &, ATRUMEH] log fiv 4

R a, XERESAH DR,

Nt

T4 I nat 2 A H &
ip nat log translations syslog
T Al AT nat IRAH S H &

ip nat log event syslog

2.1.12 ip nat translation max-users[/~ B 3z #]

BC & nat BRI A P E0 DhEe .
[no]ip nat translation max-users <0-65536>

[no]ip nat translation max-users enable

B
EE SR
0-65536 BEEL AT AL R B 2560
R

FRAE A P 80k 256 4>, SE AT R XA T EE

RN

EREES.
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2.1

{5 FA 1t AR

IR AN 4 W] AT R A E nat BRAE PR P B Zhae . 24— BRI, 032l
FE NAT S BRI, AR At — A Er I o an X A R P R e
LIERNVOEE, AZXA R R IA SN RSO YA T, 2R AT L. G2k A
PRI B A A RIBR R, NAT ic iz i i 1P ik, JFEAT IEH ok Aot 12 .
JIric s I 1P iUk R IR IS 1] 5542 P (8 — UORE BRSO AT T B link ) el (B AR ] o

NO J5 Ak Mz fE -

N
Nl A R4 RAKLE nat IR HI DR
ip nat translation max-users enable
ip nat translation max-users 124
13 clear ip nat statistics
T IER NAT FI4iHE S, {4/ clear ip nat statistics 74> .
clear ip nat statistics
¥
T
RN
RS
fs£ FAUtEA
i A Ay A 0] LB NAT S5 B B APIE IR .
ER:
R Ak # # “Packets dropped” & @ 8 %t A 3.
w4

Router#show ip nat statistics

Total active translations: 2 (1 static, 0 dynamic, 1 PAT)
Outside interfaces:
FastEthernet0/1
Inside interfaces:
FastEthernet0/0
Dynamic mappings:
--Inside Source
access-list nat
pool natp: netmask 255.255.255.0
start 172.16.20.125 end 172.16.20.127
total addresses 3, misses 0
--Inside Destination
--Outside Source
Link items:
PAT(ICMP=5 UDP=39 TCP=224 /| TOTAL=268), Dynamic=6
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2.1.14

Packets dropped:
--Protocol:
Out: tcp 123, udp 39, icmp 10, others 6
In: tcp 46, udp 109, icmp 0, others 10
--Configuration:
max entries 0, max entries for host 178

Router#clear ip nat statistics
Router#show ip nat statistic

Total active translations: 2 (1 static, 0 dynamic, 1 PAT)
Outside interfaces:
FastEthernet0/1
Inside interfaces:
FastEthernet0/0
Dynamic mappings:
--Inside Source
access-list nat
pool natp: netmask 255.255.255.0
start 172.16.20.125 end 172.16.20.127
total addresses 3, misses 0
--Inside Destination
--Outside Source
Link items:
PAT(ICMP=5 UDP=39 TCP=224 /| TOTAL=268), Dynamic=6
Packets dropped:
--Protocol:
Out: tcp 0, udp 0, icmp O, others 0
In: tcp 0, udp O, icmp 0, fragments O
--Configuration:
max entries 0, max links for host 0

clear ip nat translation

NN FERIT S A MR ¢ (NAT) , {§iH clear ip nat translation $ 4T
.
clear ip nat translation {* | [inside local-ip global-ip ] [outside local-ip global-ip]}

clear ip nat translation {tcp|udp} inside local-ip local-port global-ip global-port
[outside local-ip global-ip]

2 Z#ik AR
* HERRATE AR HE
Inside TH R T A R IPHBIE RIAS HE P M ik 1) P %
global-ip o 4 R IPHuAL
local-ip i 5 AP bk
outside TR R T 4RI PHbIE R A H 1P Sk 1) S0 B0 P«
tcpludp il
global-port $ 52 AR P I 4 R 1
local-port T8 52 AH LB LR AR Hb 3 11
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2.1

RN

B

(e RL

)

15

ik P A i 7T DUFE Bl 25807 2% FOBIN 2 RS BR AT o

THEAIE T IR NAT #1E% H, 285K UDP #iE2% H i k.

Router# show ip nat translation

Pro Inside global Inside local Outside local Outside global

udp 171.69.233.209:1220 192.168.1.95:1220 171.69.2.132:53  171.69.2.132:53
tcp 171.69.233.209:11012 192.168.1.89:11012 171.69.1.220:23 171.69.1.220:23
tcp 171.69.233.209:1067 192.168.1.95:1067 171.69.1.161:23  171.69.1.161:23
Router# clear ip nat translation udp inside 171.69.233.209 1220 192.168.1.95 1220
171.69.2.132 53 171.69.2.132 53

Router# show ip nat translation

Pro Inside global Inside local Outside local Outside global

tcp 171.69.233.209:11012 192.168.1.89:11012 171.69.1.220:23 171.69.1.220:23
tcp 171.69.233.209:1067 192.168.1.95:1067 171.69.1.161:23  171.69.1.161:23

show ip nat statistics

FHl show ip nat statistics 174, 7~ NAT GiitaR

show ip nat statistics

A& B S RO T

N2 f# ] show ip nat statistics iy 4 451 1 (R Hi 25 5«

Router# show ip nat statistics
Total active translations: 2 (1 static, 0 dynamic, 1 PAT)
Outside interfaces:
FastEthernet0/1
Inside interfaces:
FastEthernet0/0
Dynamic mappings:
--Inside Source
access-list nat
pool natp: netmask 255.255.255.0
start 172.16.20.125 end 172.16.20.127
total addresses 3, misses 0
--Inside Destination
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--Outside Source
Link items:
PAT(ICMP=0 UDP=5 TCP=24 /| TOTAL=29), Dynamic=0
Packets dropped:
--Protocol:
Out: tcp 0, udp 0, icmp 0O, others 0
In: tcp 46, udp 100, icmp 0, others O
--Configuration:
max entries 0, max links for host 0

RO IR T AR B E BB

% 2-1 Show ip nat statistics FEIEIR

FE ik

REGhEE R E BRSO . S T — MR, X

Total active translations:

ANBUERBINL, [ 24— ANk B AR R B, XA SUERR
1.

Outside interfaces:

Hip nat outside iy & FRiR A O D51,

Inside interfaces:

Hip nat outside iy & FrikE A DR D51

Dynamic mappings:

BORERAE B ST RS BR R T Sl WU .

Inside Source:

FRAE € R TR R T AR TR L B PR 15 R

Access-list FI T S BRRE U5 1) P1) R R
Pool M4 R4 5 fEnatp)
Netmask T H BT A BRIP4 HE R

Start Tl b A AR AR P

End PR SRR UNEE D EASe S R 1

Total addresses

W] T b E R 2

Misses

T 7 BE 3

Inside Destination:

FRAE ) T2 50 T i B B3 bk 45 2.

Outside Source:

FRAE &R T2 55 T AN TR bk B 3 045 2.

Link items: BRAE S 5 TH F 2 5% TR B WU 5 AR 015 B

PAT FoR B A BN R (BRI H K F madiaf{ % H323 4
WP HRTP/RTCP 4.

Dynamic FRENAS MR T AR IR R I B A B S B A FTP
B R R T

Packets dropped: BRAE S Ja T F 2 55 T R I NAT T & F IR SCHIZR BRI B, UL KR E 5T
IR A,

Protocol FAREFROCHIEHE . PSSR S HINAT J7 1.

Configuration R R AT R G B SR ST R % H :max entries TR IS i K SR YF
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BiER I, max links for host4g i 754~ B35 5 e bk 7o 14 1803
RIL.

2.1.16 show ip nat translations

F show ip nat translations A& T4, WoRBE 1 NAT Hihb#9 3.

show ip nat translations [host A.B.C.D | tcp | udp | icmp | verbose]

B SR
host A.B.C.D (i) BRAFAHEER M (inside local)y A.B.C.D RIENERIA
tcp (A% BoRAETCP &g B IR I
udp (Al SRR B UDP 21 1) B 1 151
icmp (A1) BoRARIICMP L (B 2 15
Verbose (%) SoRKTRHANMERTNPIIME L, BRFEWELTZA, BT
EZ k)
wEIRRN
A
{5 AR
A5l

T 244 F show ip nat translations 4 (111517 1¢1 % 1 45

(1) P NEBENLFISM ) — S EHLAT IO, AR
Router# show ip nat translations
Pro Inside local Inside global Outside local Outside global

---192.168.1.95 171.69.233.209  --- ---
---192.168.1.89 171.69.233.210  --- --

(2) IR A B N RRE], A=A ER DU IR, Kb — %M T —
A~ DNS 5%, HAM% M T TELNET 16 CREWADARKEND o ZiER: W
ANANTET B N 8 SE AL BAEAT AR R A ik ) 7 2 30
Router# show ip nat translations
Pro Inside local Inside global Outside local Outside global
udp 192.168.1.95:1220 171.69.233.209:1220 171.69.2.132:53 171.69.2.132:53
tcp 192.168.1.89:11012 171.69.233.209:11012 171.69.1.220:23 171.69.1.220:23
tcp 192.168.1.95:1067 171.69.233.209:1067 171.69.1.161:23 171.69.1.161:23

N A& A B verbose i F AR -

Router# show ip nat translations verbose
Pro Inside local Inside global  Outside local Outside global
udp 192.168.1.95:1220 171.69.233.209:1220 171.69.2.132:53 171.69.2.132:53

-38 -



0 22 B ICC B i &

create time 00:00:02 , left time 00:01:10,

tcp 192.168.1.89:11012 171.69.233.209:11012 171.69.1.220:23 171.69.1.220:23
create time 00:01:13, left time 00:00:50 ,

tcp 192.168.1.95:1067 171.69.233.209:1067 171.69.1.161:23
create time 00:00:02 , left time 00:53:19 ,

171.69.1.161:23

3 2-2 Show IP NAT Translations (f§] 2)

MR F R IEIR

FB bizipay
Pro T 78 ik f 3 B
Inside global FEEIPHhE CRNICEIR S5 R OLE PR AL AT ISR T IBAE SN AT
I EEAWEALIPH L.
Inside local Mo R A B 2 v LA IPHBIE ; b ATT AT BEAR A& — S NICEIR 55 it 7
P Bt Bkt .
Outside local — A E N B EHB ARG A W I IPHbE; A AT REAN

—ANICEUR 5 N Frig (i) Sk ik«

Outside global

e RIFTA & BT 4 BRI SN EALRIPHBhE .

Create time HhER S B B ARTESL . CBALIE /NI 43 B
Left time HihE#H R 2% H & 2 A S8Rt .

2.1.17

show ip nat users[/~ 8 3z $3]

SR AT A VBRI R P IP S, LR

show ip nat users

o

RN
EREES.
15 F 1t RA

R HET SR VFIERL T R IP sk, DL KR
M T IXAThRE R EHAT — € BRI P IR, WRAGR IR E, EAZITRIXAThRE.

=l

TH AL R ST

show ip nat users
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—NATREA R A R

Current host count is 9, host count set is 12.

#host IP  addr host til
172.16.20.67 20
172.16.20.70 55
172.16.20.81 3530
172.16.20.90 3600

2.1.18 debug ip nat

R T I g iR (NAT) , {8 debug ip nat #4T a4 -
debug ip nat {detail | h323}
no debug ip nat {detail | h323}

ol

£ F i RA
fiif a4 debug ip nat detail RJ LA A2 A (41T, RAEIRCCHIR B A 1P bk,
PR I S, DASCIA R A R P D PR A

1§ FH#r4 debug ip nat h323 AT LU H NAT 7EEH3E H323 R i ian ™y, +EadE
NAT iR AT H323 VE 5, LR AEIX S0y B K 1P Hudil, RN Edl, KR
VAN CIRE ey =t ps kil

=l

w1

Router# debug ip nat detail
Ethernetl/1 recv ICMP Src 194.4.4.89 Dst 10.10.10.102 no link found
Ethernetl/0 send TCP Src 194.4.4.102:2000 Dst 192.2.2.1:21 no matched rule

® 2-3 TR T BRFHIE.

15 iR
Ethernet1/0 BOmRM, 5,
send/recv RIEIER .
ICMP/TCP/UDP ICMP/TCP/UDP 43

Src 194.4.4.102:2000

VEIPHLIE A 5

Dst 192.2.2.1:21

B ¥ 1P A3 15

no link found

WA VL BINATEI R R 101

no matched rule

B VLI 2INAT R
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% 1 %: M Ethernetl/l 42142k FH ICMP ¢ (Jthhl & 194.4.4.89, H sk
10.10.10.102; ICMP) , ¥#AIRFNFEN Y NAT BIERT (D& B ULE A NAT #0) .

2 % M Ethernetl/0 8211 %% H 2214 TCP R3¢ (JEMihEZ 194.4.4.102, H k2
192.2.2.1; VEu & 2000, HEu A& 21) , B FIUTE A NAT S0,

1 2:

Router# debug ip nat h323

NAT:H225:[I] processing a Setup message

NAT:H225:[I] found Setup sourceCallSignalling

NAT:H225:[l] fix TransportAddress addr-192.168.122.50:11140
NAT:H225:[I] found Setup fastStart

NAT:H225:[I] Setup fastStart PDU length:18

NAT:H245:[l] processing OpenLogicalChannel message, forward channel 1
NAT:H245:[I] found OLC forward mediaControlChannel

NAT:H245:[l] fix TransportAddress addr-192.168.122.50:16517
NAT:H225:[I] Setup fastStart PDU length:29

NAT:H245:[I] processing OpenLogicalChannel message, forward channel 1
NAT:H245:[I] found OLC reverse mediaChannel

NAT:H245:[l] fix TransportAddress addr-192.168.122.50:16516
NAT:H245:[l] found OLC reverse mediaControlChannel

NAT:H245:[O] fix TransportAddress addr-192.168.122.50:16517
NAT:H225:[O] processing an Alerting message

NAT:H225:[O] found Alerting fastStart

NAT:H225:[O] Alerting fastStart PDU length:25

NAT:H245:[O] processing OpenLogicalChannel message, forward channel 1

HEI AR T &R
) fk
NAT FRAR L B A WENATEF

RAS/H255/H245 [ S NNE L

o LRI IAER A Inside to Outside

I LRI IAER 1A Outside to Inside

ip nat service firewall
ip nat service firewall {i20 | 02i}

no ip nat service firewall {i2o | 02i}

S

S8 SRR

120 FTIT inside i 11 3] outside i 1 7) NAT By ki
021 FTHF outside 3 [15] inside 5 1115 NAT By ki

7=}
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EdERLE

BRI KB, B AR R EREG KA IR KIAIE, HATUR LR 4 1217 NAT 1X
AP BEFE, HA IP ARSS (i IPSEC, VPN £58) s A FALFE T . i20 k2 50E 9 M inside
#| outside B}, WIRAFFE NAT, BEEER, AFHEEHLESA LMK IP RS T; o2i
J= M outside F| inside B, W H4AF] nat cache i, MR BB ESR, ANEIETHAMD
AT .

ER:

XA firewall # 77 f8 2 B T R fess ) B a9 532 iRAZ, — 7 @ T A#e s NAT #930%, {2
7B — 77 @ AL 3 B e T e Y 5K A
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3% DHCP Client B4

3.1 DHCP Clientft &4

3.1.1

ap

DHCP Client fi¢. & iy & (4 -
® ip address dhcp
® ip dhcp client

® ip dhcp-server

® show dhcp lease
® show dhcp server
°

debug dhcp
ip address dhcp

i i Dynamic Host Configuration Protocol (DHCP) ANLLKRIEE 3RS —A IP Hhudl,
ffH ip address dhcp # FIECE dr %o ZEMMER PRI 1P Mk, W] R %441 no
s

ip address dhcp

no ip address dhcp

o

RN

HORES

£ F A

=l

ip address dhcp 4 FL¥FREE 1@ DHCP PR 1P bk, X ki id DLA B 1 3h &
R Internet IRSIRALR (ISP) dEW A . — HIE T8RP ik, XANPUIKMEE
5T AT DU S R BR. (PAT) SRSCEIM 5 hEBIIE (NAT)

R FECE T ip address dhep x4, 8K A 2% ) DHCP RS %8 K i%
DHCPDISCOVER 4 4.,

W 2 EECE T no ip address dhep @4, % H 25K & 1% DHCP RELEASE 4 K.

LR il 45 Ethernet1/1 #2138 14 DHCP WpSORFRAGH 111 1P bk
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~

interface Ethernetl/1
ip address dhcp

PSR
ip dhcp client
ip dhcp-server

show dhcp lease

show dhcp server
3.1.2 ip dhcp client

fic B A Hb 4% tH 4% DHCP % i (2 40
ip dhcp client { minlease seconds | retransmit count | select seconds }

no ip dhcp client { minlease | retransmit | select }

S
2 SRR
minlease (A[3E) mJEEsz (P s/ N A I 1], S FE L60~86400F0 .
seconds
retransmit count CA3ge ) BhsCR SC AL R E, Y8R 1~10.
select seconds (Af%) SELECTHIM [a]fa] g, & M0~30.
&
minlease Z% 4 {E N 60 5.
retransmit A 1EH 4 K.
select ZHEEE RN 0 FD o
RN
EREES.
£ AR
RIEPILE LE AT DHCP IR 4523 7R B, SRIAEIX S,
WRAE T iXEar4 ) no a4, MXESHIRE RARG E LHIEEHE.
ANl

LA ¥ B T % s b DHCP 28 7 3 ] 45 32 1) e /AL IR 1) 2 200 D
ip dhcp client minlease 100
AN BIF 1% 8 T B B4 L DHCP 2 7 s SR SC AR RO 3 IR

ip dhcp client retransmit 3
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LRI & 1 B a5 I DHCP % /i SELECT FI (R[] f% 9 10 £,
ip dhep client select 10

Hxas

ip address dhcp
ip dhcp-server
show dhcp lease

show dhcp server
3.1.3 ip dhcp-server

LR E LAY DHCP JiR%5 4%, I LAEH] ip dhcp-server fir4->k45E DHCP [I45 211 IP
Hudik

ip dhcp-server ip-address

no ip dhcp-server ip-address

e
ES SRR
ip-address DHCPJIk 55 & HIIP L .
7=
TAEATHAS 1) DHCP IR 45 %% 1P okt
N
2R ES.
{5 FAUtEA
i Ay & LR 52— A DHCP R45%: 1 1P M, %y AN 4% 5 LLRTHE 2 1) DHCP
AR5 2% 1P sl

i FH A 219 no % 3 & AT BLRISRIE BR CLRTRC B K DHCP e 55 4% 1P $hhik
=l

T TS TR g e 1P Hidk oy 192.168.20.1 (1R S 2% 8 DHCP k%%
7

ip dhcp-server 192.168.20.1

Hx&ms

ip address dhcp
ip dhcp client

show dhcp lease
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show dhcp server

3.1.4 show dhcp lease

P A0 % A% Bl A ) DHCP IR 4523 20 L i15 2., W LAA show dhcp lease 14k

S
Show dhcp lease

S
7
7=}
7
RN
LR
(s RL
f FH i T LLEL 4 1 i e & i (8 A ) DHCP iR 55453 70 BC 45 2
5
NG T R T e AR ] DHCP 23 BCHIAE 2
router#show dhcp lease
Temp IP addr: 192.168.20.3 for peer on Interface: Ethernet1/1
Temp sub net mask: 255.255.255.0
DHCP Lease server: 192.168.1.3, state: 4 Rebinding
DHCP transaction id: 2049
Lease: 86400 secs, Renewal: 43200 secs, Rebind: 75600 secs
Temp default-gateway addr: 192.168.1.2
Next timer fires after: 02:34:26
Retry count: 1 Client-ID: router-0030.80bb.e4c0-Et1/1
Axae

ip address dhcp
ip dhcp client

ip dhcp-server
show dhcp server

debug dhcp
3.1.5 show dhcp server

BN CHIY) DHCP k45 245 5, mILA# A show dhcep server 74 K528

show dhcp server
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off

RE
T

RN

ol

{E AR
1 F b & o] LLE 7R 24070 DHCP R 452315 ..

=l
N TH BB F AT DHCP iR #4345 &

router#show dhcp sever
DHCP server: 255.255.255.255

Leases: O
Discovers: 62 Requests: 0 Declines: 0
Offers: 0 Acks: 0 Naks: 0
Subnet: 0.0.0.0, Domain name:

PSR
ip address dhcp
ip dhcp client

ip dhcp-server
show dhcp lease

3.1.6 debug dhcp

Mg gd I dhep 8471, EEAF dhep PhAEFDIRM, T LLE4T debug dhep 4

debug dhcp <detail>
no debug dhcp <detail>

Releases: 0
Bad: 0

2 SR

detail

EIRDHCPHMMHR SN & -

R
AT A RRE R
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RN
EFEES
(e RL

S 7RAN DHCP AbFRAR IS K] — Lo B AL FR (S B, 256140 F -

router#debug dhcp

router#2000-4-22 10:50:40 DHCP: Move to INIT state, xid: 0x7

2000-4-22 10:50:40 DHCP: SDISCOVER attempt # 1, sending 277 byte DHCP packet
2000-4-22 10:50:40 DHCP: B'cast on Ethernetl/1 interface from 0.0.0.0
2000-4-22 10:50:40 DHCP: Move to SELECTING state, xid: Ox7

2000-4-22 10:50:46 DHCP: SDISCOVER attempt # 2, sending 277 byte DHCPpacket
2000-4-22 10:50:46 DHCP: B'cast on Ethernetl/1 interface from 0.0.0.0
2000-4-22 10:50:54 DHCP: SDISCOVER attempt # 3, sending 277 byte DHCPpacket

EE RS

show dhcp lease
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FAE DHCP Sever it Emd

4.1 DHCPDEIE#4

DHCPD ¢ & fir & (45 :
ip dhepd ping packet
ip dhcpd ping timeout
ip dhcpd write-time

ip dhcpd pool

ip dhcpd enable

ip dhcpd disable
4.1.1 ip dhcpd ping packet

ip dhcpd ping packet pkgs

B8
2 SRR
pkgs DHCPJIR S 2% F T A s it J2 75 L2 2 e BT R 3% IRICMPALAN £
&
2
RN
ERRES
{E AR
FH ] U FH a0 R iy 2R BC & DHCP R 45 48 7R A £ M bk 2 15 L2 40 FeRT , & 3% n > ICMP
.

ip dhcpd ping packets n
3l

PLF 4 A B DHCP Il 55 88 fE A Mkl 2 75 L& 0 B, &i% 14 ICMP £,
ip dhcpd ping packets 1

4.1.2 ip dhcpd ping timeout

2 SR
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timeout DHCPJR 45 2% F TR Mok /2 75 28 7 B, 2858 ICMP AL I S P B s B[]
(LA100OZR ML)

¥
5
HLHR
ERLES
e AR

FH ] DU R 0 R dy 2K BCE DHCP R4S s fEAG A Hh bk 2 5 C 2 BT, 25457 ICMP &
Wi 57 () A IS R 1) 9 n*100ms.,

ip dhcpd ping timeout n

Nt

/

PLF &L & DHCP RSB E LR
5 300ms.

ip dhcpd ping timeout 3

DA TR, 2545 ICMP A0 7 [ -8 I s (1]

.3 ip dhcpd write-time

5%
-l SR
time DHCP AR 55 a4 ik 73 Bl A5 S5 OR A7 2R e o 4 Tl B 1) CLASM BN AR

e

60
LRSS

FJRES
PR

FIP AT DS TN R iy 2K B DHCP IR 8548508 n 70 8F, bR ht 7 o5 8 5 Bk e
i

ip dhcpd write-time n

BV AR A BB AT LR A
Nl

LA iy & BCE DHCP R 5585 6E0 1 s s sk 7 B A5 12 5 N K e o
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ip dhcpd write-time 1440
4.1.4 ip dhcpd pool

g

e SR

name DHCPHb LB ) 42 K o

B
x
LESES
ERIES
RS

F PRI DS FH 0 T 6743k 042 59 name [#) DHCP #hiikits, 33 N\ DHCP il fic B A%
Y

ip dhcpd pool name
5

PAR A 24804 4 test (1) DHCP Hiuhikith,  [R]i 33k N DHCP btk i i & 452 X
ip dhcpd pool test

4.1.5 ip dhcpd enable
¥

7=

BREWH T, KM DHCP Jlkds
N

ERICES
{5 FA 5 BA

P AT EME AN F i 2R 4T T DHCP JlRd%. LIy, DHCP k55 &t SCHF relay #:4F, b
T H S AR BC LR, BCE T ip helper-address [ 144 % % DHCP 53K .

ip dhcpd pool nhame
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5

PR i 44T JF DHCP %
ip dhcpd enable

4.1.6 ip dhcpd disable

2H

off

RE
p
RN
fJRACE A&
£ F i RA
AT A FR 40 i 4R 5% 1] DHCP ik 5%
ip dhcpd disable
=Pl

PAR i 4 5K 4] DHCP fii %5
ip dhcpd disable

4.2 DHCPDititpIERE &4

DHCPD ikt (i & iy & (0.4 -
network
range
default-router
dns-server

domain-name

netbios-name-server
host
hardware-address

°

°

°

°

°

® |ease
°

°

°

® client-identifier
°

client-name

421 network

network ip-addr netmask
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S
S SHRAA
ip-addr FT- B 37 BT f bkt i) R0 2% bt
netmask TR HERD
7S]
J
RN
DHCP iy ik th fic B 2 =X
fEER AR
M PR b & SRECE T B sh B f bk i R e bk . thdn S R T H 3B
77
TEFCE 1% A0, 55 i (R0 DHCP Bk ST 1B — i E1 1P ik (g ) 26 45
network #H 7] .
ANl

PLF A TR E DHCP Huhik by P 2% Mkl 192.168.20.0, F ML 255.255.255.0,
network 192.168.20.0 255.255.255.0

4.2.2 range

range low-addr high-addr

S
S8 SHR AR
low-addr FAF- [ 3050 e bk X 3 1 A2 4 Hb i o
hogh-addr T 1 3050 et ik X 3 1 22 11 b o
&
x
SRR
DHCP Hbhi-jih fic & 5 =X
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{5 FA 1t AR

F P AT DUASE A 4R B B T B 3 B R bk X 3. AN bbb i 2 ARG E 8 A
range, 4> range H)A4ILE network JEFEIN . thdr S R T E 32T,

1

PLF fir 4 fic & DHCP ik wb gtk 20 i [X 454 192.168.20.210—192.168.20.219.
range 192.168.20.210 192.168.20.219

4.2.3 default-router

default-router ip-addr

2

B SR
ip-addr SrECG LI B

7=

7
N

DHCP ik th it A5 X
fs£ A UtEA

FPATLAE R o R B AN RR % P BB B, B TTIRE 4 Gty i
FIZHs 53 W

=l

PLUF i 2B B 7 4 DHCP & ALK B4 6 4 192.168.20.1.
default-router 192.168.20.1

424 dns-server

dns-server ip-addr ...

2
S SRR
ip-addr S ERLE % WA DNSHR 55 2e bt
&
"
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B
DHCP bkt i B 45 =
{E AR

PR LA PR M KT B4V RR4 % 7 BLIG DNS %5 S4iulle, % TRCE 4 4 DNS it
%38, IR A S

5

DLF A AL B A B4 2 P LI DNS IR 252l %y 192.168.1.3
dns-server 192.168.1.3

425 domain-name

domain-name name

¥
Y SHBLER
name B % P .

[75=1

¥
wLRN

DHCP il ith fic & A5
{5 FAUtEA

FA P AT LA FA 1t iy R G B 43 il 45 % P HLIK I 4
5

PLF ir &L B 4 FL 4 & P LRI 4 8 test.domain

domain-name test.domain

426 lease

lease {days [hours][minutes] | infinite}

S
B SRR
days Hbhik 43 e 1 R E
hours 43 B AR /N B
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minutes Huhk SR IS
infinite Huklk K A5

RE

1K
wSRA

DHCP ik jth it 455 X
{5 A UtEA

FH P AT RAASE FH i 4 SR I B 20 e 45 25 1 AL ) btk P ek ] SRR
w5l

PLF fir & it 8 43 e & P MRS sk B (R] 3R A 2 R 12 /e
Lease 2 12

427 netbios-name-server

netbios-name-server ip-addr

S SRR
ip-addr A BEZ P HLFInetbios & 7 R 55 Se bk

SRR
DHCP b Ji-th it B 425 =
{E AR

FH P AT L e 2R L B 2 FL4h 2% P LK netbios & 7k S #stthbl, mEZATECE 4 4
netbios 4 k54, A s 3B

Nl

DL R iy A C B 5 FL 45 2 7 LI netbios 44 7 iRk 45 2% kit >y 192.168.1.10

netbios-name-server 192.168.1.10
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428 host

host ip-addr netmask

S
B SHLAR
ip-addr FTF30 7 B i kv i 32 L bk
netmask F R R,
7=}
T
RN
DHCP i ith i & A5 X
(EdaERL

F P AT DA e 4 R AC B T T 3h 4 Bl ey i AL AE . thdr S R T Fai R
Ji3, ANREAE [E AN kv [F] I ECE host Al range..

=Pl

PLFdr & BCE DHCP Hbufikvh i) F 3 4 B Hu ik 2y 192.168.20.200, F M #5154
255.255.255.0,

host 192.168.20.200 255.255.255.0
4.2.9 hardware-address

hardware-address hardware-address{ type}

2%

B SR
hardware-address | FI T L% /2 HLEITE £ Hab:

type TR ST

®mE
type SREME N1, FomLLKM
SRR

DHCP iyt Fic B A% =
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= A tER
FH Py LU P i iy 4 SR G B T USRS 2 AL R s, shhibas s B 540 BRI WAL 16
B4 ab:cd:ef:gh, St 4 R T T30 8 750

15l
LAN i 2 e & DHCP T30y 73 Be bk vt fry i £ s 1y 10:20:0¢:13:64:7d

hardware-address 10:a0:0c:13:64:7d

4.2.10 client-identifier

client-identifier unique-identifier

¥
2 SHLEA

unique-identifier HTULRC % 7 HLI % P 31D .

RE
P

RN
DHCP iyl fic B 52X

fs£ A UtEA
F 7y DA st i 2 SR BC B T UL S % WL % o 1D, A O i AL 16 1k 4L
ab.cd.ef.gh. M4 R TFsh8 5 K.

15l

PL R A Td & DHCP F3h 43 F ikt (1) % ;13 1D 2y 01:10:20:0¢:13:64:7d

client-identifier 01.10.a0.0c.13.64.7d

4211 client-name

client-name name

B S ¥R AR
name LR P LB FR

®RE

-B58 -



00 22 B ICC B i >

B
DHCP bkt i B 45 =
{E AR

MR BUE A e &R B T Tl e &= r il B4 . e R T Fshn iy
G

51
PUR ir & EC B 2 BLgh % P AL ML 4 N test.
client-name test

4.3 DHCPDRIIAIX &S

DHCPD [ i fir & L 4% -
® debug ip dhcpd packet
® debug ip dhcpd event

4.3.1 debug ip dhcpd packet

debug ip dhcpd packet

ot

BRE
x

o

;I:

i3

FHAS
£ A ER

FH R DA B fir 2k 4T 7T DHCPD #4045 5.1 debug Tk
Nl

LR iy 44T X DHCPD i A (1 1 1015 2.5 H 7 56
debug ip dhcpd packet

4.3.2 debug ip dhcpd event

debug ip dhcpd event
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off

5
yn
ot
fE AR
FH P a] DU P i 4>k 4T DHCPD 24415 B ) debug 5%

ol

=l

PAR i 4T % DHCPD 44 115 B o 5.
debug ip dhcpd event

4.4 DHCPDHIEE#®HS

DHCPD f#4g B fir & H 4 -
® show ip dhcpd statistic
® show ip dhcpd binding
® clear ip dhcpd statistic

® clear ip dhcpd binding

4.4.1 show ip dhcpd statistic

RN
B T P BB eRES
fs£ At RA

AP ATEME ]t A &R 7R DHCPD HIGEiHE R, W& EIRCMEEMAs 2. T
BN ek
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5l
PLF #ir 4 7~ DHCPD 45 4.
Show ip dhcpd statistic
show ip dhcpd binding

show ip dhcpd binding {ip-addr}

4.4.2

SR

i BN R £7 2 Ak

i
SR R GE E (S R
RS e

B TP S LA EIRES
(EJaENEL

FER I BT[]
5
LR fir 4 i 7n DHCPD [405E (5 ..
Show ip dhcpd binding

4.4.3 show ip dhcpd pool

off

LRSS

B TP S LA EIRES

FHL P AT DL Pt iy 49K 275 DHCPD HMhESRE 5 6, 1P M TEAFMLhE . b7 2670
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{5 FA 1t AR
F AT DU FH i 4ok 7r DHCPD HJ b5 5, AFEHEB I N2 5. Mk Ja
Cr AL B H BN IR FE R B E AT DL SRR B H . FEh o BC 1P
HudE AR

15l

PR 4 {7~ DHCPD [tttk ith 4t 15 .
show ip dhcpd pool

4.4.4  clear ip dhcpd statistic

2%

ot

off

I
A
S
w_

3

A
£ AR

FH AT DA G A 4 Skt BR DHCPD 6 TRSCEE MG iHE R «
Nt

LA i B DHCPD R Tk X E MG IHE R .
Clear ip dhcpd statistic

4.45 clear ip dhcpd binding

clear ip dhcpd binding {ip-addr|*}

S
B B HAR
ip-addr TEMBRSE S B AL
* B BT 4R 43
&

4 ik 25 15 R
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RN

B

(e RL

R AT DA B i & R M B i e HUBE O GRE (B R

)

4.4.6

PLF fir A M 192.168.20.210 K40 E(E R .

clear ip dhcpd binding 192.168.20.210

PLF #r 4 MHER 192.168.20.210 Al 192.168.20.211 (4 5E(E 2 .
clear ip dhcpd binding 192.168.20.210 192168.20.211

PAR i & M BR BT A 48 215 R .

clear ip dhcpd binding *

clear ip dhcpd abandoned

2%

off

75=]

x

RN

ol

£ F A
FHPRT DA FH i 4 K37 BR abandon £5i

=Pl

LU 4% % abandon f5& .

Clear ip dhcpd abandoned

-63-



00 22 B ICC B i >

#5&% DHCP-RELAY SNOOPING &4

5.1.1

DHCP-RELAY SNOOPING [t & 7445

ip dhcp-relay snooping

ip dhcp-relay snooping vian

ip dhcp-relay snooping database-agent

ip dhcp-relay snooping db-file

ip arp inspection vian

ip source binding

arp inspection trust

dhcp snooping trust

ip-source trust
show ip dhcp-relay snooping

show ip dhcp-relay snooping binding
debug ip dhcp-relay snooping

debug ip dhcp-relay event

debug ip dhcp-relay binding

dhcp-relay snooping

o ik

RE

7 EH

=l

ip dhcp-relay snooping

no ip dhcp-relay snooping

fic & VLAN ¥ Dhcp-relay snooping ZHEETF E AISEH, no 4Pk 2 2 2R IAE

5 dhcp-relay snooping Zhfg.

N 4K FF 5 DHCP snooping Hfg:

Switch_config#ip dhcp-relay snooping
Switch_config#
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5.1.2 dhcp-relay snooping vian

ip dhcp-relay snooping vlan vian_id

no ip dhcp-relay snooping vlan vlan_id

S
S SR
vian id VLANFRIH, BUETERE: 1-4094.,
Hha
o
AR
fit & DHCP snooping [#] VLAN.
ANl

NTH FI A K /E VLAN 2 X DHCP ) 3Cik{T snooping #6: 7t

Switch_config#ip dhcp-relay snooping vlian 2
Switch_config#

5.1.3 dhcp-relay snooping vlan vlan_id max-client
i Sk

ip dhcp-relay snooping vlan vlan_id max-client number

no ip dhcp-relay snooping vlan vlan_id max-client

S
B8 S ¥R AA
vlan id VLANARIR . BUEYER: 1-4094.
number VK P 3 0~65535
73]
BRIN N 65536 N K H 4L
1 RA

B DHCP snooping 1) VLAN RS VR B, AT R Je 70 BCR R, 2 vian
I P O BIRC B ) SCVF SORME R S0 SSVRETRY client 2E4T 20 i
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5

N H A K E VLAN 2 Xt DHCP #f3CiE47 snooping #6788 , R & KA PN 3.

Switch_config#ip dhcp-relay snooping vlan 2 max-client 3
Switch_config#

5.1.4  dhcp snooping trust

2H

7
BRE

BRI 3 1 O AR AR A3
il

%T- DHCP {3 4% 1 AN 34T DHCP snooping Y, no i 4B & i 1 A BRIME .

=Pl

NI A3 O fastEthernet0/1 Fit B Jy DHCP {3 {Fifi 11
Switch_config_f0/1#dhcp snooping  trust

5.1.5 dhcp snooping deny

dhcp snooping deny

¥

7
f7e=)

2R\ 1A% 1F snooping A6
WiRA

<M 1 L DHCP snooping #idll, FC# 2 J5 H 31T dhep snooping trust. ip-source
trust. arp inspection trust . no 4 Hc & i N ERIAE

Nl

T A 4 5% F 3 1 fastEthernet0/1 DHCP snooping W illl
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Switch_config_f0/1#dhcp snooping deny

5.1.6  show ip dhcp-relay snooping
A

show ip dhcp-relay snooping

iR
fit7x Dhcp-relay snooping fIRC 15 B .
51

TH R4 &7~ dhep-relay snooping FIFCE 5 .

Switch_config#show ip dhcp-relay snooping
5.1.7 show ip dhcp-relay snooping binding

o SR

show ip dhcp-relay snooping binding [all]

RE

WiEA
fi7x dhep-relay snooping IR IS H 48 5E (5 8
fir4- all 7~ frf5 Dhep-relay snooping ()45 & 15 &
51

Ry A ¥4 iR dhep-relay snooping ff] binding 12 ..
Switch_config#show ip dhcp-relay snooping binding
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5.1.8

debug ip dhcp-relay snooping

o ik

BRE

5 RA

=Pl

5.1.9

debug ip dhcp-relay snooping
no debug ip dhcp-relay snooping

FTIF/< 14 Dhcp-relay snooping R IT 5%

N A4 #4537 FF dhep-relay snooping fER T <

Switch_config#debug ip dhcp-relay snooping
Switch_config#

debug ip dhcp-relay event

o SR

®RE

i EA

Nl

debug ip dhcp-relay eventr
no debug ip dhcp-relay event

FT P55 Dhep-relay i event iR T 5%,

A2 KT IT dhep-relay [¥) event T 5% .

Switch_config#debug ip dhcp-relay event
Switch_config#
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5.1.10 debug ip dhcp-relay binding

SR

debug ip dhcp-relay binding

no debug ip dhcp-relay binding
g

p
RE

P>
5 RA

FTFF/% A Dhcp-relay snooping ] binding T 5%
=Pl

T K A 4T IF dhep-relay snooping F binding T 5%

Switch_config#debug ip dhcp-relay binding
Switch_config#
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F6E IP RFMEML

6.1 IP ServerftE&H4

IP Server fit & iy & .4 :

clear tcp

clear tcp statistics
debug arp

debug ip icmp
debug ip packet
debug ip raw
debug ip rtp
debug ip tcp packet
debug ip tcp transactions
debug ip udp

ip mask-reply

ip mtu

ip redirects

ip route-cache

ip source-route

ip tcp synwait-time
ip tcp window-size
ip unreachables
show ip cache
show ip irdp

show ip sockets
show ip traffic
show tcp

show tcp brief
show tcp statistics

show tcp tcb

6.1.1 cleartcp

HR—A TCP #4.

clear tcp {local host-name port

remote host-name port | tcb address}
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S
S8 S ¥R

local  host-name | A EHLIPHLERITCP o

port

remote host-name | @i EHLIPHLHEFITCPYE D,

port

tch address TH R TCP IS 4045 ) B TCB) k. TCBR R4/ H4 TCPIESL

Frif, LI 4 show tep brieff8 3.
RN
RS

fsE FA 15 AR

cleartcp M4 EEEATEROLX LN TCP iER: . fERBEIL T, Fl Uil (528 M s,
TCP #Eai X A FENER, TCP EHLpre L&k, HEHT TCP EHE L —HKFE
5y RATCTE ST RILIX BB, X AT LAEH clear tep A& Kk EL & TR TCP &4 .
H.rr, clear tcp local host-name port remote host-name port 474 T & 18 B A H
FHLIP Huhk/vm DAz s E AL 1P bk /s T 2 (8] [ TCP #4%. clear tcp tcb address iy 4
AT 1b+8 % TCB Hulik FTAriR I TCP %z,

=l

NI I TE R 192.168.20.22:23 (AHE) 1 192.168.20.120:4420 (zii) 2 [alf TCP
. show tep brief fir4 Eon T 24T TCP B2 A Hy AT s LS B .

Router#show tcp brief

TCB Local Address Foreign Address State
OXE85AC8 192.168.20.22:23 192.168.20.120:4420 ESTABLISHED
OxXEA38CS8 192.168.20.22:23 192.168.20.125:1583 ESTABLISHED

Router#clear tcp local 192.168.20.22 23 remote 192.168.20.120 4420
Router#show tcp brief

TCB Local Address Foreign Address State

OXEA38C8 192.168.20.22:23 192.168.20.125:1583 ESTABLISHED
NI TiE R TCB Hidiky Oxea38c8 [ TCP 4. show tcp brief #7475~ T TCP i
1) TCB ik,

Router#show tcp brief

TCB Local Address Foreign Address State

OXEA38CS8 192.168.20.22:23 192.168.20.125:1583 ESTABLISHED

Router#clear tcp tcb Oxea38c8
Router#show tcp brief
TCB Local Address Foreign Address State

EES

show tcp

show tcp brief

-71-



00 22 B ICC B i >

show tcp tcb
6.1.2 clear tcp statistics

THR TCP GuitHiudiE .

clear tcp statistics

i QB SHERR T

B
B

5
N5 r 25k TCP Suit-Hdi -
Router#clear tcp statistics

PSS

show tcp statistics
6.1.3 debug arp

7R ARP ZZHAFE, Blinik it ARP 5K, YeE] ARP Wi, Y] ARP 5K, A i ARP
WA A . B g A EALCIREER, TR T 0 ARP ZZHAESL. ] no debug arp
(EAIRTZNEFS

debug arp

no debug arp

2

LA SRR T
RN

RIS
P

Router#debug arp

Router#IP ARP: rcvd req src 192.168.20.116 00:90:27:a7:a9:c2, dst 192.168.20.111, Ethernet1/0
IP ARP: req filtered src 192.168.20.139 00:90:27:d5:a9:1f, dst 192.168.20.82 00:
00:00:00:00:00, wrong cable, Ethernetl/1

IP ARP: created an incomplete entry for IP address 192.168.20.77, Ethernet1/0

IP ARP: sent req src 192.168.20.22 08:00:3e:33:33:8a, dst 192.168.20.77, Ethernet1/0

IP ARP: rcvd reply src 192.168.20.77 00:30:80:d5:37:€0, dst 192.168.20.22, Ethernet1/0
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—&(EHE, B2/ Ethernet 1/0 _FULE—/ ARP ik, & HiERIIEHL IP
Hhhk &y 192.168.20.116 , MAC #b hk & 00:90:27:a7:a9:c2, B iEk IP #Hhk K
192.168.20.111 ) FHLH MAC ik

IP ARP: rcvd req src 192.168.20.116 00:90:27:a7:a9:c2, dst 192.168.20.111, Ethernet1/0

THAEERY: BHRERED Ethernet 1/1 FUIEI—AKE 192.168.20. 139 [#] ARP
b SK . H2, RAEMBAHRNEOLE, XMEAOHFAERXE ENTERAIMLE .
Frik, "ag ENBECEAIES. HMESnRREXFEEEL T ARP &17, BATRELiE
MRERAEIEF D BRI GECE 1A [F bk i ELEE

IP ARP: req filtered src 192.168.20.139 00:90:27:d5:a9:1f, dst 192.168.20.82 00:

00:00:00:00:00, wrong cable, Ethernetl/1

WS EEY, B S EARAT 0L 192.168. 20. 77 1) MAC #idik, FrLLYE ARP 2217l
b@iT SRR ARP R, S0 3] ARP N AT FREE N MAC Huhik. FRHE S 28 B
B, XEENEEER Ethernet 1/0 L.

IP ARP: created an incomplete entry for IP address 192.168.20.77, Ethernet1/0

FEIUEAE BRI, MK 27EE: 0 Ethernet 1/0 |k H ARP 53R, B it 5% tH 281 1P ikt
= 192.168.20.22, B/ MAC #ihkZ 08:00:3e:33:33:8a, fTig=RGENL IP M2
192.168.20.77. X 4{5 BAE =4 E 8 2MHxN.

IP ARP: sent req src 192.168.20.22 08:00:3e:33:33:8a, dst 192.168.20.77, Ethernet1/0

FEREERERE, MR Ethernetl/O0 FIkE] T 192.168.20.77 K45 M 2843 11
192.168.20.22 ] ARP MiR;, % %01 MAC Hiti 9 00:30:80:d5:37:€0, X 4415 H &Ml
NP SISV PSR

IP ARP: rcvd reply src 192.168.20.77 00:30:80:d5:37:€0, dst 192.168.20.22, Ethernet1/0

6.1.4 debug ip icmp

7R Internet #4145 B (ICMP) (922 A5 H. {# 474 no debug ip icmp 3¢ b i
i o
debug ip icmp
no debug ip icmp

2%
ZAr B SHERR T

RN
B

(AL
Vi 4 0] DU R RGUCEIRUR 9 ICMP 30, AT Aol 90 46 3 3035 30 s .
RETf# debug ip icmp A&t FVEAE X, WEZ W RFC 792, “Internet Control
Message Protocol” .

Nl

Router#debug ip icmp
Router#ICMP: sent pointer indicating to 192.168.20.124 (dst was 192.168.20.22), len 48
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ICMP:
ICMP:
ICMP:
ICMP:
ICMP:
ICMP:
ICMP:
ICMP:

rcvd echo from 192.168.20.125, len 40

sent echo reply, src 192.168.20.22, dst 192.168.20.125, len 40

sent dst (202.96.209.133) host unreachable to 192.168.20.124, len 36

sent dst (192.168.20.22) protocol unreachable to 192.168.20.124, len 36

rcvd host redirect from 192.168.20.77, for dst 22.0.0.3 use gw 192.168.20.26, len 36
rcvd dst (22.0.0.3) host unreachable from 192.168.20.26, len 36

sent host redirect to 192.168.20.124, for dst 22.0.0.5 use gw 192.168.20.77, len 36
rcvd dst (2.2.2.2) host unreachable from 192.168.20.26, len 36

KT — AR BB IR .

ICMP:

sent pointer indicating to 192.168.20.124 (dst was 192.168.20.22), len 48

2 ik

ICMP: BRI InternetiZ 5 B L (ICMP) #OCHIER.

Sent

KILICMPHR .

pointer indicating ICMPHR ST, X AMCMPHR SCE R IR IPTR SCSH iR, JH48 AR A

e MICMPIRCA

echo reply ([E] R Ri%5)

dst unreachable (HIIATEE) , ffE:

---net unreachable (4 ANA] Ei%)

---host unreachable (FHLARAF]IE)

---protocol unreachable (HR¥AS ] ik )

---port unreachable Ci I ANA] i)

---fragmentation needed and DF set (7554 F, {HDFAL# B A7)
---source route failed (J5iH 11 5060

---net unknown (AR A1)

---destination host unknown CRFIFEHL)

---source host isolated (Y EHLLBE BT

---net prohibited (5 %% (RS HEE H)

---host prohibited (5 LG BEEE IR

---net tos unreachable CXERAIMRSS MY, MIZATTH]IL)
---host tos unreachable CxiEKREIIRSERY, FHURATH|XD
source quench 5D

redirect (EHE) , FF:

---net redirect (%% 5 ¢ 7))

---host redirect (EHLE E )

---net tos redirect (xR 5% IS BRI £% (1 H 58 7))

---host tos redirect Cif Ik 55 SRR ML = 52 7))

echo ([HIRiiER)
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router advertisement (% H18$ )
router solicitation (i H1#%1#5K)
time exceeded CEER) , A¥E:
---ttl exceeded (ttlBH)
---reassembly timeout (& ZH#1)
parameter problem (—MZS%AE) , .
---pointer indicating (& H 12550
---option missed (/3% I)

--bad length (K 4R

timestamp (8%

timestamp reply (I8R5

information request ({5 2i%FK)
information reply ({5 & R2)

mask request (FERGiER)

mask reply (FERZRZ5)

R R RGARAPICMPIA, KRGUK E/RICMPZR B FIAAD I1E .

t0 192.168.20.124

ICMPIRSCH) H ikt /£192.168.20.124, X 112 5] #2iXMNMCMPIR LK R 44
WO R .

(dst was

192.168.20.22)

5| AZICMPH L R UG SCI H bk 2 192.168.20.22.

len 48

ICMPHR K RA8FH, K ANEHEIPHRK L.

KFH FE R
ICMP: rcvd echo from 192.168.20.125, len 40

192.168.20.125

5] iR
rcvd I EIICMPHR L.
echo ICMPHR LAY, 2 [ml RE17 SRR S
from ICMPHR I hE £ 192.168.20.125.

%ﬂ:%z/\ %;%\E@%%ﬁu—]::
ICMP: sent echo reply, src 192.168.20.22, dst 192.168.20.125, len 40

1

AN
ap L

src 192.168.20.22

ICMPHR S ) £ 192.168.20.22.

dst 192.168.20.125

ICMPHR LI B (331 /2192.168.20.125.

R4 ICMP SRR, 7241 ICMP ) 3CE RR AR IR, DUE SRS A

%
:
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Blhn, X+ ICMP FE RS, KA T 3R (T EL:

ICMP: rcvd host redirect from 192.168.20.77, for dst 22.0.0.3 use gw 192.168.20.26, len 36
ICMP: sent host redirect to 192.168.20.124, for dst 22.0.0.5 use gw 192.168.20.77, len 36

Hos— 4 E B KR, WRBkEEM 192.168.20.77 1 ICMP EHLE 4R C, @i
W% 192.168.20.26 ik H 1 FEHL 22.0.0.3, ICMP 32K JF 36 £,

B oFEERR, KiE ICMP EHLEE WKk CH 192.168.20.124, i@ &1'e i A W ¢
192.168.20.77 Fix EH 22.0.0.5, ICMP 30K 36 771,

XFF ICMP H AT 2IAAR ST, SR T 3% 30T E:

ICMP: sent dst (202.96.209.133) host unreachable to 192.168.20.124, len 36
ICMP: revd dst (2.2.2.2) host unreachable from 192.168.20.26, len 36

He, F-%FEERR, BMEBLEHBFEA IP R, A bLm 4R SR8 E L
192.168.20.124 % 3% ICMP BfE£HL (202.96.209.133) AA[FEHHR L, ICMP K JF
36 7.

B AERER, BRI —kE BN 192.168.20.26 1) ICMP 32, @z H i ENL
(2.2.2.2) AA[FIL, ICMP K JF 36 7,
debug ip packet

oK Internet B (IP) A2 HAF B . {1 no debug ip packet 15 ik 7~ f5 B o
debug ip packet [detail] [ip-access-list-name]

no debug ip packet

SHER

2 SH0AA
detail (AT R IPHRSCEBE I M LE R, Wbhills, UDP. TCPHiIH S, ICMP
RICHRREE,
ip-access-list-name | (FJi%) ATl pEH S AP RIRAFR. AW LR EIPY MR ITIPHR
SCIE BA S .
access-group CATae) AT e 5 S AIP YT R R A PR R AL 48 2 IP VS IR R A IP AR
SCHE B A e .
interface CATIED Pl iy A5 B R o 1 A4 Bk IR W A2 i 78 i ) R IPIR S5 2.
A
RS

£ At RA

X oK AT AR B T i AR NI A R A AR A TP RSO R LA, T IR AR

FRERITEOLA |
® iRk
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® WA R L FR R O K
® LI FARRIN

® ;3% redirect i 3¢

® T A VR R B IR I A 4

® T EiLH IP options #i4E 4

® ikt

® KM AGRR T E >, H2 DF ok B AL
LIEE S

® I F] IP /)

® IR

® Ik HRIZ Ak

® A AR ST AR RN

® KA ARSI o

® L FH L IE

® kAR L IE

® HERR BRI CABRT UK M)
® RATHMI

IR i @ ATRE A KBRS S, DT DU £ B o U R I I A A, 75 00
R B R GNERE. 734, RATREME VT MR MM, R G0 R o H P B R
S SRS

SRR
T
ANl

router#debug ip packet

router#lP: s=192.168.20.120 (Ethernet1/0), d=19.0.0.9 (Ethernetl1/0), g=192.168.20.1, len=60,
redirected

IP: $=192.168.20.22 (local), d=192.168.20.120 (Ethernet1/0), ¢=192.168.20.120, len=56,
sending

IP: $=192.168.20.120 (Ethernet1/0), d=19.0.0.9 (Ethernet1/0), g=192.168.20.1, len=60, forward
IP: s=192.168.20.81 (Ethernet1/0), d=192.168.20.22 (Ethernet1/0), len=56, rcvd

5 ik
IP RN B TIPIRC .

§=192.168.20.120 | IPHRCAHIFEMBIE AR SO D2 FR (AR Z A A RO
(Ethernet1/0)

d=19.0.0.9 IPHRSCIY B F bk R 2 S8 D 2R (SR B B 135D
(Ethernet1/0)
g=192.168.20.1 IPHCSCHI T —BE H fosthhl, TTAgRMICHNE, HATRE 2 B Aol .
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len IPHSCHIKE .

redirected FETR I B X AME SRR B IEICMPE E AR SC. e B IE A
forward---} LA EE K

forward directed broadcast---# SCIEAE 1A B R, HOCKBEREEND
R A .

unroutable-—-fk SCTARRIMG, Kl EF7.

source route---J5 % i .

rejected source route--- 5 4 2 B A SCRF G, DS GAE 46707 | PSR L B T
'

bad options---IPIE T4, P E T

need frag but DF set---AxHik CFR 45 fv, {H2DFgkE N7,
revd-—-fR SCHE A LRI

rcvd fragment---U E$R 305 .
sending--- &% A AE i SC

sending broad/multicast--- & & A4 A= B 162 Bl .
sending fragment--- K IELEARI 73 B (PR ST -

denied by in acl--- U H U I R AR 4

denied by out acl---#{ ik M A% Vi i) R AE 4
unknown protocol--- &Y .

encapsulation failed---#rildst e kM, HERTLUKM . 4EAE IR MWD E
JRIEBIIRSC BT ARPAEIT RO B 70, BRXEZER.

FFEERY, BAMWEE A IP g, ErjEbEE 192.168.20.120, kEE
Ethernetl/0 FriE#: (M E:, HIHHEZE 19.0.0.9, W HEH E M RIERE DL
Ethernetl/0, MZ<iitilb2 192.168.20.1, #HCKE N 60 F 5. KIMFLF KL H IP 3L
FIIRENLEESE R — 2% I, i 2B H 25182 11 Ethernetl/0 AT iZE 4% I, By DA%
2L ICMP 5 [ 3R 5.

IP: $=192.168.20.120 (Ethernetl/0), d=19.0.0.9 (Ethernetl/0), g=192.168.20.1, len=60,
redirected

B AER, WA T ICMP FEE MRS R IE, JEHbhE R A hE 192.168.20.22, HIY
Huhk 2 RIS p I bE 192.168.20.120, M1 Ethernet1/0 & i, T2 EHZRAH
MrH, BT UAR SEH bRt 2 B bl 192.168.20.120, ICMP & € [ KN 56 5.
IP: $=192.168.20.22 (local), d=192.168.20.120 (Ethernetl/0), g=192.168.20.120, len=56,
sending

FBEKERERE, IPZERE A IP L, #oCidsibhl 2 192.168.20.120, FUdzHN
Ethernetl/0, R3C1 B ftidl2 19.0.0.9, i AR HEE, KINEEE KX MRCEH
$20 Ethernetl/0, MJG/& 192.168.20.77, LK JEHN 60 7. X&EEERIKZERS
ER W ICMP MR SCLUE, #RE 2% B R RIS,

IP: s=192.168.20.120 (Ethernet1/0), d=19.0.0.9 (Ethernet1/0), g=192.168.20.77, len=60, forward
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FUEXGEERR, IP ERE—A IP i3, JFHHHERE 192.168.20.81, FHUH: M2
Ethernetl/0, Hfihht 2 192.168.20.22, ;& 7E % H 23 4% 0 Ethernetl/0 FFECE 11—
IP Hihil, WOCKER 56 747, A

IP: s=192.168.20.81 (Ethernet1/0), d=192.168.20.22 (Ethernet1/0), len=56, rcvd

T4 debug ip packet detail #y4 (%, H B iR 55

router#debug ip packet detail

router#lP: s=192.168.12.8 (Ethernet1/0), d=255.255.255.255 (Ethernet1/0), len=328, rcvd, UDP:
src=68, dst=67

IP: s=192.168.20.26 (Ethernet1/0), d=224.0.0.5 (Ethernet1/0), len=68, rcvd, proto=89

IP: $=192.168.20.125 (Ethernet1/0), d=192.168.20.22 (Ethernet1/0), len=84, rcvd, ICMP: type=0,
code =0

IP: s$=192.168.20.22 (local), d=192.168.20.124 (Ethernetl/0), g=192.168.20.124, len=40,
sending, TCP: src=1024, dst=23, seq=75098622, ack=161000466, win=17520, ACK

i ik
ubP W FR, FIIIUDP, ICMP, TCP%: ., el H il 5w,
type, code ICMPHR S S BYFIAR AL AE
src, dst UDPAITCPH 3 H R H A3 1 o
seq TCPR XA .
ack TCPH LIS .
win TCPHR K H 8.
ACK TCPHR I Z I LA h ACKH B A, RMBHINTF I H R He Rzl Ly
FSYN, URG, FIN, PSH, RST.

FREREEW, W3 UDP g, Wimll2& 68, HIMumll2 67,

IP: s=192.168.12.8 (Ethernetl/0), d=255.255.255.255 (Ethernet1/0), len=328, rcvd, UDP: src=68,

dst=67

KB B, RIS N 89,

IP: s=192.168.20.26 (Ethernet1/0), d=224.0.0.5 (Ethernet1/0), len=68, rcvd, proto=89

B ERM, B ICMP 3T, )AL 0, RSN 0.

IP: $=192.168.20.125 (Ethernet1/0), d=192.168.20.22 (Ethernet1/0), len=84, rcvd, ICMP: type=0,

code=0

FVUME BRY, Ki& TCP 3, 5 124 1024, H oA 23, 74154 75098622,

Eﬁﬁ\?j} 161000466, % 1R~ 17520, ACK FrEfrgh B AT . 26Tk Bedsk (1) 45 3,
12 I, RFC 793— TRANSMISSION CONTROL PROTOCOL.

IP: s=192.168.20.22 (local), d=192.168.20.124 (Ethernetl/0), g=192.168.20.124, len=40,
sending, TCP: src=1024, dst=23, seq=75098622, ack=161000466, win=17520, ACK

TN B AR U i A 2 B, EaR BRI bR 192.168.20.125 1R SUE R,
T S SChRUE VT M Pl abe, W AR VFYEHibE R 192.168.20.125 (1) IP 3. RJE, 1F
debug ip packet iy 4 Wﬁﬁﬁﬁﬁllﬂ}“%ﬁ%

Router#config

Router_config#ip access-list standard abc
Router_config_std_nacl#permit 192.168.20.125
Router_config_std_nacl#exit
Router_config#exit
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Router#debug ip packet abc
Router#lP: s=192.168.20.125 (Ethernet0/1), d=192.168.20.22 (Ethernet0/1), len=48, rcvd

b i A A P R R ARAE R U7 R IR, ] DU T J U7 42 ) 3
SR
debug ip tcp packet
6.1.6 debug ip raw

7R Internet B (IP) A2 HAS K . 1 no debug ip raw {5 1E R s B
debug ip raw [detail] [access-list-group] [interface]

no debug ip raw

B8
S SHRAA
detail CAlie) S IPHR S I UE B, WihilS, UDP. TCPii 5, ICMP
WAL,
access-group (M) HF s E B IPY MR LR R LR EIPYT MR FIPHR
SCHIME B A S hm
interface Cafige) FHFat e b5 B D ARk A2 38 e i L IPIR ST (S B
e .
WK
(ERLIES
£ AR
X440 LA B T AW B R B A P2 2R 1 1P RSB & n), T RidqE kAR
Al REIIE LA
® itk

® WAE N HER LB R AR O K

® LRI FARRIN

® %1% redirect it X

® [H Tl YR I TR HE 4

® 1 1-JEi%LiH IP options #4E 44

® 5%

® MR T LS Fr, HE DF {4 E A7
LEIE 9

® i H| IP 73 Jv
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® JixR L

® k) 2k

® A A ST AR RN

® WA AR S A

® | B ST g

® ik ST g

® BEREARE R CARRTLAKI)

® RENHMX

X ARt ATRES A KB AV A5 S, BT DU % bh 2 b R AR I e A 1

750

+1FEEE§”UHE%QET Ao 74b, RATREME AU MR PEHm . AR G0 oS A P O R

WAER
P
5 debug ip packet —%, g,
PSR
debug ip tcp packet
6.1.7 debugip rtp

R k4RSS HAS B . A no debug ip rtp 5 1R 2R (EE .
debug ip rtp {header-compression|packets |rtcp}

no debug ip rtp {header-compression|packets |rtcp}

S
S SHAA
header-compress RTP/UDP/IPkL S IE 48 A .
packets RTP/UDP/IP 3k H 45 38 B A K -
rtcp TCPNP S H L4678 HL AP -
oM
(ERLIES
{5 AR

X Skt AT LA B 1A Sk 8 R 6 A8 L R AR L

X a2 ATRE A KR AV A5 S, P DU 7 % e 25 EU A2 PR R I A 1
B R R G RE

&yl
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5

router # debug ip rtp header-compress

2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

2002-1-9 21:36:42
21:32:05: RHC Seriall/0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

2002-1-9 21:36:42

21:32:05: RHC Seriall/0:

0
2002-1-9 21:36:42

new connection, conn O,
output uncompressed, conn 0, cksum 0x0000, seq 7078, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7079, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7080, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7081, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7082, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7083, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7084, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7085, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7086, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4024, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7087, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4025, Gen =0

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4026, Gen =0

: output uncompressed, conn 0, cksum 0x0000, seq 7088, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7089, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4027, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7090, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4028, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7091, Gen =
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21:32:05:
2002-1-9 21:36:42
21:32:05:
2002-1-9 21:36:42
21:32:05:
2002-1-9 21:36:43

21:32:06:
0

2002-1-9 21:36:43

21:32:06:
0

2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43

21:32:06:
0

2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43

21:32:06:
0

2002-1-9 21:36:43

21:32:06:
0

2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43

21:32:06:
0

2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43

21:32:06:
0

2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43

21:32:06:
0

2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43

21:32:06:
0

2002-1-9 21:36:43
21:32:06:
2002-1-9 21:36:43
21:32:06:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

RHC Seriall/0:

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4029, Gen =0
output uncompressed, conn 0, cksum 0x0000, seq 7092, Gen =0
recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4030, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7093, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7094, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4032, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7095, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4033, Gen =0
output uncompressed, conn 0, cksum 0x0000, seq 7096, Gen =0
recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4034, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7097, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7098, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4036, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7099, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4037, Gen =0
output uncompressed, conn 0, cksum 0x0000, seq 7100, Gen =0
recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4038, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7101, Gen =

tossing error packet

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7102, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4040, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7103, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4041, Gen =0

output uncompressed, conn 0, cksum 0x0000, seq 7104, Gen =0
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2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

0
2002-1-9 21:36:43

21:32:06: RHC Serial1/0:

0
2002-1-9 21:36:43

21:32:06: RHC Seriall/0:

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4042, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7105, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7106, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4044, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7107, Gen =

recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4045, Gen =0
output uncompressed, conn 0, cksum 0x0000, seq 7108, Gen =0
recv COMPRESSED_RTP, conn 0, cksum 0x0000, seq 4046, Gen =0

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7109, Gen =

output COMPRESSED_RTP, conn 0, cksum 0x0000, seq 7110, Gen =

recv uncompress, conn 0, cksum 0x0000, seq 4048, Gen =0

S BRI (TCP)Y itk {55 . F no debug ip tcp packet 12 1E &7 .

no deb all
6.1.8 debug ip tcp packet
debug ip tcp packet
no debug ip tcp packet
¥
2 WA S BT
N
ERLFS
w15l

Router#debug ip tcp packet
Router#tcp: O ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 50659460
DATA 1 ACK 3130379810 PSH WIN 4380
tcp: | ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 3130379810
DATA 2 ACK 50659460 PSH WIN 16372
tcp: O ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 50659461
DATA 50 ACK 3130379812 PSH WIN 4380
tcp: O FIN_WAIT_1 192.168.20.22:23 192.168.20.125:3828 seq 50659511
ACK 3130379812 FIN WIN 4380
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6.1.9

tcp: | FIN_WAIT_1 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659511 WIN 16321

tcp: | FIN_WAIT_1 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659512 WIN 16321

tcp: | FIN_WAIT_2 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659512 FIN WIN 16321

tcp: O TIME_WAIT 192.168.20.22:23 192.168.20.125:3828 seq 50659512
ACK 3130379813 WIN 4380

tcp: | LISTEN 0.0.0.0:23 0.0.0.0:0 seq 3813109318
DATA 2 ACK 8057944 PSH WIN 17440

tcp: O LISTEN 0.0.0.0:23 0.0.0.0:0 seq 8057944

RST
2 ik
tcp: FRKTTCPITIE R,
o RIETCPIRIL.
ESTABLISHED TCPEFM LT IRA . R TTCPEHEIRE N HiL, = Wdebug ip tcp

transactions i 41 B .

192.168.20.22:23

LR HE A 192.168.20.22, EITG 223,

192.168.20.125:38
28

oL H k2 192.168.20.125,  H 1 /23828,

seq 50659460

WP 15 250659460,

DATA1 WL E A BRI R
ACK 3130379810 | 4R i#iiA 523130379810,
PSH LA LR T PSHEE B A7 .
Hoe M e ACK, FIN, SYN, URG, RST.
WIN 4380 I B PV 8 y B Om B AR X R, 4380715

BIRTCPHOL

IR BRI B AR Bos T, BRI AN TCP 4R SC iz A 2 -
EES

debug ip tcp transactions

debug ip tcp transactions

BRI (TCP) MEEZHAFL, FlW TCP EHRA KL% . H no debug ip
tcp transactions {5 1 7R .

debug ip tcp transactions

no debug ip tcp transactions

PUESIS e Ces T
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=
>

1

i
212

mj
=
o

Router#debug ip tcp transactions

Router#TCP: rcvd connection attempt to port 23

TCP: TCB OXxE88ACS created

TCP: state was LISTEN -> SYN_RCVD [23 -> 192.168.20.125:3828]

TCP: sending SYN, seq 50658312, ack 3130379657 [23 -> 192.168.20.125:3828]
TCP: state was SYN_RCVD -> ESTABLISHED [23 -> 192.168.20.125:3828]
TCP: connection closed by user, state was LISTEN [23 -> 0.0.0.0:0]

TCP: state was TIME_WAIT -> CLOSED [23 -> 192.168.20.125:3827]

TCP: TCB 0xE923C8 deleted

TCP: TCB OXxE7DBCS8 created

TCP: connection to 192.168.20.124:513 from 192.168.20.22:1022, state was CLOSED to

SYN_SENT

TCP: sending SYN, seq 52188680, ack 0 [1022 -> 192.168.20.124:513]

TCP: state was SYN_SENT -> ESTABLISHED [1022 -> 192.168.20.124:513]

TCP: rcvd FIN, state was ESTABLISHED -> CLOSE_WAIT [1022 -> 192.168.20.124:513]
TCP: connection closed by user, state was CLOSE_WAIT [1022 -> 192.168.20.124:513]
TCP: sending FIN [1022 -> 192.168.20.124:513]

TCP: connection closed by user, state was LAST_ACK [1022 -> 192.168.20.124:513]
TCP: state was LAST_ACK -> CLOSED [1022 -> 192.168.20.124:513]

TCP: TCB OXxE7DBCS8 deleted

1

piz:pay

TCP:

FRERTCPR EAE B

rcvd connection
attempt to port 23

W R 123 (telnetdy 1) BB K.

TCB OxXE8BACS8
created

AN TCPE B HlE, HARIHIOXESBACS.

state was LISTEN
-> SYN_RCVD

£ o8 TCP K F M B K F M LSTEN ¥ F
SYN_RCVD.

A HEITCPIRS A
LISTEN---%54% K H AT =iz EAL M TCPIEREE R .
SYN_SENT---/% HiERAE R AR R TCPERE IR, ISR 7 1R

SYN_RCVD--- I Ex} 75 (FERERIF A AN, A T H SRNESEK,
IEFESF A0 7 BT R o

ESTABLISHED---R/NERE LY, A FHERLIEN B, w LAk LER
F 05 .

FIN_WAIT_1--- B4 A5 7 R HIE R LG R, SR 7 RGN, LR Iy
HER LR,

FIN_WAIT_2---B. & [ax )5 & HE & R, B 7 RL, EAEZ%
Frxt 5 HE B LR .

CLOSE_WAIT---I B 5 BB RTE R, RN, IEASRAMA %
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M, — B ERCHIER, ROUK R HEZEL IR,
CLOSING---E &[4 5 & R LK, B 5 B 4 137 R 3
RN, ISR 7 R A M & SR A .
LAST_ACK---C W BIx 5 HEB & LR SR HAHIA, A HIESRLILER, 1
TERFIN

TIME_WAIT--- IE 7 25 15 2 9% 9 i [) AR s 6 7 B 1 A ko e e 24 1k
RN, BASATILE W 2% A R A DR AR RO BIA H b B 4

£3F.
CLOSED---#/R 58 4 W Rz sl 3 D4 58 4 K W]
W TR AENRI(E B, 1S RRFC 793, TRANSMISSION CONTROL
PROTOCOL.
[23 > | RS
;z]z 108.20125:38 A (23) FoRAHTCPH .
MK (192.168.20.125) FonimimIPibhl .
F=AME (3828) KIRIHHTCPY; .
sending SYN R =B RS (TCPHRAEH LR IISYNE LD o HERTCPEE
il L4 45 SYN, ACK, FIN, PSH, RSTHIURG.
seq 50658312 R ARSI 515 950658312,

ack 3130379657 KRS RIRRIN 5 3130379657

rcvd FIN WBE A AETE R (TCPHRL IR LR P EUFINE AL

connection closed | 2w sk 4 HTCP%E R,
by user

connection  timed | 4N .
out

xS
debug ip tcp packet
6.1.10 debug ip udp

TR P BRI ML (UDP) HIAZ HAR B . {474 no debug ip udp 5 1k &5
debug ip udp
no debug ip udp

ZAr WA SHERR T

Bt

;I_

5

gtk
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5

Router#debug ip udp
Router#UDP: rcvd src 192.168.20.99(520), dst 192.168.20.255(520), len = 32
UDP: sent src 192.168.20.22(20001), dst 192.168.20.43(1001), len = 1008

15 fik
UDP: FoRIX A5 BT UDPHR LI 6
rcvd W
sent KR
src UDPHR S HIRIP sl FIUDP 1.,
dst UDP#RCHI H #IP ikl FIUDP# 1.
len UDPH LK

FrbL, 55—2A5 B Ut R — AUDPmI,%§IM1%1%20%,%Dﬁsm,a
%mm%lwiwza%& H K)o H & 520, K EHN 32 F

FoAERUH AL — AUDP&I,xmmmE1%1wzon,mumzmm.am
mmE1%1%2mm,HmmumlmLzﬁyﬁrﬁlms

6.1.11 ip mask-reply
BRI SRR O L EIR 1P Mk ARG T SR . W R EOCPIX YRR, A no ip
mask-reply,
ip mask-reply
no ip mask-reply
default ip mask-reply
¥
AR S S (E S 2
f7e=)
AN 1P HLhEFERD 1K .
N
HEORES
5l
interface ethernet 1/1
ip mask-reply
6.1.12 ip mtu

&Eﬁﬂﬁﬁmwﬁim%iﬁ%iﬁ(MW)&ﬁ,ﬁ%mmwmv T S
A MTU {8, R noip mtu 74
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BRE

ip mtu bytes

no ip mtu

e SR

bytes DA TR IP R AR I

MR B BN, A B RO R (mtw) ARl B/ 68 T

RN

HORES

£ AR

Nt

W 1P K R E R IP MTU, 58 8RR ST Fr o BT AL [R]— 2 3 A
BRI A%, Mz EMFERPN MTU A fgilfE. MTUE GBidE: D8 E 44 mtu %
B 2B IPMTU . W5 IPMTU /M MTU AR, 40038 MTU {ER, IPMTU 1
M2 HBSA N MTU . &2, 52 IP MTU A4S0 MTU 4.

IP MTU H/ME N 68 771, S KEANHETEOEE M MTU,

FH AR O ) 1P MTU #¢k 200:

interface serial0/0
ip mtu 200

EES

6.1.13

®RE

mtu
ip redirects

Ri% IP ICMP HE AR AKRI%E ICMP EEA#RSC, F#r4 no ip redirects.
ip redirects

no ip redirects

i B S E T

—AEOLTS, IP HE MR SCRERE BOAE K. B, WRAERE D LEE 1A B
HIBS PP AZIEhREAR A B 305 T H, 0 DUJE 2o % e 25 D 30 e B
RIThREA= BT T
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LESEEN
BORES
(e RL

2 % R A E R A SIS B X S T A ) 2 e DRI B4R SC i e AR TRD, i LA 3 3 SC
M ENURE B XA O RZ AR M 2% ERLE, ARIEDIUG BT —A ICMP B g A
WAL, ENE EHLE AR AR A A F 9 B CSCH BB RO, A e IX G #
WK

R TR E 1 AR 0B s B, 0% 1P ELE MIFROSCAT RE T 2R SCER K.
]l

T KA ethernetl/0 _EFTIF &% ICMP B 58 [ R SC ) DRk .

interface ethernet 1/0
ip redirects

6.1.14 ip route cache

V) 46 PR A%, A0 A R B A 6 E P R IR B B R AT . I SRS SR VR B B EH AT
1§ Fino ip route cache it & #ir 4.

ip route cache [age_time value | [fast | acl] | hash_bit value | link_cnt value]

no ip route cache

S8
£ SR
age_time cache £k a], HU{E 2~8 #5, ZRN5H
fast AT EE I RIS cache
acl YEFFTF ip FLIT4L cache
hash_bit hash 241 K/N A 1 << hash_bit, HUH 1~16, ERilH 12
link_cnt hash PhREEMKE, BUE 1~16, ERilN 4
Hha
OV R F 42 R i3k T cache
DR

ERBCES
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£ F AR

TR AR A 3R 3 A %t cache, 75 R Eno ip route cache.

A LABIE % Hicache 25 H#UCN:  link_cnt * 2*hash_size.

1l
A1 B 25 1Lk AT % H cache:
R1_config#no ip route cache
PSR

x

6.1.15 ip source-route

TR FH 2 AL EE A 1P Y Bk T 1P Tl?ii AR ER B AR R SR AT 1P I g I
1 IP 3¢, {#H no ip source-route #i4 .

ip source-route

no ip source-route

FALESFETE S EIES S
BHRE

Kb 1P 5 R T 1P 3L
RN

L RLER
Nl

TH a4 BERA BT 1P YR LT 1P

ip source-route

EP SRy

ping
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6.1.16 ip tcp synwait-time
B B A SR TCP EE R R D i I I 1) G 2R (Al B gk i), A no ip tep
synwait-time 4.
ip tcp synwait-time seconds

no ip tcp synwait-time

S
S S ¥R AR
seconds DARP R BT I TCPIE AT ] o B B AES ~ 300F0 2 [H] . HRAE 2750,

&

75
RN

ERBE S
fEF AR

P HER AR TCP 4%, WIRAE TCP JERAEAFIN 7] JR ERA A @ L iy, s
HIAF VONIERR I, T — 25 R0R Mgy BN HIRER . HIP ATCLRE TCP A ikt
SLERTN I E], R4 2 75 0. XAEIUS 2 B 8 e R TCP R, TR
L%t aR AL TCP A K.

U REHE AT E, A4 ip top synwait-time 2, 7E 7555 [ A LR A AT .
=l

N FIBTHE TCP AR AR (8] 15y 30 A0

Router_config#ip tcp synwait-time 30
Router_config#ip tcp synwait-time ?
<5-300>[30] seconds -- wait time

6.1.17 ip tcp window-size
WE TCP & R~ WRERZIFEE, 44 noip tcp window-size 774,

ip tcp window-size bytes

no ip tcp window-size

S8 SRR
bytes L5 N B IR DR . FoRe65535 7, #4 /22000775,
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BRE

2000 i

RN

ERIEES

{5 FA 1t AR

1

6.1.18

73=]

B AE BB A AT 4 BRI ER 5 o . G R AGE 2w, &4
ip tcp window-size ?, 7£77 4 5[] R A2 M T E

T B R TCP & 1 R ~F# A 6000 75

Router_config#ip tcp window-size 6000
Router_config#ip tcp window-size ?
<1-65535>[6000] bytes -- Window size

ip unreachables

BEE B H 83 A ICMP ANRT BIIA RS i R EDR B 1 #845 1E 3%, #8H] no ip unreachables

PANYS
lllj/Q‘\o

ip unreachable

no ip unreachable

LB S R T

%1% ICMP unreachable #¢ 32,

RN

HORES

fEF A

=l

R SRR 1P RSCI I, T BEA IS R P R i, S BURCSCE T, XY,
R A A LUAE BN B ICMP AR BAIRCSE, AR EHUX 1500, UESRE L
RBVER, IFEATR IR,

NTH TR B AR ethernet 1/0 _FR 3% ICMP ANAT #IA L -

interface ethernet 1/0
ip unreachables
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6.1.19 ip vrf forwarding
WE B 2 T E I VRF,

ip vrf forwarding vrfname

no ip vrf forwarding [ vrfname ]

e SR

vrfname VRF#4 &

EBRE

AR AR VRF.
RN

BORES
T A itRA

AR VRE A REFC B %, Hizar &S MIEREE DT ip shhbACE, Frllfes o B
ez 4R E VRF, A5 FACE ip ik

=Pl

NHI1F i E 0 g0/0 J& T VRF “vpnl” .

interface g0/0
ip vrf forwarding vpnl

6.1.20 ip error-log
SR S M R 5 DR 25 SR AR L

ip error-log

no ip error-log

LB S KT
R

Aty AR fTEE
RN

ERIES
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{5 FA 1t AR
PR TR SR R B IR OO, Il AT IR %A 2 T LUE BIAHSC H A E .

1

6.1.21

MR R R -

ip error-log
ip check-noncidr

JE FHAE CIDR #5250 # H RO hEAG 7 .
ip check-noncidr

no ip check-noncidr

i B SR KT

AR iZ I EE -

LR e

EREES

£ F A
MAE CIDR £ FERL A H BIHbbE, 40 host FBh O [1E, Hox R FFixik

=l

6.1.22

N 5 R R -

ip check-noncidr
show ip cache

BRHIT 1P PR A ) B 22 AF

show ip cache [prefix mask] [type number]

2% SHULAA
prefix mask (rie) RUR IR IR B A P BT A48 € A AT 8/ R A TL RS A 2%
i
type number CRT i) SR SRR BRI S I& 52 ORI 7= BT B N4 5 PO 101 R 20 40 5 AR DL PC P
R
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rsvp (i) R B RE5RSVPHXMRDL, LR IRSVPIEAMHA .
N
(LS
w15l
N T B S B A
Router#show ip cache
Source Destination Interface Next Hop
192.168.20.125 2.0.0.124 Seriall/0 2.0.0.124
192.168.20.124 192.168.30.124 Seriall/0 2.0.0.124
2.0.0.124 192.168.20.125 Ethernetl/1 192.168.20.125
1 bizipay
Source WEHLAE o
Destination H bt .
Interface RIEF OB S .
Next Hop I Hi
T T S I RE AN E SRR UL I ) S AT
Router#show ip cache 192.168.20.0 255.255.255.0
Source Destination Interface Next Hop
2.0.0.124 192.168.20.125 Ethernet0/1 192.168.20.125
I TR 8 S s AR AN S B 1 R T AR DL E Y B R 2 A
Router#show ip cache s1/0
Source Destination Interface Next Hop
192.168.20.125 2.0.0.124 Seriall/0 2.0.0.124
192.168.20.124 192.168.30.124 Seriall/0 2.0.0.124
6.1.23 show ipirdp
7R irdp protocl 15 & .
SH
2 R A S EE KT .
WO
CERUES
N

xuhao_config_e1/0# show ip irdp
Async0/0 ICMP router discovery protocol(IRDP) : OFF

Ethernet1/0 ICMP router discovery protocol(IRDP) : ON
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6.1.24

Advertisements occur between every 450 and 600 seconds

Advertisements are sent as broadcasts
Advertisements valid in 1800 seconds
Default preference : 0

Ethernetl/1 ICMP router discovery protocol(IRDP) : OFF
Nullo ICMP router discovery protocol(IRDP) : OFF

Loopback?7 ICMP router discovery protocol(IRDP) : OFF

Loopback10 ICMP router discovery protocol(IRDP) : OFF

show ip sockets
7~ socket fZ B,
show ip sockets
S
AR WA S EGE BT
WO
%@1&»
w51
Router#show ip sockets
Proto Local Port Remote Port In Out
17 0.0.0.0 0 0.0.0.0 0 161 0
6 0.0.0.0 0 0.0.0.0 0 513 0
17 0.0.0.0 0 0.0.0.0 0 1698 0
17 0.0.0.0 0 0.0.0.0 0 69 0
6 0.0.0.0 0 0.0.0.0 0 23 0
17 0.0.0.0 0 0.0.0.0 0 137 122590
15 Hik
Proto (HH30 IPHMY S . 17/2UDP, 6/ TCP.
Remote (iztii) e bk
Port (31D 26 Sty ity 11 o
Local (AHh) A AL
Port Cifit 1) A Hb 3 o
In (320 ST A
Out (Ki%) RILFATBEL

-97-



00 22 B ICC B i >

6.1.25

AR

=l

show ip traffic

2R IP iESTHE R

show ip traffic

A WA SR R

n
(SRS

Router#show ip traffic
IP statistics:
Rcvd: 0 total, O local destination, O delivered
0 format errors, 0 checksum errors, 0 bad ttl count
0 bad destination address, 0 unknown protocol, 0 discarded
0 filtered , 0 bad options, 0 with options
Opts: 0 loose source route, 0 record route, 0 strict source route
0 timestamp, O router alert, O others
Frags: 0 fragments, 0 reassembled, O dropped
0 fragmented, O fragments, O couldn't fragment
Bcast: O received, 0 sent
Mcast: O received, 0 sent
Sent: 230 generated, 0 forwarded
0 filtered, 0 no route, 0 discarded
ICMP statistics:
Rcvd: 0 total, O format errors, O checksum errors
0 redirect, 0 unreachable, 0 source quench
0 echos, 0 echo replies, 0 mask requests, 0 mask replies
0 parameter problem, 0 timestamps, 0 timestamp replies
0 time exceeded, 0 router solicitations, O router advertisements
Sent: 0 total, O errors
0 redirects, 0 unreachable, O source quench
0 echos, 0 echo replies, 0 mask requests, 0 mask replies
0 parameter problem, 0 timestamps, 0 timestamp replies
0 time exceeded, 0 router solicitations, 0 router advertisements

UDP statistics:
Rcvd: 28 total, 0 checksum errors, 22 no port, 0 full sock
Sent: 0 total

TCP statistics:
Rcvd: 0 total, 0 checksum errors, 0 no port
Sent: 3 total

IGMP statistics:

Rcvd: 0 total, O format errors, O checksum errors
0 host queries, 0 host reports

Sent: 0 host reports
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ARP statistics:
Rcvd: 8 total, 7 requests, 1 replies, O reverse, 0 other
Sent: 5 total, 5 requests, 0 replies (0 proxy), O reverse

i bizipay

format errors (#%3X | OO IR, BIANIPIR S K EH R
(2]

HiR)

bad hop count (TTL | B HI#FER RO, RIURSCMTTLEBEI0. WK E 5.

no route (AT M H1) | % FH 38 AT AH LS i GRS o

6.1.26  show tcp
SRV TCP ERMIRG(E B
show tcp
¥
TR SR KT
RN
IS
w5l

Router#show tcp

TCB OXxE9ADCS8

Connection state is ESTABLISHED, unread input bytes: 934
Local host: 192.168.20.22, Local port: 1023

Foreign host: 192.168.20.124, Foreign port: 513

Enqueued bytes for transmit: O, input: 934 mis-ordered: 0 (O packets)

Timer Starts Wakeups Next(ms)
Retrans 33 1 0
TimeWait 0 0 0
SendwWnd 0 0 0
KeepAlive 102 0 7199500

iss: 29139463 snduna: 29139525 sndnxt: 29139525 sndwnd:

irs: 709124039 rcvnxt: 709205436 rcvwnd: 4380

SRTT: 15 ms, RXT: 2500 ms, RTV: 687 ms
mMinRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

Datagrams (max data segment is 1460 bytes):
Rcvd: 102 (out of order: 0), with data: 92, total data bytes: 81396
Sent: 104 (retransmit: 0), with data: 31, total data bytes: 61

17520
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15

%
2
B

TCB OXE77FC8 TCPIESLEHIHLA A FFR N

Connection state is | TCP&ER: M4FTIRAS . TCPEET AT FHUTE—IRES:

ESTABLISHED TN e o ek
LISTEN---2545 5k [T =iz i EHL TCPEREG K

SYN_SENT--- & H&EHE R, SRXT TN Z .

SYN_RCVD---IEI5f 77 SR IF A I, A T H SRR,
IEAESE RN 7 BT SR A

ESTABLISHED--- RN EREE LY, A THIREIEN B, nf LAk LE R

F B

FIN_WAIT_1--- B & i 77k HER L IR R, SN, BURST
[T R

FIN_WAIT_2--- B [A 0 77 R HOE & IRTE R, FFIREIS 7 s, IEE%
RN )7 I R TR

CLOSE_WAIT---Ig 254 75 MR &L TE R, KA, IEASRAMA X%
WS, — B P ERCHIER:, REUK R HERL LR

CLOSING---E & Xt 7 & HE S 2 b5 R, I 7 fE & bRkt
RHHIIN, TR0 )7 0 AR A e 2 i SR A A A

LAST_ACK---C 4B J5 MG & B E R IFHIA, K HEELIEER, E
TESEFFHAIN .

TIME_WAIT--- IE7E 55 5 2 5% (0 ) 18] LARS 58 5 77 08I T A v B (i e 2 1k
RN

CLOSED--- /R 58 4 WA MRz Bl 14 C 40 56 4 5K 1A

WERE TR AVEAIE B, 1H 2 RRFC 793, TRANSMISSION CONTROL
PROTOCOL.

unread input bytes: | 2N ZTCPALHE G AT LASRAE A BIZM A, (H R 12 W A Bl Bt .

Local host: AHIPHEE .
Local port: AHTCPI; I,
Foreign host: v | P AL o
Foreign port: L TCPS o

Enqueued bytes for | ik BA S 7T HL, AR CLAR BRIAHIR B 00 T5 B AR Rt RN e K
transmit: L IR

input: B BAB P ) 1 8, X e R A HE S S AR B R R R
mis-ordered: 5 BA T B T BRSO, IR SR A A A e Y — S R I R SR

7 RN HE N B BB B B2 . itn, W EIdRoCL, 2, 4, 516,
L1207 LLHE N BB A, H24, SHI6 R ek N4 7 BASI S5 AR e 3 3
%
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PR WoR AT ER A E N SR SO0, BRI 48R S, 8 I A B I R OO
I 5 B S T UGN RIS 1] (O SRR 58 8% 24 AN AT ) o AN EESRADE IS 1 58 I 4% o
SE I s RN OB BN T e N AR IR SR DO E I BRI AT e P A T R L
B, FERE I SRE AT I R SRR T X Bl A O BetE (A, ERCE I a R 1R EAT .

Timer Starts Wakeups Next(ms)
Retrans 33 1 0
TimeWait 0 0 0
SendWnd 0 0 0
KeepAlive 102 0 7199500
1 ik
Timer FE N ERA4 TR
Starts SE I 25 R JE B B
Wakeups 5E I 245 PRI s B
Next(ms) SE N A EE BN UGB I ] (A=A AL, ORINE R B ATEIZ T
Retrans HEENS, HTRRBIEER . e S REEARE 1IR30, SR8
V) P B AR T AN, T R B
TimeWait A (] S A5 B 2% FH 0 BRI B e 4 v SR A
SendWnd RIEE e 4, RIS DETCPHAE RN FIRE FIEH K
/N
KeepAlive PRFFE S ER 45, F T W R I8 G55 B A A A TEBRRAS . Bkl

SRR SRR IE, LB AE FE RS A T RZS o

& Bos TCP AL P55 . TCP M Fr 31 5 oR GRIUE W] 5647 3 (K Al A& 4 . A Hh AN
iz AL ARE 7 51 5 R BEAT Il B 22 AR AR A

iss: 29139463 snduna: 29139525 sndnxt: 29139525 sndwnd: 17520
irs: 709124039 rcvnxt: 709205436 rcvwnd: 4380
15 bizipay
iss: WIR R IEFF 5
snduna: B2 SO (ERE IR BA RN T A S I 88 — D RIS
sndnxt: PR R M8 23— NPT B P A5
sndwnd: i A TCPE 1R~
irs: LS E AR IR K s s e UV ININE I SV 8 e I =
revnx: BOEHARI ST 51
revwnd: A EHITCPE DRt

P BR AN EHIC T AIEN ], 2R T AR 12 L5 b 18 48 8 Gt LU A A7) PR 5%

SRTT: 15 ms, RXT: 2500 ms, RTV: 687 ms
mMinRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

1 T3

B

A'.

SRTT: “FIE AL B S AR IR I
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RXT: AL I ]

RTV: IR T8 A AR A A

MinRXT. FOVF IR B/ N AL R

MaxRXT: FOVF IR B R AL R

ACK hold: JEIRTFIN LA AN AR — i R (R B R S AR T )

Datagrams (max data segment is 1460 bytes):
Rcvd: 102 (out of order: 0), with data: 92, total data bytes: 81396
Sent: 104 (retransmit: 0), with data: 31, total data bytes: 61

i/ iR
max data segment | 1Z%&EE: U ERKEERERKE,
is
Revd: A E WA XA R R BRSO, DL S 7 B AR OCE
with data: (NS E e I S &
total data bytes: oC LS IR R

Sent: AR F AR A E RS R R IE IR SCR S, BARCEE R IR SCEL.
with data: A SR RO
total data bytes: oA A R B

EES S

show tcp brief

show tcp tcbh

6.1.27  show tcp brief

7R TCP EEM M EE B .

show tcp brief [all]
¥

SH SRR
all () BoRPrAsE . MRABMANZAN KRBT, REAERLETLISTEN
ARAS G

LR

EHE
Nl

Router#show tcp brief
Local Address

TCB

Foreign Address State
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OXE9ADCS 192.168.20.22:1023 192.168.20.124:513 ESTABLISHED

OXEA34C8  192.168.20.22:23 192.168.20.125:1472 ESTABLISHED
57 iR
TCB TCPEHEN A IR .
Local Address A M IPHEIE AN TCP
Foreign Address T IPHLEE A TCP .
State HEROIRA . VEANIRH S Mshow tepin 4.

EESR

show tcp

show tcp tcbh
6.1.28 show tcp statistics

R TCP Gt 4dE .

show tcp statistics

A WA SR R T

\

Router#show tcp statistics

Rcvd: 148 Total, 0 no port

0 checksum error, 0 bad offset, 0 too short

131 packets (6974 bytes) in sequence

0 dup packets (0 bytes)

0 partially dup packets (0 bytes)

0 out-of-order packets (0 bytes)

0 packets (0 bytes) with data after window

0 packets after close

0 window probe packets, 0 window update packets

0 dup ack packets, 0 ack packets with unsend data

127 ack packets (247 bytes)

Sent: 239 Total, 0 urgent packets

6 control packets

123 data packets (245 bytes)

0 data packets (0 bytes) retransmitted

110 ack only packets (101 delayed)

0 window probe packets, 0 window update packets

4 Connections initiated, 0 connections accepted, 2 connections established
3 Connections closed (including 0 dropped, 1 embryonic dropped)
5 Total rxmt timeout, 0 connections dropped in rxmt timeout
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1 Keepalive timeout, 0 keepalive probe, 1 Connections dropped in keepalive

1 Eiiipay

Revd: FT B d A B IR SO S B .
Total PRI SRS

no port WeBIHR S s DA ETE AR SCHL

checksum error

EE S Ay il v I PR

bad offset AT S O R R R R SR

too short W S BN TN R BE R SO
packets in sequence £ AV ELHEACITE 8 O

dup packets B RS

partially dup packets bl =it e

out-of-order packets

ANTEAZINGUF WS B4R S E

packets with data after window

WACE ) i S R B 2 RN AR S

packets after close RS AELrESINNE e
window probe packets ST 4 R R SCHL

window update packets WA B B R SO

dup ack packets OB AR SO

ack packets with unsent data WA B B A RSB E AR S B
ack packets W IR IR SCEL

Sent KT B e A R RS St Es .
Total RHIRSCEHL
urgent packets KB 23R .

control packets

K IEEE] (SYN. FINEERST) #30#.

data packets KBRS
data packets retransmitted R PR R S
ack only packets S LA R ST

window probe packets

R H R TR RS

window update packets R 1 TR OO
Connections initiated b R
connections accepted AR 57 AL

connections established

A5 J SRR
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Connections closed A 3 PHIE AL
Total rxmt timeout BRI S
Connections dropped in rxmit timeout R BN S B E T

Keepalive timeout

KeepaliveiB it £,

keepalive probe

%t Keepalived R S 5 .

Connections dropped in keepalive

i T-Keepalive i Wi JF (1 7% 8241 .

EES S

clear tcp statistics

6.1.29 show tcp tch

ERFEAN TCP ZEEIIRSFE R

show tcp tcb address
e

g SRR
address BRI TCPIE S KL Hris il e (TCB) sk . TCBJR RSN FEAT TCPIERE Y
FRif, W] LLH 4 show tep brieff5 3.

RN

RS
1l

TH SRR AR S )W show tep i 4.

Router_config#show tcp tcb Oxea38c8

TCB 0XEA38C8

Connection state is ESTABLISHED, unread input bytes: 0

Local host: 192.168.20.22, Local port: 23

Foreign host: 192.168.20.125, Foreign port: 1583

Enqueued bytes for transmit: O, input: 0 mis-ordered: 0 (O packets)

Timer Starts Wakeups
Retrans 4 0
TimeWait 0 0
SendWnd 0 0
KeepAlive +5 0

iss: 10431492 snduna:
irs: 915717885 rcvnxt: 915717889

10431573 sndnxt:
rcvwnd:

Next(ms)
0
0
0
6633000

10431573
4380

sndwnd:

17440
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SRTT: 2812 ms, RXT: 18500 ms, RTV: 4000 ms
MIinRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

Datagrams (max data segment is 1460 bytes):
Rcvd: 5 (out of order: 0), with data: 1, total data bytes: 3
Sent: 4 (retransmit: 0), with data: 3, total data bytes: 80

Hxms

show tcp

show tcp brief

6.2 iFEFIREEEDS

V7 1) 51 R A 2 A4
® deny

@ ip access-group

® ip access-list

® permit

® show ip access-list
6.2.1 deny

1 1P 5 1) 51 ZR FC B AR X A m] i i & e B 25 R AR, EEA 1P 15 19 51 2R H il 5 deny it
M, fEdr 2 HIIN no AIZE.

deny source [source-mask] [log]
no deny source [source-mask] [log]

deny protocol source source-mask destination destination-mask [precedence
precedence] [tos tos] [log]

no deny protocol source source-mask destination destination-mask [precedence
precedence] [tos tos] [log]

X T B RZ fRSCH WL(ICMP), - T BUBEA BAR A7k

deny icmp source source-mask destination destination-mask [icmp-type]
[precedence precedence] [tos tos] [log]

T Internet 18 FRPML(IGMP), AT LA FH BLF A)idk:

deny igmp source source-mask destination destination-mask [igmp-type]
[precedence precedence] [tos tos] [log]

X TCP, ATLAMEI LT AJ:

deny tcp source source-mask [operator port] destination destination-mask
[operator port ] [established] [precedence precedence] [tos tos] [log]

Xt TR ML (UDP), AT LA LA A9

deny udp source source-mask [operator port] destination destination-mask
[operator port] [precedence precedence] [tos tos] [log]
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S
2 S#ik AR
protocol A FEIPHMLS . B AT LU ek Ficmp. igmp. igrp. ip. ospf. tcpIk
udp, WA LLZRIPHML S FI02I255/) — 44, AT VLELE (T InternetHris
(B45ICMP. TCPAIUDP) i FHl oo Fip. FEetp uiFdt—D e, Wri
source WM BN S . ATV . 320 kIR, B DU SR I+

FIFE R, (S8t any/F750.0.0.0 0.0.0.0f IR RIS SE S o

source-mask

VRHBHER 2% 1S . A1 5C 5 Fany:250.0.0.0 0.0.0. 0 IR AR 45 S

destination

HArML i ENS . AR ke e:
A5 FH DY 5B T Ak ) SR R i 326 — ik il 45
1 F 8t any{E 90.0.0.0 0.0.0.01 H k5 Al H bRIED K46 S .

destination-mask

H br itk (26585 A DG y-any £1:250.0.0.0 0.0.0.01) H Fritubik A1 H bt
HHAERAES .

precedence (RTEE) AT LARI R JE Z it I8, FHOBI7HIS T35 .

precedence

tos tos (ATHE) HOd b AT LU RS 5 . 50— 1545 .«

icmp-type (AT #%)ICMP L ] ICMP SC K UE . 2871 M 705255,

igmp-type (T 36) GMP AL T (HIGMPHR SC KA B S 44 e 8. KT 0FI 1SR«

operator (RT3 LUAER F 3 . R ERIERCDTF),  ot(RTF), eq(%TF), neq(R
ZF) . WRARIERF R AEsourceflisource-maskZ J5, A4 B A VL HLIX A5
U1, NS HRAE i LE destination fl destination-mask 2 J&, H54 & 2 AT D
E bR o

port (W %) TCP B UDP i 11 07 8044 Pk 3 115 2 — 105165535 11 3t
. TCPWTIAFIFE “MFIJTEL” 35y, MiTWETCPIY, AT 1L f I TCP#
M4 Fk. UDPHE I AFRFIAE “MRIU" #5r. St JETCPIE, WA {Hif]
TCP3i 4%, 4 yEUDPI, R {# fIUDPH 14

established (FT3E) LR TCP I, DR . 1 TCPAUE RACKERRST
frB BN, HICAL. JEVCA OSSR M L TCPECRR, DU — .

log (AT 3) T LAHEAT H 25 10 .

wEER
IP 18] 51 32 e B A
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{5 FA 1t AR

] DA 5 1) R 35 A B O B AR, s ) e 4L 2 i 2 6 7 1) DA R B 1) B ph gk % 5
FINZ . EIERRAEUGE IR EY BRI R, 2B IP &, MARYIIGE, SLEIHE
R 1P Ui [ R0, B R A7 n) 3 FH 428 11l 15 1] 8 0L 24 ity 28 i B PR i) % ph 12 986 5 3
FINZ, ASLULES TCP Y5 1 IR 5518 1 2 B B L Se A

EE:

BB —/NFR ARG, TG S0 S (FT Ak & 2384 N2 B 1 7 & 69 B3,
LR BT & #0501 TCP 4. & 4TS RFC K EIX L HM s A %
S, 5SSO N 5 15t ] LB LB —A? B AR 05 1 5 20k 54K

® bgp

® ftp

ftp-data
® |ogin
® pop2
® pop3
® smtp
® telnet
® Wwww

PUR s T8 i 115 1) UDP 3 144 . 28 AT BC S RFC $REIX LA 5%
2% . HIXLE PO RS 5 W] DU L —A> 2 B4 15 1) 7 2R Sk

® domain
® snmp
® syslog
® tftp

Nt

T 2% 1 192.168.5.0 iX 4N Ex

ip access-list standard filter
deny 192.168.5.0 255.255.255.0

ER:

IP 7 5] &ty — /AN 269 deny AL 28 R,
EES

ip access-group

ip access-list

permit

show ip access-list
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6.2.2 ip access-group
T G I — /N2 L8 ip access-group £z AL B Ay 4 . v T HIBRIX /N8 & 7 [l 4,
fiiFl no 1 4.
ip access-group {access-list-name}in | out}

no ip access-group {access-list-name}in | out}

¥ SR

access-list-name ViR A . B R N0 TR A

in FEHE O U [ 51 4%

out AE TR LA A 5 ) 910

RN
BORES
£ F i RA

il FN R BE R AL R D AT AN . X TARERI N 7 IR 5036, e EIa G,
XD ) F R A A APl . X TR VTR AR, i A AR A H ARk, W SR
ViR v iz tuhl, AR ER A B iz . RYTARA RV iz, AR
IR [l —A> ICMP LA AT BEHR .

X AR AR S 5 ) 2 SR OM Bt — DM B R D LS, x5 R A A
Mdsstht . XEFY AU R, %t Sk Ao T 17 3R . W SR U7 I R SV IZ A
FRIRIXA . WRVT I BIRA SR VF izt BAFBETIXAN IR Bl A ICMP A
BRI
URRARGE (VT M BIRAEAE, Il I e vridE e

Nt

EIFE LUK RIRE T 0 L HS BRI B filter:

interface ethernet 0
ip access-group filter out

EES

ip access-list

show ip access-list
6.2.3 ip access-list

A2 G, BEN IP i) 5 R0 B 7E RSN a] LAR A g 15 el B0 . i
4> exit iR [F] it B A

{5 H no /rgk, MiIBR 1P U5 5% .
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ip access-list {standard | extended} name

no ip access-list {standard | extended} name

S8
21 Sk R
standard 858 FbRAEDT 7 51 %
extended a5 Y R A 5%
name Vi R4 . X —MRK200)FF 5
=]
BA P Ui A 54 E Lo
N
LRES
f£ A UtEA
b RN 1P Uil FI R E R, 78 IP Y5 RE B d, "TLUH deny B¢
permit iy K & U5 7] FL .
w5l
DA B9 1 i B — ARV ) 512
ip access-list standard filter
deny 192.168.1.0 255.255.255.0
permit any
GEESR
deny
ip access-group
permit
show ip access-list
6.2.4  permit

£ 1P 5[] 51 2 Be B AR b Al A H e A & HC B AR VRN, AN IP 15 SR b if R permit
B, Ay 4 HI AN no ATE .

permit source [source-mask] [log]
no permit source [source-mask] [log]

permit protocol source source-mask destination destination-mask [precedence
precedence] [tos tos] [log]

no permit protocol source source-mask destination destination-mask
[precedence precedence] [tos tos] [log]
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W

X T ELER 42 R SCHL(ICMP), 0] DL BL R )ik

permit icmp source source-mask destination destination-mask [icmp-type]
[precedence precedence] [tos tos] [log]

%I Internet 44 BEHML(IGMP), AT LS A DL R A1) ik

permit igmp source source-mask destination destination-mask [igmp-type]
[precedence precedence] [tos tos] [log]

X+ TCP, W] UM#E LA A)vk:

permit tcp source source-mask [operator port] destination destination-mask
[operator port ] [established] [precedence precedence] [tos tos] [log]

Sof TR P (UDP), B BAAE Y DL R f)3:

permit udp

source

source-mask [operator  port destination

[port]]

destination-mask [operator port] [precedence precedence] [tos tos] [log]

g

SR

protocol

WA FEIPTS . BT L2 S Ficmp. igmp. igrp. ip. ospf. tcpak
udp, A LLZRIPHMIS 032550 — M4 . 2 T ILELATAT Internet i
(BLFEICMP. TCPAIUDP) i f S Fip. FLpi it —LRE, Wi F

source

PR B ENS . BT VES . 320 —HkHI %, FPUA SR+t
HHF R # e Fany/E50.0.0.0 0.0.0.0EATYEREIL4E S .

source-mask

Pr L X 2 HERD . F DG 8 any{F2450.0.0.0 0.0.0.0fJE FIVRHERD 4 S

destination

RN - e IR= I =0 Y R i=p e
8 FH DU AS AR T P -k B R 1 3246 — kI 4
18 ] =4 “FanyfF350.0.0.0 0.0.0.0/ H AR F1 H AR 455 .

destination-mask

bR bk 0 44 4805 . 554 Fany{F2450.0.0.0 0.0.0.0/) H ARl Al H #rity
HEAERSAE S o

precedence (T3 ) B FT LA Rt v, ORI 7RI 48 5

precedence

tos tos (RIade) Hdf o m] LA R S5 208 . (257 0— 1546 €

icmp-type (FTiE)ICMPAELFT HICMPHR SCR AL 8. 88 2 457051255,

igmp-type (FT3E)IGMP R TT FHIGMPHR SCR B B e A id 9. 28R 0FI151 4+ .

operator (FT3) e Pl E w11 o BRAEIBIRCNT),  gtCKT), eq(ZET), neq( R
T, WRERER e source Mlsource-mask 2 J5, A4 E A ZRUL FLIX AN
Ui 0 o a0 SR ERE R TE destination flldestination-mask 2 J&, HF4 € AL
H bRd

port (FJ3k) TCPELUDPii M1 )3 i B B A Bk . 3 15 /& — 1> 0% 65535 1 4%

. TCPHII&AIE “GAIJT6” Hsr. i IETCPRY, 7Bl AITCPI:
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O4&%k. UDPui O ZRRAIIE “fHUA” #. L IETCPRE, R AlfEH
TCPiii 144 . X4idyEUDPRY, K A{#HUDPIRG 14 .

established (M) AXTCPIMI, Fom—ACEVIES. WRTCPHIRIRACKEKRST
P B, HIULHEC . AEUCRC I IE AL RV TCPEE R, LI R — i .
log (FT i) AT EAREAT F 10
BHER
1P 7 1] 1 e e B 2
f5E FH 3t RA

AT DA P i e A A 43 1 b P e, 2 ) DL 2% g 26 46 U7 i LB R 1 8 a2 9% S
I, FEVLEC A AR DS 2 bR By R A U5 R 3%

SPBUIP AL, MIAEYIGE B SERL AR TS e R 1P U ) R 3 B U7 1) 3 T4 U
7] ki U128 S 2 it o PR A 5% b B 33 BEOBT O AL, AL DL TCP il 1 e 551 (1 28 R mlif
LSl

R
Bis I 2 —ANF RV KRG, AT )G B8 An P28 (BT fie dy 23R 48 N) 20 B 42 7 & 69 B3R

DL S5 F T B e L1510 TOP i 144, S M 9Mi0 5 RFC RS SEHL iy %
27 . 5SSO R A 15 ] LS DL — A2 B 15 1 7 2k F4K

® bgp

® ftp

ftp-data
® login
® pop2
® pop3
® smtp
® telnet
® wWww

PR Ros T B i 115 1) UDP 3144 . S8 IR ACS RFC $REIZ LM HIA 5K
7% . HIZLeh ORI R G 15 AT BUE R DL —A> 7 #4115 77 20k T4k

® domain
® snmp
® syslog
® tftp

Nl

N R FoYF 192.168.5.0 X AR EX

ip access-list standard filter
permit 192.168.5.0 255.255.255.0

-112 -



0 22 B ICC B i &

6.2.5

ER:

IP 7 5] & dg — ANFa 849 deny HLI £ R,

EES

deny

ip access-group

ip access-list

show ip access-list

ip http firewalltype

B BBy K EE A

ip http firewalltype type

2

75=]

ap

(53:

6.2.6

SR

type

KM, 0:APYT R B — NS deny NI 4551 1.
permit LI 45 5 .

1P i 2t — AN B Y

BRI 1P 17 1 2 th — B (1 deny FUUZ5 A

RN

HORES

WiEA

[[EALPAE Bt
HAE web TUHACE IP ACL B4 3L

HE:

show ip access-list

BN YEC P Ui 5IZR N %S, {FH show ip access-list fiy 4

show ip access-list[access-list-name]

2

SR

access-list-name

ViR A . RR— A mK200) 7478 .
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8=}

SIRFTA BRI ) 1P Uy [ 513K
N

(LS
{5 FA 154 AF

show ip access-list iy 4 L VR TR & — AR € V7 R 5135
5l

DL AR € 4 B show ip access-list 4 17 il 4 Hi:

Router# show ip access-list

ip access-list standard aaa
permit 192.2.2.1

permit 192.3.3.0 255.255.255.0
ip access-list extended bbb
permit tcp any any eq www
permit ip any any

LR 24 V5 1A R A4 I, show ip access-list fir & )< il i th:

ip access-list extended bbb
permit tcp any any eq www
permit ip any any

6.2.7 imp access-list

W M B A% TPQMAC ACL. Qi sRMHBRZ ACL, ] no imp access—list 4.
imp access-list <num>

no imp access-list <num>

<1-255>
[7S=1
x
N

SR B A
£ tER

FCE IMP ACL FH-T-UURC TP&MAC Hutik IR,  Eotn TP bk AT MAC Hihl
BEATYRE -
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5

NI FBCE IMP ACL:

Router_config#imp access-list 1

6.2.8 permit <ip | any> <mac | any>

BEE B H % TP&MAC ACL K permit I, a1 HMERE permit ACL I, ] no permit <ip | any> <mac
| any>fin .

permit <ip | any> <mac | any>

no permit <ip | any> <mac | any>

ip A A a. b.c.d WATLLN any (BEE ip #ihb) ;
mac #% =N hh:hh:hh:hh:hh:hh, WA PN any (BIfEE mac Hihk) .

&
¥
WK
IMP ACL Fic A5 2{
fEAAA
Fit & IMP ACL [1] permit FRIi.
3l

T 5] FBCE IMP ACL [ permit ZEI:

Router_config_imp_acl#permit 1.1.1.1 00:a0:0c:13:64:7d

6.2.9 deny <ip | any> <mac | any>

WE I 2S TPGMAC ACL ) deny I, WIS MIER deny ACL RI5, ] no deny <ip | any> <mac |
any> i %o

deny <ip | any> <mac | any>

no deny <ip | any> <mac | any>
2

ip ¥ a. b, c. d, BRI PN any (BAE ip Hihb)
mac ¥~ hh:hh:hh:hh:hh:hh, RPN any (BPfEE mac Huhib)
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®E
x
N
IMP ACL g & 4% 58
£ A5 ER
Bic & IMP ACL f¥) deny i,
5l

T FBCE IMP ACL [ permit 1.

Router_config_imp_acl#deny 1.1.1.2 00:a0:0c:13:64:7d

6.2.10 imp access-group

M IMP ACL. W SRBE R % ACL, {# no imp access—group i,
imp access-group <nums>

no imp access-group <num>

2%

<{1-255>

RE

P
RN

g 11 PiC B A
fs£ A UtEA

FHCE A IMP ACL W FH B 9eBrim 1 F, LUK ST IP $)3e, i
BCE ) IMP ACL 4T3 3,

Nl

NI FBCE IMP ACL:

Router_config_gO0/0#imp access-group 1
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6.2.11 Ip access-list extended *** massive

BB B AR AR acl 500k, Itk acl ARAVHE
ip access-list extended *** massive

no ip access-list extended ***
2H
& R SO T

RE

AR R RS
RN

fJRACE &
(s ERL

A E Y RV R AL E FI N massive EE T, RIXGHZ VT A 51 3%
RIGHAT R IR BV AL FR, IR £y 63 .

Ry VT R R L E 1 ip Mk a A VL O e df T, IR A S
AR

PRUEYT A BB AN SCIFIZ A,
o]

N R R PRI R K DR -

Router_config#ip access-list extended test massive
Router_config_ext_nack#permit ip 1.1.1.0 255.255.255.0 2.2.2.0 255.255.255.0
Router_config_ext_nacl#exit

Router_config#

Test XNV A 5%, B AN HLIK R 2 00U 2 $R A 2R 0ok e fir

6.2.12 Ip access-list table-limit ***

BE B2 K AR acl ByEN, WEBANEIEAREZENZ /D
acl K|

ip access—list table-limit %k

<100-1000> ——7rfc table limit
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BN FIRR IR Z FNN) acl HNEL
B®a

BOANBCH ER,  FrA4aiie &R acl N EHENE D
2R H

RN
ERRCE R
fE FI AR

RONSLENAFHFER KR, PTBMEMZ AR, /i acl M
W,  =KigEbWAAHME,  HIER PR R

Nt

Router_config#ip access—1list table-limit 300

6.2.13 Ip access-list cache-enable

W B K cache BN A acl &if)45

ip access—list cache—enable

B
BAT A
AR
EELLN R
{56 A 52RA

=l

-118 -



0 22 B ICC B i &

6.3 URPFECE®HS

6.3.1 verify ipv4 unicast source reachable-via

FERA O EITJE URPF ThRg, A5k sr. N7 RAENMEORK URPF IR,
1 no #% w4
verify ipv4 unicast source reachable-via {any | rx} {allow-default}
{ access-list-name }
no verify ipv4 unicast source reachable-via {any | rx} {allow-default}
{ access-list-name }

S

2 SR

any 552 URPF A TEFA I
rx f&5EURPF ™A% 1)
allow-default FKHURPFE 5 o VBRI B
access-list-name HURPFARIEIT, W] LU T & ACLAF & 1 51

RE
P 0 E#HATE R URPF DjRg

ot
BEOMRES

fEAAA
URPF (Unicast Reverse Path Forwarding, H.4% & [m#42H k) KEEIRELH T
B 1 25 I b3 O %) DX 288 e e A7 00 o Y Ik R Bl B A AR K 1 H — R A A D
IEIFRHLEE RO, X T TP Hichk g8k i) S SR, b Bed 7732 T DU BUR B
TR DAl B K455 10) R BALER, FE 28 2 DU 38 DA SR 1] o R g 7
MARRIR RIS, R 2l O B B e R IBER . URPF R 8547 4% (strict)
RAFAEL (loose) HRIPIFl, F=h i 2 AR I Hh 7 3 1t 1 b 0 ER R ST N 11—
H, M s R REARK TPl T WA Eallow-defaul t, A2
ZEEBRINER . HAh, AT PUBIFACL SRR EHIS, BIURPFRIM, (HAFEACLAR I 1)
tag ik oE
R —EEAELREI Bverify ipvd enable A A& 1 EURPF I AEAG 24

EN

PAURJELE GO/L #:1 EAC & ik URPF, I H Ao VFBR S Ha:
!
interface GigaEthernet0/1

Ip address 1.1.1.1 255.255.255.0
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verify ipv4 unicast source reachable-via any allow-default
|

PAF27E GO/O #: 11 L& ™4 URPF:
!
interface GigaEthernet0/1

Ip address 1.1.1.1 255.255.255.0

verify ipv4 unicast source reachable-via rx
|

6.4 Ip fastswitch

VLB W 2% R P e R A B TPvARE R . IR EBERE BRI, /] no ip fastswitchfy

%,

ip fastswitch [number]

no ip fastswitch
SH

number REGFEUNEAT AN EE, AT LUB L% E KR 3 R I BB K, M 5 i
KBS IE

[7.5=)
AN P PR A 2

g

SHEKX
R E
£ AR

Ja B e R, Sl S A BERE T A3 2I3E T, WNTPv4%% k. TPACL. NAT
&, (HA M A EE 1A S, WTPSecss .

=

TN R PR K ThRe, IR E RGN MBS E 91024
Router_config#ip fastswitch 1024

6.5 FTPELE®S
6.5.1 ftp-server enable

WEEEAEE A ftp RS 4. MRERZEIAE, #H no ftp-server enable 4.
ftp-server enable

no ftp-server enable
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Y
iz A SR T
R
AR ftp B2 58
SRR
SREES
{5 RA

JAH ftp ARS8 )5, BB EBSAE 21 Ji I ftp 2/ 4 (IPv4. IPv6) ,
A ftp—server certificate [A]MAc & A5, tH7E 990 ¥ i r Rk ftp
over SSL/TLS % i (£ W, 1. 6)

il
TR ftp k55
Router_config#ftp-server enable

6.5.2 ftp-server maxlogin

WE A ftp RS EE KM P RN & 58 tREMRE IR, H no ftp-server
maxlogin iy % .
ftp-server maxlogin maxlogin

no ftp-server maxlogin

2 SHAA
maxlogin BEE PR K P RN R, VEH9<1-1024>

RE
ftp M55 8% i K8 TR AUC IR 1

JEH ftp RS5 & HFBC B SO RN S, 4 SR M fip i
NFRAMHE, BERZJENSEERE L REX M 5 CERN ftp
RUE R B XANH, REHAAHIER ftp B,
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5

N P A K R A 5

Router_config#ftp-server maxlogin 5

6.5.3 ftp-server attack-defense

WEBKHSEH ftp REMB[ICEFEN . R ERE BN, FH ftp-server

attack—defense iy 4.
ftp-server attack-defense

no ftp-server attack-defense

ARV S CIE ST g
RE
JE A £ep MRS A8 Bk 57 ARl
SRR

SREES
e %A

Ja H ftp IRSS 280 & B B gr il 5, ans 60 #0 fip & i 5
KH P2 RS s, ftp RS2 )8 HER B, LA R 60 2
WA BB &R

A5 ftp-server anonymous—permission [FHff# A .
ANl

NS R ftp AR S5 A B B A -

Router_config#ftp-server attack-defense

6.5.4 ftp-server anonymous-permission

WHEBHEEH ftp IREB/ATERERK. WRERKFTEHRIBEA, #H no ftp-server
anonymous—permission fiy4 .

ftp-server anonymous-permission

no ftp-server anonymous-permission
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6.5.5

2 A SR EOH

7=}

ftp MR 55 & A FovrRE 44 6ok

wEER

EREES

(AL

JEH ftp IRSSEIFRCE e PB4 B Jm, fp %) i a) DL 44 5 200
ERH ARG S 2 ftp fk55 4%

A AB] 5 ftp-server attack—defense [FBf# .

Nt

NS R ftp JR S5 A B B A -

Router_config#ftp-server attack-defense

ftp-server certificate

WHEB A ftp IRE %% FTP over SSL/TLS HIAUEUEP . G0 R ER S B, f

no ftp-server certificate 4.

ftp-server certificate filename

no ftp-server certificate

S8
B SRR
filename % B FTP over SSL/TLSHIAIFIFEH 44
&

AECE FIP over SSL/TLS HIAEIE 5304

WmEIREN
ZREES
{35 A ER

lii & FTP over SSL/TLS Eﬁi)\iﬁﬁ%ﬂ#}é, a5 S N IE R A IE
A, FHECEEH ftp RG4S, ftp & i) B FTP over SSL/TLS

()77 OGS BB A% 990 Ui [ R I ftps IR%s a4 o
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AN TTIUE SR IERTE, B2 EHECE ftp-enable #2278 “FTP
over SSL/TLS socket listen failure” , iHEFACH.

1

N B 2S ftp IRSS%s FTP over SSL/TLS HIWAIEIEF53C
1, F A H ftps:

Router_config#ftp-server certificate cert.crt

Router_config#ftp-server enable

6.5.6 ftp-server user-group

WEBK A ftp RS 4.
ftp-server user-group groupname

no ftp-server user-group groupname

2 SR

groupname WEFTPH 41

7=}

RN
ERIES
£ F A

BCEM A, N ftp RGP ABCER, 7L IR 7 44 &
whh, wEHABIR.

TIER A, (RIS 2 4R B FH P 44 B s b
ot

TR E ftp BR4s8s 4
Router_config#ftp-server usergroup grpl

Router_config_ftpd_usergroup#

6.5.7 ftp-user

WEH & ftp R4,
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ftp-user username password password

no ftp-user username

SH
2% SR

username IQE_FTP%%EKL%F%

password BEFTP S R

7]

SRR

ftp g5 a P HRCE &
1% A5 AR

£ ftp MRS EM AR ES T, BImsgBR FTP 65 - 44 Lo iy
il

NI TR E fep RS B 4L
Router_config_ftpd_usergroup#ftp-user usrl password pasl

6.5.8 privilege

WEBH ftp RS ZH AR . W RERE BRI, HH privilege read s 4.
privilege [read | write | execute]

S
S8 SHAR
username WEFTPERH 4
password WEFTPE R &Y
7o)
25 H P A RUR
wEER
ftp IR #H P AR E S
{E AR
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6.6

6.6.1

£ ftp lessas I ARCES T, B0l AR S PATHBUR .
AR

GRBR: EARSCE (g5 as BRI A S, ERFEA S, R ER
FTRLRR)

PATBLR . BRSO/ SCAER, B 44 S0 (NSO B 44 3CFR)
G/ MRS

T AR O
Nt

NS BE ftp RS A HBR AR S IAT

Router_config_ftpd_usergroup# privilege read write execute

PGB E S
verify ipv4 enable
T A Bk B 2 Zh g
verify ipv4 enable
no verify ipv4 enable
el
ZAr WA SRR
f7.5=)
AT A B Bt D g
mRER
AR ER
£ FABLER
BB hRe T 5, 0T AR ML T Hods, BRAE B SRR B BGE A - ping flood Bik,
ping $1##iXiti, syn flood Xiifi, syn s S, fin i DA%, rst flood X,

udp flood Xy, udp i DY, ping of death,  teardrop Bidi4:

5l
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LN T 5 B0t D e O PG B«

verify ipv4 enable

1.1.2 verify ipv4 log-enable
THIR B P e H & 5 & D fe

verify ipv4 log-enable

no verify ipv4 log-enable

g

Zn WA SRR T
73=]

=R

B H S S BRI R Ja, ARG BRI RS2 21000, AR R A H S5 %
=Pl

LR RITa By st H S & B DI RE I AC & -

verify ipv4 log-enable

6.6.2  verify ipv4 filter

TF A Bk B B i th L g D g

verify ipv4 filter

no verify ipv4 filter

g
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6.6.3

i B SR ERR T
B®E

AT I Bl Bk SO IE T g
RN

ERICES

f&£ F 15 BA

B B i SO eI R G, A & ENLARI 232 BB, 2R BRSO E 57
Fedn 24800 21 syn flood Xrddy, RATHEIE KR SCA e E S, T RGO IEDIREA .

HEPRN ) syn flood Jeadife, AT AR R KR SCHRIE 4 257

i

CUR AT A B ek ST S D RE AL -
!

verify ipv4 filter

verify ipv4 all

TF A Bk T A SR B 20k Th g
verify ipv4 all

no verify ipv4 all

el

ZAr WA SRR

RE

ATE IR A BB Bk D g

FiZ 2 T A B T A SCHRE R B DI RE . o/ — 2k 2k R ATIT 8k M
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6.6.4

verify ipv4 icmp
F¥JA i ping flood Bk Fl ping 34 Xt T
verify ipv4 icmp {ping-flood| ping-sweep} [value]

no verify ipv4 icmp {ping-flood| ping-sweep} [value]

SH

SH SRR
ping-flood JFJE B ping flood Yk
ping-swee FFEB ping 8
P
value i B AR K5 5

B®E

AT B ping flood 1 ping 945Xt Th &g

fEF 1R RA

%t F-Bi ping flood X thRE, mITCE AR RAE, BREIH G EVL—F WIREI ping 3¢
., BRiAA 300. XTIy ping 193 Heddy, AT DAEC BAH N (IFE], 72 %R P ping $9
AN HHEEGE R 32 4, WA ping 5, EBRAZ 3 #

i

LLR 2 IF A B ping flood Al ping =14 Mt (R L & -

!

verify ipv4 icmp ping-flood 300

verify ipv4 icmp ping-sweep 3

1.1.6 verify ipv4 tcp

FFJE BT syn flood. syn it 1433 fin 3 4350 rst flood B ThgE
verify ipv4 tcp {syn-flood| syn-sweep|fin-scan|rst-flood} [value]

no verify ipvd tcp {syn-flood| syn-sweep|fin-scan|rst-flood} [value]
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L3
SHSHIA
syn-flood JF A syn flood X
syn-sweep TFJE B syn s i 4ty
fin-scan FEIRWT fin 3 3B
rst-flood FFJali rst flood By
value AR EPRIIE %3
[75=]

AT SRR L AR 75 Bt D g
RN
ZJRBCE S

f£ 15 BA
Xt ¥Bi7 syn flood Mrddi D, WG EAH N IREL, PRAIZE & ENL—F0 WIS syn 30K
FRIAN 300, XtF-Bi7 syn S 3ty FT ARG EAR L AR 18], A (] A syn 39481
Al D EOE R 32 4>, WAy syn S FHA R, BRGE 3 &b X T fin 3 14948
Yeike, W DA BAR LRI 8], AR (A P fin S35 A AN [l B0 F) 32 4y, A9 fin
o R, BRIAR 3 #b. XET rst flood Xt ThRE, TACEAHRME, FREIES

FHL—FD USRI rst FSCEL, ERIAH 300,
5

PLR 2T BB syn flood., syn S 1448, fin 3 C4 4870 rst flood Ko T BE i & -

|
verify ipv4 tcp syn-flood 300
verify ipv4 tcp syn-sweep 3
verify ipv4 tcp fin-scan 3
verify ipv4 tcp rst-flood 300

1.1.7 verify ipv4 udp
FF B udp flood A1 udp i 144 Mok o g
verify ipv4 udp {udp-flood| udp-sweep } [value]

no verify ipv4 udp {udp-flood| udp-sweep } [value]
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¥
SHSHIA
udp-flood JFJE P udp flood Briti
udp-sweep FFRE B udp 3% DS
value ic B ARG 25
78]

ANTT T A L) B Bk D g
RN
ERIES

f&£ F 5 B
X7 udp flood Mradi Dhfie, mIHC EAH N IR R, BRAZE & £ — 0 USRI udp #7305
ERINY 300, %R udp S B, W] AR EAR L AR, AN (] A udp $ 48

ARl EEE ] 32 4, WO udp S DS, BAE 3 7.
P
LA 2 FF 5 B udp flood Al udp i 35 80T D) BRI & -

verify ipv4 udp udp-flood 300
verify ipv4 udp udp-sweep 3

1.1.8 verify ipv4 attack

JF )5 B xmas-tree, null-scan, land, smurf, winnuke, ping of death, teardrop, fraggle %
Tk

verify ipv4 attack
{xmas-tree|null-scan|land|smurflwinnuke|ping-of-death|teardrop|fraggle} [value]

no verify ipv4 attack
{xmas-tree|null-scan|land|smurflwinnuke|ping-of-death|teardrop|fraggle} [value]

g

SHSHORA

xmas-tree JFEBi xmas-tree Bl
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null-scan FF/a W5 null scan Xt
land FFJa Wi land Bk
smurf HET smurf it
winnuke FF )5 i winnuke Bt
ping-of-death Ak ping of death X7
teardrop J¥JE B teardrop Mili
fraggle JFJE By fraggle Mily
value iWCREPSIHE S 3

75=)

ARTF JE AR I 7 i 2
BLER
SR E A
i F 48R

X T B xmas-tree (5 B gE T ARC B AR (I (8], 7EZ A 1a] U B [FIR & T FIN
PUSH Al URG [{J TCP i ST Il A Fuii D BUE F 32 4, WA N2 xmas-tree i,
B 3. XFTBi null-scan X Dy fg n] DAKC AR S RIS (], 7820 8] Py Y2 R B 2
7 tep &N 0 ) TCP RS AR Rl L BGA S 32 4, NRAKZ null-scan Xy, BR

N 3.

P

PLF 2 FF 5 Bl xmas-tree, null-scan, land, smurf, winnuke, ping of death, teardrop,
fraggle 47 Th g Il &

verify ipv4 attack Xmas-Tree 3
verify ipv4 attack Null-scan 3
verify ipv4 attack Land
verify ipv4 attack Smurf
verify ipv4 attack WinNuke
verify ipv4 attack Ping-of-Death
verify ipv4 attack TearDrop
verify ipv4 attack Fraggle
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6.7 MIEELENBELE RS

6.7.1 packet-handle-pause
Be BARSOESA BN, AR E NN RCCE 1, AR R B IEAT
packet-handle-pause per number

no packet-handle-pause

2

B il
number WSCE B AR FEAN S
wHa

BRI SOESAE B HON 100 4

RN

PRLES

£ AR

T RC B AR SOESL A F R H, TR 5 4Rk SCAE BRI RE - $44T no packet—handle-pause
JG, FESEAFALER R SIS AR TR LT, OO BRI 2 B SR BEAT, ELBIEArAb
AT

w1

AR 2 e B RS U 1«

packet-handle-pause per 500

6.8 WHMEARWTEERNEESGS

6.8.1 cavium pip-watcher

HMBEPEIIRE, R ROCULERCHIN,  DARA Ok — L8t Wi SR SCRES B H 0SB 1R
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cavium pip-watcher match-type match-value

no cavium pip-watcher match-type match-value

S
2% SH AR
match-type <0 - 4>, MR RARIITECEAL. 0 HOCHILES, 154 IP BMFE, 2
N TCP HEi H%5, 379 UDP HEi 5, 5 LUK B 5B
match-value DL PR A
RE
P
RN
ERIEES
£ FA 1t AR
BRI R GROC, W BGPL OSPF. ISIS %5,
P
IR 2 A 2K i £k ospf RIS SCREAS B AR S 4R
cavium pip-watcher 1 0x59
XL

show cavium pip-watcher

6.9 RHEMTUEE®HS
6.9.1 System mtu
BE RG] DL R ST R

system mtu max-frame-size

no system mtu

Y
S S
max-frame-size <64 - 60000>, TE{F AT A KL, HATAbyte
BRE
p
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HLHR
ERLES
e AR
x
o

TN THT IR 5% il - A A e g 2 W 64-1500 X TH] A R O
system mtu 1500

EESE

x
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