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* speed

* duplex

* flow-control

1.1.1  speed
GRS o

speed {10 | 100 [1000 | auto }

no speed

BRE L. BCE N R

1 5 I DR AC & S

S
2 SRR
10, 100,1000 ¥ B i 3% 10M. 100M,1000M,
auto W i R R H B .
HE
M2 3 (auto), HIREHMZ 100M, TJR64z 02 1000M.
Si=1:]]
- Eum O B PR E %A 2.
TE:
HAE o6y speed £ B 249, 4=: GBIC #= GE-FX 49:% £ 2 1000M, M FE-FX &9 5% 100M,
4o AKX HE O speed 4B @A auto gk, WA FiZEOTAITF AFHMASE, T,
ZAE D ARG .
w15l

¥4 switchFastEthernetd/1 [ 138 K % 5E N 100M .

Router_config# interface switchFastEthernet4/1
Router_config_sfe4/1# speed 100
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1.1.2 duplex
i A
duplex {auto | full | half }
no duplex
T B iy AR 2
e
- SR
auto ElijJ‘F)J\ﬁﬁo
full AT,
half FRL
7.3
HIEESIE (auto), gz rg4am T (ful)
WiER
R Zu AR B N E %2
TE:
AFOHRTEXAR T, LT (ful) £ X,
1l
¥ switchFastEthernetd/1 #)3 X LA 52 N4 L.
Router_config# interface switchFastEthernet4/1
Router_config_sfe4/1# duplex full
1.1.3 flow-control
A SR
flow-control [on|off ]
no flow-control
TC 2 iy 11 )V B o D e
e
I
®E

KMz DI fE
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80 D BN B %Ay 2.
Zll

R P i 11 FRIRE 5 T RE o

Router_config_sfe4/1# no flow-control
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21 wWORPEESS
g R IC B A 2
* switchport protected
2.1.1  switchport protected
pu

[no] switchport protected
Wi B s 1 ORAP SR B S 1 R R

RE

A2 e 1 b BRIAAS I8 F 3 1 DR
AR

2 LIRS R HI %30 H S L EAL

7 R R E AR R E a2
il

DL dr 2 ¥ AE i 1 sfed/2 b s Fa o 4340,

Router_config#int sfe4/2
Router_config_sfed4/2#switchport protected

22 WwOREHEESS
I 1 Z B a2
* switchport port-security bind mac
* switchport port-security bind ip
* switchport port-security block mac
* switchport port-security block ip
* switchport port-security static mac-address
* switchport port-security mode static

* switchport port-security mode dynamic
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* switchport port-security dynamic maximum

2.2.1 switchport port-security bind mac
Ak
[no] switchport port-security bind mac mac-address
24 485 mac Hidik.
¥
2 S ¥k A
mac-address Y85E 1 mac Huht. %30 H.HH.
RE
A ey 1 BRAIAAGE 2 AL T mac Hidik
iER
22 4 90 mac ks, KAV mac il 5455E 1 mac bk — 80k Sc A fgiE
1% .
TR PR EE A TR E Zm 2.
15l
PLF fir 25 76 5 11 sfed/2 _E455E mac Hidik.
Router_config#int sfe4/2
Router_config_sfe4/2# switchport port-security bind mac 0000.0000.0001
2.2.2 switchport port-security bind ip
A SR
[no] switchport port-security bind ip ijp-address
[no] switchport port-security bind ip ip-address mac mac-address
A VG0 5E ip Hikb. 22 4x 1 [R]85
5E ip Mol AT mac Mk,
¥

2 SHGA
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w5l

ip-address YP5ER ip Hudk. #30: A.B.C.D.

mac-address 485 i mac Hudik. #&3: H.H.H.

A4 1 _EERIANANGE EAEAT ip Hudik

Mz A 90 ip bk fs, HAAVE ip Huhk 5405 1 ip Huhk— 3o s i 2 .

25z Aty L [R]AS 4052 ip sk A1 mac HuhikJ5 , HA U mac Huhb Al ip k[R5 4652 1 ip/mac
Mkt — BRSO RE I 2w

FE ) o 1 AU B B A2

PLR i &K E 5 11 sfed/2 L4152 ip Mk .

Router_config#int sfe4/2
Router_config_sfe4/2# switchport port-security bind ip 192.2.2.1
Router_config_sfed/2# switchport port-security bind ip 192.2.2.2 mac 0000.0000.0001

2.2.3 switchport port-security block mac

A Sk
[no] switchport port-security block mac mac-address
24 13 8 mac Hidik.

gl

B S YRR

mac-address IUER mac Hidl. #5350 H.H.H.

[75=]
A& 1 EERAAS L JEAEAT mac M.

AR
%ﬁ%iﬁ”ﬁDFﬁﬁLi)@ mac HihlJi5, Y& mac Hik5ECE 1 mac Mkl — R SO IR
AN e %30 1 o

151

PLF fir &K 753 1 sfed/2 i B i i€ mac Mk
Router_config#int sfe4/2
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Router_config_sfe4/2# switchport port-security block mac 0000.0000.0001

switchport port-security block ip

P

[no] switchport port-security block ip ip-address

[no] switchport port-security block ip ip-address mac mac-address
A V8 ip Mk 22 4 O [R]E ik

JE ip Hihk A1 mac i,

&%

SHRAR

ip-address

ip Hhfik. #%:: AB.C.D.

mac-address

mac k. #%3%: HH.H.

TP I F BRI AT

2z Ay R I

1% 1 .

cEYEATAT ip bk,

L ip kb e, U ip bk S ECE A ip sk — B B

L M A REIE

7/

2 Ay e IRV I 3 ip iﬂjiﬂ:%ﬂ mac k5 , ¥ mac Huhk Al ip bk AR 5 E [ ip/mac
Hihik— SRR SOR B P T AN R E T 23 1

FE 7 ) b 1 B RN B B A 2

PLR i A8 76 i 1 sfed/2 _fic B iU ip Huhit.

Router_config#int sfe4/2

Router_config_sfe4/2# switchport port-security block ip 192.2.2.1
Router_config_sfed4/2# switchport port-security block ip 192.2.2.2 mac 0000.0000.0001

2.2.5 switchport port-security static mac-address

STk

[no] switchport port-security static mac-address mac-address-value

fic B 22 4z 1 i A4S mac Huhb% .
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R B R A

RE

AR

o]l

&% SH0AA

mac-address-value mac Hihk. #%x0: HH.H.

Wi B 22 4w 1 (RS mac Hhuhl2e, T ARYE 210 B I 22 A AL R A0 VR BCHE 48 DT IS AR 9 SC
Wtz .

24 4y 4 switchport port- secunty mode static accept [FII {3 I, R AVE MAC ik f7
FET AR P RSO Agd %0 H

4 564 switchport port-security mode static reject [F {5 i, 5 MAC Huhib777E T &
AR AR SO B 438 i %35

1 DR BB AL E % 2.

PLUT a2 K 70 i 1 sfed/2 L & 22 4m 1R A MAC k3.

Router_config#int sfe4/2
Router_config_sfe4/2# switchport port-security static mac-address 0000.0000.0001
Router_config_sfe4/2# switchport port-security static mac-address 0000.0000.0002

switchport port-security mode static

Tk

2H

RE

[no] switchport port-security mode static {accept|reject}

Pic B 22 4z A MAC R,

2 SHHAA

4§ T S
accept FEVFIR mac Mk A7 T 8 73S mac & T RRossE

Y v A A 3T 3
reject TR mac Hubik A7 T ##4S mac RH Rk SCE S
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H

A
FEVFEAEZEYR mac HUBER, T35 mac R IR SCE T i .
£ R D ER A TR E % 2.

P

PN fr A F fE i 1 sfed/2 b3 PR mac R LR,

Router_config#int sfe4/2
Router_config_sfe4/2#switchport port-security mode static accept

2.2.7 switchport port-security mode dynamic
A

[no] switchport port-security mode dynamic

Wit B 2 4 i 1 Bh AR
S
7
wma
To
yio:lz!
Mgz A RS U B OB ET, 120 15 2] B — 2 202 mac Hubk 55 A ROl e e
HERIHR . #h# mac Hihik i K #5077 f# A switchport port-security dynamic maximum iy
SHLE.
fEZZu AR B N E %2
P51

DL fir & AE i 1 sfed/2 bl B 240 OISR

Router_config#int sfe4/2
Router_config_sfe4/2#switchport protected

2.2.8 switchport port-security dynamic maximum
A Sk

[no] switchport port-security dynamic maximum number

Wie B 22 s 11 B A6 2R AT 2 21 B mac Hihik () e K3
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RE

1 EA

o]l

g L

number N7 mac Hutik 1 KA .

435 10 % e B ONEN AT ELEAS L 723 310 mac ML 0 kKR
e~ B M R FILE 4

BUF fir K AL 11 sfed/2 Lt FIZh mac bk i KA -

Router_config#int sfe4/2
Router_config_sfe4/2#switchport port-security dynamic maximum 10
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3.1 inOEEREGS
Uity [ B ZE L B i 2
* switchport protected

3.1.1  switchport block

LIRSS

[no] switchport block {unicast | multicast | broadcast}

e B i AN I e F e R B AR S
S
S S ¥R
unicast Uity AN A R0 ) B 4 it
multicas Uity CVANEL J 22 4 o
t
broadca Uity CVANER J | 4 o
st
B
R TR
AR
£ E o ML BB AL B % a2 .
451

PLF i 2470 0 11 sfed/2 F 10 B AN g oK 0 B 3% i

Router_config#int sfe4/2

Router_config_sfed/2#switchport block unicast

32 MREFHEEGS

R | C L i 2

* storm-control
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3.2.1 storm-control

]

W%
%

iy S H3

P

[no] storm-control {broadcast | multicast | unicast} threshold count
e B 3 ) PR e 425 1) D e

&%

S ¥R AR

broadcast | multicast |
unicast

TE SR AR R KB

count SE S ORGSR BT 4 . count 5B X T R RAE R FIRA
.
Ha
BH NZE R DIRe .
)

P

£ R R B TR B % 2.

LA i &R #2351 sfed/2 b e B R i F sk it X B 42 17 70 B D 20,

Router_config#int sfe4/2

Router_config_sfe4/2# storm-control unicast threshold 20
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4 i R 4SS

4.1 wmORGEESS

ui VRGIE w2
> mirror
> show mirror

411 mirror

i SR

[no] mirror session session_number {destination {interface interface-id} | source

{interface interface-id |,

Pie B o LB AR

| -][both | rx | tx]}

2

S ¥R AR

session_number

I BT . BT 1.

destination Be1% B AR 5 B
source WG HE R .
both | rx | tx BHAREIR. Rx #m RBRMAETE, tx Zon5e 85 b8,
both F % N 4 tH 240 «
®E
T
VAR
4 R BRI E Zm L.
w5l
B 11 sfed/2 18 i 1 sfed/1 (% H 5515
Router_config# mirror session 1 destination interface sfe4/2
Router_config# mirror session 1 source interface sfe4/1 tx
4.1.2 show mirror
A SR

show mirror [session session_number]
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SR R E R .

S
&¥ SRR
session_number s B S . BUETEREN 1.
o=
o
fSEF AR
F R Zar &R Erum B gER .
1

SR T s AR E R

Switch# show mirror
Session 1

Source Ports:

RX Only: Fe0/3

TX Only: None
Both: None

Source VLANSs:

RX Only: None

TX Only: None
Both: None
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51 MAC HlitFie & &4

51.1 mac address-table static
EPU

[no] mac address-table static mac-addr vlan vian-id interface interface-id
MR — A& MAC $idik.

S8
S SR AR
mac-addr MAC k. HUEEE: H.H.H.
vian-id 1% MAC il fir 8 VLAN. BUETER: 1—4094.
interface-id 1% MAC ik iy J& P 2 it 1 o
Hha
G
EJERLA

fEERRERA T REZm L.
Zll

& MAC #ihi: 0004.5600.67ab 255 £ J& T VLANT 3 1 sfed/2 |
Router_config# mac address-table static 0004.5600.67ab vlan 1 interface sfe4/2

5.1.2 mac address-table aging-time
&L

mac address-table aging-time [0 | 10-1000000]
B E MAC Huhl 5% 2 (0] .

%
%

&% SHRAR

0 MAC HitiEk AN E A4k .

10-1000000 DLAP A () MAC Mkl 2 A0 B[]
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RE
T

£ A5 ER
fEAa RN EA A TR E %4

w5l
¥ MAC M2 AL (8] G & A 100 5.
Router_config# mac address-table aging-time 100

5.1.3 show mac address-table

A Sk
show mac address-table {dynamic [interface interface-id | vlan vian-id] | static}
BN HAHL MAC HLhEZR 1P 25

s%

2 SHULAR

dynamic BIAS 2SI MAC Huhik 3% .
interface-id Uit LA R
vlan-id VLAN ID. HUATEFE: 1—4094.
static #74 MAC Hiht % .

[7.5=)
x

£ At AR
1% i 2ok R MAC Hilib3& .

P

BRPTH S MAC Hilil 3.

Switch# show mac address-table static
Mac Address Table

Vlan Mac Address Type Ports

All 0000.0000.0001 STATIC CPU
All 0000.0000.0002 STATIC CPU
All 0000.0000.0003 STATIC CPU
All 0000.0000.0009 STATIC CPU
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All 0000.0000.0012 STATIC CPU
All 0180.c200.000b STATIC CPU
All 0180.¢200.000c STATIC CPU
All 0180.c200.000d STATIC CPU
Al 0180.¢200.0010 STATIC CPU

5.1.4 clear mac address-table
i A
clear mac address-table dynamic [address mac-addr | interface interface-id | vlan
vilan-id]
IR —A5hZs MAC Hibi.
e
e SRR
dynamic 7 MAC Hikik.
address mac-addr MAC Hbtik. BUEEHE: H.H.H.
interface-id ZEu AR
vlan-id VLAN ID. HUEJEHE: 1—4094.
7.3
T
VAR
FEAS PR AN A 1% 4
1l

HFRIm - sfed/2 T ifl pr A 82554 21 2 MAC Hiht

Switch# clear mac address-table dynamic interface sfe4/2
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6.1 ZEMYBERESS

R RRIERE A

* |2protocol-tunnel

6.1.1 I2protocol-tunnel
GRS ERYS

[no] I12protocol-tunnel [stp]

BB R PMBEIE .

RE

A2 Wi 1 L BRAAS S AT =2 PR BEE DR . R RRIEThRERS, W RANR & HAR Y
TR T T SCRRR R VMBS E ) g

il
H BTSSR IE DR R) — 2 il A STP.
=

PLR i K5 £E 55 1 switchFastEthernet 4/1 )5 A stp B (255 STP/PVST) fEi& Thfk .

Router_config#int switchFastEthernet 4/1
Router_config_sfe4/1#I2protocol-tunnel stp

6.2 “—EthmNBEmiTee
TR BERCE A
* debug I2 12protocol-tunnel
6.2.1 debug I2 I2protocol-tunnel
i SR

[no] debug 12 12protocol-tunnel [error | packet]

BCE R PP IE T B .
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pe=

H

RE

AR

o]l

URANE E BARRIETT,  WBRAIAFTIT )2 P BEIE ) A I ki 10t

LA i &K 23w 11 0/2 /R ] stp B0 (445 STP/PVST) BEIELIRE.

Router_config#int f0/2
Router_config_f0/2#I2protocol-tunnel stp
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% 7 & VLAN & 64

[===] A A
1.1 VLANEEHS
VLAN Hg & 7 &£
> vlan
> name
> vlan access-map
> action
> match
> vlan filter
> switchport pvid
bl switchport mode
> switchport trunk
> switchport trunk
1.11 vlan
[no] vlan vian-id
IS INEMER VLAN.
e
2 S ¥k A
vlan-id 7E L VLAN 1) ID. HUHTEH: 1—4094.
®E
I
wSRR
2R B
AR
A4, TR VLAN BCER L, Nz 05 v DU i VLAN (1) — 258
P,
1l

N A0 1D A 200 19 VLAN.

Router_config#
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Router_config#vlan 2
Router_config_vlan_2#

1.1.2 name

[no] name str
2% VLAN 14 .

e
e SHER
str 7E L VLAN 7R BT KBEA 1-32 45 8
RE
default #J VLAN )& F5 ' Default’, H'E VLAN BIZ A VLANXxxx (xxxx A VLAN K]
4 f 5 1D)
LR
VLAN Fic B Fix
1 FERR
A 4] DUARHE AR 75 R B2 VLAN [ 48R LR B 455 I VLAN,
w5l
N 4K vian200 (4 FR B maind05.
Router_config#
Router_config#
Router_config#vlan 200
Router_config_vlan_200#name ?
WORD The ascii name of VLAN(32bytes)
Router_config_vlan_200#name main405
1.1.3 switchport pvid
switchport pvid vian-id
no switchport pvid
1ic B U 1) 4 =i 11 BT J& 1 VAN
Y

2 SHHAA

vian-id Zim D BTJE R VLAN ID. HUEEH: 1 % 4094.




A

=
4

R

H

1.1

RE
Ji A 3 1 #8 ALJ& T VLAN 1.
LR
ity 171 G B A2
£ AR
TERC B %200, pvid FT)EM vian ZiAF7E, 1 I n] DU U7 i) A Ek H 4R A
il

¥ switchFastEthernet 4/1 Bt & Jy VLAN 10 13 i) 35 11 .

Router_config#vlan10

Router_config#interface switchFastEthernet 4/1
Router_config_sfe4/1#switchport pvid 10

4 switchport mode

switchport mode {access | trunk | dot1qg-tunnel {pid | dot1q-tunnel-uplink tpid |

dot1g-translating-tunnel}

no switchport mode
e i A

S S ¥R AR

access Ui 1] A5 5

trunk R

[75=]

Vil
wSEN

iy 11 G B AR X
£ 15 RA

AZH A L SCRFLUR UM DAty Akl U AR ARos iZm U
J&T A VLAN, Jf H RRIEREICEARE H ORI, i 4k (R s 1230 1 5
FE S UE, W] RUAGE MRICHT AR 28 ) LA R T o



R B R A

802.1X AR #ERL E A STRF Trunk St HHAIE o e J PR R AR AR E B DIESZ )6 Bt i 11, %X
i LR A OL, R A A VLAN SR IR, R A % AR T VLAN
TP WA AR EL,  PRIASBE SRS Trunk S 1 AAE .

1.1.5  switchport trunk

[no] switchport trunk {vian-allowed vilan-list} | {vlan-untagged vilan-list }

BRE 2. TCE 4k R
e
e SR

vlan-allowed P AT LARESORI &% A VLAN 1D, BUE TS : 1—4094

7.3
T 4k i L1 native vian ID 4 1, Fu VP VLAN 2 1 & 4094 (Fif5 VLAND.

RN
i 11 P A

1 FtRR
AN R U7 1) B R, g T T DA R A A &, E LR A I S 11 06 A5 Hh 4K
LS
vlan-allowed Z:%H T-# #1311 BT A& (1) VLAN 35 vian-untagged 240 T-#i3 0
RIERSCRETRLEE VLAN IR SCA N | vian #5%5
LEA# FH vian list i 7] LT 22 7 VLAN f list 354775t B (add remove) . i & (none.
all. except). A list LAY, "FlI‘—"fE4rB&, w1, 3, 5, 7&K’k vlan 1. vlan 3. vlan 5.
vlan7; ‘1, 3—5, 7'#*Jx vlan 1. vlan 3. vlan4. vlan 5. vlan7.

1l
He i 1 SR YRR VLAN J8 L SN 110,
Router_config_sfed/1#switchport trunk vlan-allowed 1-10,20-30,55
Router_config_sfe4/1#switchport trunk vlan-untagged 2-1000

1.1.6 show vilan

show vlan [access-map | filter | id vian-id | interface intf-id | dot1g-tunnel [interface
intf]]
IR VLAN (5 B .
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R
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H

¥
B SRR
access-map EIRATE I VLAN Vi 512 .
filter ERFTA ) VLAN 1 825 .
id ERGER VLAN, HUETERE: 1—4094.,
interface IR G E 3 o
dot1q-tunnel 275 Dot1Q Tunnel 4R fs EFMMESHE R, 208 SR &
[interface intf] 5 A Dot1Q Tunnel FE4H{E 2 .
®E
I
HoHR
B
AR
T
1l

LR VLAN {5 .

Switch#sho vian

VLAN Status Name Ports

1 Static Default F0/1, F0O/2, FO/3, FO/4, FO/5, FO/6, FO/7, FO/8
F0/9, F0/10, FO/11, F0/12, FO/13, F0O/14, FO/15
F0/16, FO/17, FO/18, FO/19, F0/20, F0/21, F0/22
F0/23, F0/24, G1/1, G2/1, P1

Static VLANO0002 FO0/3

Static VLANO0003 F0/3

Static VLANO0004 FO0/3

Static VLANO0005 FO0/3

Static VLANO0006 F0/3

Status : 7R VLAN B4 kIR, Static #771% VLAN Sl B & 4 ¥, 1 Dynamic
M7~ 1% VLAN /&iBid GVRP Wl sh#& =41 .

ook WN

BIRHE—A VLAN ) BARAE .

Switch> show vlan id 1
VLAN id: 1, Name: default, TotalPorts: 11

Ports Atttributes
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FO/M
Fo/2
FO/5
FO/7
FO/8
F0/9
FO/11
F0/12
F0/14
F0/15
F0/16

SR E A H A VLAN BIASE B

Trunk,Untagged
Access
Trunk,Untagged
Trunk,Tagged
Trunk, Tagged
Trunk,Tagged
Access

Access
Trunk,Tagged
Trunk,Tagged
Trunk,Untagged

Switch#sho vlan int f0/6

Interface
Name

VLAN

Property PVID Vlan-Map

uTagg-VLan-Map

FastEthernet0/6 Trunk 1

17,19

Switch#sho vlan int f0/7

Interface
Name

VLAN

Property PVID Vian-Map

3,5,7,9,11,13,15 none

uTagg-VLan-Map

FastEthernet0/7 Access 7

78 VLAN 5 ) 5155

Switch#show vlan access-map
Vlan access-map "map_1" 10

Match clauses:
ip address: ip1
Action:

drop

Vlan access-map "map_1" 20

Match clauses:

mac address: mac1

Action:
forward

Vlan access-map "map_1" 30

Match clauses:
Action:
Drop

S R VLAN [Rd % .

Switch#show vlan filter

VLAN Map map_1 is filtering VLANSs:

20-22
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8.1

% 8 &= STP it & 1t

SSTPECE#AS

EN
&

8.1.1 spanning-tree

8.1

mik

spanning-tree

no spanning-tree i 211545 9 A BRI OB, 5035 ]
MBS AT 7S BRSPS 3 )
1] STP.

RE
48 A 8 RSTP B,

1% F 154 BA

G

%
R ERN WO, RE
ity 11 e B A

15l
I

.2 spanning-tree mode

SR

spanning-tree mode {rstp|sstp}

no spanning-tree mode
B & spanning-tree i217H{X, no 4451k STP iE1T.

2H

g SR
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4

R

H

rstp JB %) RSTP K=,

sstp Ja5h SSTP .

BRE

SSTP 5 RSTP
&R
T g

%

L JRy e B
=

T 4R R 2 SSTP 3K

Router_config# spanning-tree mode sstp
Router_config#

8.1.3  spanning-tree sstp priority
R
k& 3 spanning-tree sstp priority value

no spanning-tree sstp priority
B E SSTP MMM LB, no fr &k E NERIME -

2%
EE S
value BUE. BETEHE: 0-61440.
BRE
32768
AR
BEE PUSCAEIS AT LA S AL SO A 2% A B R AR (Root), %0 BLAEL A — A DL 4096
Jb K HAAE A 4096 (6540, B 7T ARG (91 9: 0.4096 . 8192, 3+4096.4*4096. ...
15*4096.
RN

42 ey g B AR
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AN
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pe=

H

8.1

8.1

w5l
N A KB E SSTP [t 2k 4096:
Router_config# spanning-tree sstp priority 4096
Router_config#
4 spanning-tree sstp hello-time

i SR

spanning-tree sstp hello-time time

no spanning-tree sstp hello-time
BC & SSTP [k S AL [A][A]FF, no fir &Pk BB IME -

e
g SRR
time R ARG . HUEVERE: 1-10s.
7.3
4s
13 FtRR

AT AL B A Hello-Time AN FE A AZ WL AR A M LB B 3L o

RN

STl WL e

151
NI A A K BCE SSTP 1) BPDU KIX[AIRE A 8 -
Router_config# spanning-tree sstp hello-time 8
Router_config#

.5 spanning-tree sstp max-age

&k

spanning-tree sstp max-age fime

no spanning-tree sstp max-age

BCE SSTP BPDU My KAAFIH], no i &Pk FIERINE .
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2H
B S YRR

seconds BPDU fi KAEAEI ). HUAEIEH: 6-40s.
®RE

20s
£ i AR
Tk R

X

)R TE B
o]l

N B E SSTP HYE KAEAFI [A] )y 24 £

Router_config# spanning-tree sstp max-age 24
Router_config#

8.1.6  spanning-tree sstp forward-time

Btk
spanning-tree sstp forward-time time
no spanning-tree sstp forward-time
PC B e K INAE, no i & K BB IME.
s%
2 SHULAR
time RIS SENT A] . HU{HYEHE . 4-30seconds.
[75=]
15 seconds
£ At ER
T aPtE
#®

42 ey g B AR K
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P

NTH ) A 4B E SSTP I K ALl 2y 20 #5-

Router_config# spanning-tree sstp forward-delay 20
Router_config#

8.1.7 spanning-tree sstp cost
HiR

spanning-tree sstp cost value

no spanning-tree sstp cost
BCE SSTP #xT fdim g AEIH8, no fir & VR AERIME -

2
2% SHLAA
value B2 PR . AU 1-200000000.
[75=]

10M UK KA 9 100,
100M LUK MFIE 9 19.
1000M BLKMHIME N 1.

f£ 5% BR
T apStE
%
iy I iC B A X
151

T A A IC B i 1 switchFastEthernet 4/1 78 SSTP T #8442 71484 9 100:

Router_config_sfe4/1#spanning-tree sstp cost 100
Router_config_sfed/1#

8.1.8 spanning-tree cost
i Sk

spanning-tree cost value

no spanning-tree cost

B3 126 T B S F TP, no fr S WA BRI



8.1

TEB 4
2H
2 SHRAR
value 3 B R P4 . B 1-200000000.
®RE
TESARLAT 3 1R 26 e o
1 AR

Ztn A TG B 45 S B AR o B 0 2. 7E4% VLAN X2 STP s T, i LIFERT A
VLAN A& b b i B8 A2 T S B S o S #E MSTP AR, S 78 A A b sz 4] v )
PRAR TR ER 2 4 58 T

{HRZ A HIEC B 45 A S T oL IECE, thin: BLE T spanning-tree sstp

cost 100 fll spanning-tree cost 110 2 J&, SSTP #30F, i L AIEAZ 454 A 100,

wSEN
R E R
w5l

T A A S G B i 1 switchFastEthernet 4/1 [RIB42 45 4 24

Router_config_sfe4/1# spanning-tree cost 24
Router_config_sfed/1#

.9  spanning-tree sstp port-priority

i SR

spanning-tree sstp port-priority value

no spanning-tree sstp port-priority

He B o L E SSTP BN LS8, no i PR N ERIME .

S8
S SRR
value u AR SE . BUEVERE: 0-255.
=)
128 (0x80)
fEF 1 AR

gt RSB B L 40N 16 B EUA
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RN

BB E R

0,

T ) A L B 3 11 switchFastEthernet 4/1 (IR 2: 2448 N 32

Router_config_sfe4/1# spanning-tree sstp port-priority 32
Router_config_sfed/1#

8.1.10  spanning-tree port-priority

P

spanning-tree port-priority value

no spanning-tree port-priority

Pic B 5 AR A A O A SR IO E 2, no #in &R W ERIME

S
S SRR
value u IR Se gk, BUEVERE: 0-255, S 16,
HE
ST, I DA g ERIAME# N 128,
EJERLA

A A G B 45 R BT AR O A 2. 7R % VLAN RII4> STP BN, i ITERTH
VLAN ZE Jlobt o (AL e B8 2 g S s 78 MSTP M0 R, i 78 BT A 2B b S 451 v 4
SR T .

HEZam AWM E 4 RA S B NI ACE, thin: FE T spanning-tree sstp
port-priority 100 1 spanning-tree port-priority 110 22 J5, SSTP #3X ~, i L (K8 55 90k
A 100,

LRSEE

S 11 P A 5

p=)

N TH R A 1 B o 1 switchFastEthernet 4/1 72T A R A AL S22 16:

Router_config_sfe4/1#spanning-tree port-priority 16
Router_config_sfe4/1#
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8.1.11  show spanning-tree
i SR
show spanning-tree [detail | interface intf-i]
X % A4 F K R spanning-tree 15 B .
gl
2 S ¥R
intf-i i 44 #%,  teln FO/10, G1/1.
[7.5=)
I
iAR
{7R spanning-tree R4 .
N
P E A
15l
Router_config#show span
Spanning tree enabled protocol SSTP
SSTP
Root ID This bridge is the root
Bridge ID Priority 32768
Address 00E0.0F64.8365
Hello/MaxAge/FwdDly 4/20/15(s)
Intf Port ID Designated Port ID
Name Pri.Nbr Role Sts Cost Bridge ID Pri.Nbr Cost
Fo/47 12847 Desg LIS 12 32768 00E0.0F64.8365 128.47 0
Router_config#
8.1.12 spanning-tree management trap
B SR

spanning-tree management trap [ newroot | topologychange ]
Ja5h STP Trap.
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&% SH0AA

newroot newRoot Trap 27,

topologychange topologyChange Trap 7 .

RE

A
55 STP Trap.
MR
4 Je e B A
=1
¥
8.2 VLANSTPEE#4
Ui B«

S2116, S2448, S3448, S6508 vAK S8500 # 3% A5 Y kA X &4 VLAN R 9 4 s At 5
Blag At Ko BARIE £ P A48 X 6918 & A 5 A B AR R AL B LA .

8.2.1  spanning-tree mode pvst
A Sk

spanning-tree mode pvst
no spanning-tree mode

JE B VLAN Z3BC STP #E3. no fir & 55 I i A 1 A o A

i7.5=]

STP & 1)y SSTP 5 RSTP.
152 FA 154 AR

I
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Router_config# spanning-tree mode pvst
Router_config#

8.2.2 spanning-tree vlan
DU

spanning-tree vlan vian-list

no spanning-tree vlan vian-list

R E VLAN Zrle A4 b =24, no a2 MIBRTE 2 VLAN 42 b o

£% SR

vian-list VLAN 5%%, 4. 1,2,3-10,15.

RE
SRR T, ZZHEHLNHT 30 NN VLAN 43-BC AR b 5241 o
H'& VLAN BEBIMA STP 2514513

£ At ER

GEACg ]

%
ENE] WL i

15l

N 7 Se M B VLANO, 11, 15-19 Akt , 4R )5 A4 VLAN 40-50 73 Bt A Bl -

Router_config#no spanning-tree vlan 10,11,15-19
Router_config#spanning-tree vlan 40-50
Router_config#

8.2.3  spanning-tree vlan priority
R

spanning-tree vlan vlan-list priority value

no spanning-tree vlan vian-list priority

FCE 5 5E VLAN A s IR S 21



R4
S
&% SRR
vian-list VLAN S5, . 1,2,3-10,15.
value M l, JEFE 0— 61440, K 4096.
HE

BAEIRET, % VLAN ZE R i) RIS 20y 32768 Jin L VLAN 5 53 HI{H
1% F 15t BA
T R

%

STl WL e
w15l

A RBIECE VLANT-3, 5-10 1M 564y 4096:
Router_config#spanning-tree vlan 1-3,5-10 priority 4096
Router_config#

8.2.4  spanning-tree vlan forward-time

spanning-tree vlan vian-list forward-time value

no spanning-tree vlan vian-list forward-time
P B8 E VLAN 242 b () Forward Delay %1, no #ir 412 BRME

S
BH SRR
vlan-list VLAN 5715, 4. 1,2,3-10,15.
value Forward-Delay {f, il 4s —30s, kil 15s.
o=
FTE VLAN K] Forward Delay &y 15 5.
{55 AR

x
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RN

0,

4 ey g B AR

N s B VLAN1-3,5-10 ) Forward Delay & 19 -

Router_config#spanning-tree vlan 1-3,5-10 forward-time 19
Router_config

8.2.5 spanning-tree vlan max-age

LS

spanning-tree vlan vian-list max-age value

no spanning-tree vlan vian-list max-age

BEEFEE VLAN A ) Max Age 24, no dr & ERIME

2H

SHGAA

vian-list

VLAN 553, 40: 1,2,3-10,15.

value

max-age {8, J@l 6s—40s, EXiA 20s.

RE

fii4 VLAN [£] Max Age 4 20 #b.

(EEERLE
Tk R

%

4 JR i AR

w5l

N R E VLAN1-3,5-10 (1) Max Age 4 19 -

Router_config#spanning-tree vlan 1-3,5-10 max-age 19

Router_config

8.2.6  spanning-tree vlan hello-time

spanning-tree vlan vian-list hello-time value

no spanning-tree vlan vian-list hello-time
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H

WEEE VLAN S 4 m#t 1) hello-time 241, no iy 4k & BRIAE

2H

e SRR
vian-list VLAN 5%, 4. 1,2,3-10,15.
value hello-time 18, @[ 1s —10s, ERl 4s.
RE
Jit#5 VLAN FJ Hello-Time Jy 4 #.
{5 F 15 BR
T R
2+
4 ey i B A
w5l

N R BIECE VLAN1-3,5-10 [ Hello Time 24 9 #:

Router_config#spanning-tree vlan 1-3,5-10 hello-time 9
Router_config

8.2.7 spanning-tree vlan cost
Ay SR

spanning-tree vlan vian-list cost value

no spanning-tree vlan vian-list cost

B I I AEFR € VLAN HAE B A2 TT4, no i SR BOAE

S
&% S8R
vlan-list VLAN 5715, 4. 1,2,3-10,15.
value it A4, Va1 — 200000000,
hE

Uity IR AR TF A i LR g
10M LUK PIFIME N 100.
100M PLRMIFIE A 19,
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R

H

1000M LK HIE N 1.
&R AR
T AR

X

iy 11 G B X
Nt

N7 B i T switchFastEthernet 4/10 7& VLAN1-3,5-10 4214854 100:

Router_config_sfe4/10)#spanning-tree vlan 1-3,5-10 cost 100
Router_config_sfe4/10)

8.2.8 spanning-tree vlan port-priority
R
spanning-tree vlan vian-list port-priority value

no spanning-tree vlan vian-list port-priority
BB I ESRE VLAN J A2 st AL 6 2, no i &k 2 BRIME

S
2 S ¥R AR
vian-list VLAN 551%, #: 1,2,3-10,15.
value o AR, JEHE 0 - 255, K 16.
[75=]
128
15 FA ¥t ER
T apStE
%
3ty 11 g B
w1

N s 91 C B 3 1 switchFastEthernet 4/1 76 VLAN1-3,5-10 fft2: 4% N 32:
Router_config_sfe4/1#spanning-tree vlan 1-3,5-10 port-priority 32
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8.2.9  show spanning-tree vlan
A Sk

show spanning-tree vlan vian-list [ detail ]
AETET VLAN A R FRRES

g SH0AA

vlan-list VLAN 5715, 4. 1,2,3-10,15.

detail BoRVEE R

3=
T
(EEERL
T StE
N

=~

T & E VLANT-2 R {p) A4 Rl «

Router_config#show spanning-tree vlan 1-2

Spanning tree enabled protocol PVST

VLANOOO1
Root ID This bridge is the root
Bridge ID Priority 4097
Address 00E0.0F64.8365
Hello/MaxAge/FwdDly 4/20/15(s)
Intf Port ID Designated Port ID
Name Pri.Nbr Role Sts Cost Bridge ID Pri.Nbr Cost
FO/47 128.47 Desg FWD 12 4097 O0O0OEO0.0F64.8365 128.47 0
VLANO002
Root ID This bridge is the root
Bridge ID Priority 4098

Address 00E0.0F64.8365
Hello/MaxAge/FwdDly 4/20/15(s)
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Intf Port ID Designated
Name Pri.Nbr Role Sts Cost Bridge ID
FO/47 128.47 Desg FWD 12 4098 O0O0OE0.0F64.8365 128.47 0

Router_config#

83 RSTPEE&®S

8.3.1  spanning-tree mode rstp

LRSI

spanning-tree mode rstp

no spanning-tree mode

B E rstp THAETTJa FI5CH], no dr 4241k STP 1817,

RSTP izf7.
EdEERA

7
=l

T A RS HAL_E TS rstp.
Router_config# spanning-tree mode rstp
Router_config#
8.3.2  spanning-tree rstp forward-time
i SHiA
spanning-tree rstp forward-time time

no spanning-tree rstp forward-time

A rstp A HTIE, no a4 KR BERINMH .

Pri.Nbr Cost

SHGA

time BRI SER ). BB S -

4-30s.
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RE
15 #
1 F 5 BA
I
15l

NI TR E rstp BRI IERS Oy 20 £

Router_config# spanning-tree rstp forward-time 20
Router_config#

8.3.3  spanning-tree rstp hello-time
R

spanning-tree rstp hello-time time

no spanning-tree rstp hello-time
BC & rstp AR SCEETIN (A AJRR , no i &1k & 2 ERIAA .«

S
S S8

time BT A (AIRE . HUEYERE: 1-10s.
BHa

4B
fEF 1 AR

AU ZZ B ALAC B HT Hello-Time X TE A A #e LR A MW LIS B R o
451

) A A R BC L rstp FX) BB IR (R 6] (% Dy 8 £

Router_config# spanning-tree rstp hello-time 8
Router_config#

8.3.4 spanning-tree rstp max-age
i Sk

spanning-tree rstp max-age time

no spanning-tree rstp max-age

fic' & RSTP BPDU Hf KAAERFIE], no iy 2K 2 BRIAE .
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2
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H

TR
S
S SRR

time O AEAERS AN ARG . BUE VS 6-40s.
HE

20 b
EJERLA

o
51

N A ARG E rstp IR A AE I TE] Dy 24 A

Router_config# spanning-tree rstp max-age 24
Router_config#

8.3.5 spanning-tree rstp priority

P

spanning-tree rstp priority value

no spanning-tree rstp priority

BB RSTP ML, no fr & WE NERIMA

2H

S SR
value RIS . HUETER: 0-61440, LK 4096,
BRE
32768
{5 FtER
x
]!

NI R ECE rstp BIRIMFILSE S )y 4096

Router_config# spanning-tree rstp priority 4096
Router_config#
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8.3.6  spanning-tree rstp cost
pu

spanning-tree rstp cost value

no spanning-tree rstp cost
B B oty I (B AR T4, no dr &R E N ERIME .

S8
&% SHERAA
value AR . HUESERE: 1-200000000,
Ha
4R vt 11 A I R R R

10 Mbps: 2000000
100 Mbps: 200000
1000 Mbps: 20000

£ F AR
¥
o]l

T i A K G B i L switchFastEthernet 4/1 B AR {E N 24.

Router_config_sfe4/1# spanning-tree rstp cost 24
8.3.7  spanning-tree rstp port-priority
HiR

spanning-tree rstp port-priority value

no spanning-tree rstp port-priority
Bic B ity IS 2%, no i & E N ERIME «

S8
B SHHAA
value ui R A . HUEVEME: 0-255, K 16.
HE

128
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f&£ F 15 BA
¥
o]l

T )i A4 I B 3 11 switchFastEthernet 4/1 (AR ZEBUE A 24.

switch(config_f0/0)# spanning-tree rstp port-priority 24
switch(config_f0/0)#

8.3.8  spanning-tree rstp edge
pu

spanning-tree rstp edge [ force-true | force-false | auto ]

Pic BB g 11 PR30 s 1) Je A s AR R0 S ) E A0 8 s

¥
B S
force-true i B iy 1 PR 2 s 1 @ M S bl 2Rk
force-false TBC 5 ity 11 P93 s 1) S M g bl JE 3K
auto e 8.9 1) PR s s A D9 B il CGBRAD
[7.5=)
I
= FjtER
i A UTE S FF IEEE 802.1D 2004 RSTP (158 bl i S %5«
RN
Iy 1 B AR
w15l
I

8.3.9  spanning-tree rstp point-to-point
GRS TERYS

spanning-tree rstp point-to-point [ force-true | force-false | auto ]

Pic BB 3 11 ) B RO B R P D SR B A R, R e R s E S el
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% SHIA

force-true TS 2 g 11 1% o B8] O 4 Mk Dy i) A

force-false T 5 i 1 10 05 300 A T B M i i TS 3K

auto T B3 B B SR M L SR (BRI
wma

p
155 A5 RA

i A AE S FF IEEE 802.1D 2004 RSTP 38 B ML b S H5 .
AR

i 11 i B A 5
15l

5

8.3.10  spanning-tree rstp migration-check
i SR

spanning-tree rstp migration-check
HJ5 RSTP M3 Sk

£ At AR

Z i 4 B et i 1 B D WO A B R, RRARTE STP e ity 10y RSTP £, fi
zTW;zli RSTP BPDU.

%4 S NAE S FF IEEE 802.1D 2004 RSTP HIA8 #elL H 3t 57+
wSER

e Jr A 3 1 G A 2
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ANl
T fr 6T 3 1 switchFastEthernet 4/10 34T B 3k 75«

Router_config_sfe4/10)#spanning-tree rstp migration-check
Router_config_sfe4/10)

84 MSTPEE#HS

8.4.1 spanning-tree mode mstp
i SR
spanning-tree mode mstp

no spanning-tree mode
B B AR O 02 4T 0 MSTP, no fis 4441k STP 1217

RE

MSTP #3055, SSTP s RSTP izt .
1 P15 EA

T
15l

T A AR LS 3 MSTP #il:

Router_config# spanning-tree mode mstp
Router_config#

8.4.2 spanning-tree mstp name
A Sk

spanning-tree mstp name string

no spanning-tree mstp name

W B 2 A A P IX 3R AL B, no i KB A4 AR BRI -

2 SHGA

string Fo B AT AT, mZATEE 32 T4, KNSR . BOME L MAC
HHER T4 R
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B®E
AZHAL MAC ik (¥ 775 B T =
(EEENLE
x
=

N W B AT AL 2 AR NI B A RO “reg-017.

Router_config# spanning-tree mstp name reg-01
Router_config#

8.4.3 spanning-tree mstp revision
IR

spanning-tree mstp revision value

no spanning-tree mstp revision

BB 2 AR B X IAB T, no dr &R EABTT 5 A BRIME.

S8
B SHHAA
value BITS, JaH: 0- 65535, ERiMHE 0.
HE
AT S EAE N 0.
EJERLA
G
451

N T i G B 2 A O P X BT 5 9 100,

Router_config# spanning-tree mstp revision 100
Router_config#

8.4.4 spanning-tree mstp instance
GRS o

spanning-tree mstp instance instance-id vlan vian-list

no spanning-tree mstp instance instance-id
¥ VLAN BRLEGTE] MSTI, no #r4-# VLAN H B 2 CIST.



TR R4
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SH SHIRAA
instance-id AR SE S, Ko —A MSTI. JE[ 1 - 15,
vlan-list WIS B2 U ¥ VLAN %2R, Y5 1 — 4094.
®E
FITA 19 VLAN #8E Bt£E CIST (MST00) Hr.
AR
instance-id Jy S AIME, AR — AN AR Ak S 451«
vlan-list 7] LAFR7n—4H VLAN, Ltban: "1,2,3". "1-5". “1,2,5-10"%%,
w5l
TN AR VLANA B B4 bt Sl 1, o VLANS, 7,10 3 20 B EI14: st i) 2,
AR JE PR IX 2 VAN =T G 2] MST00.
Router_config# spanning-tree mstp instance 1 vlan 2
Router_config# spanning-tree mstp instance 2 vlan 5,7,10-20
Router_config# no spanning-tree mstp instance 2
8.4.5 spanning-tree mstp root
A

spanning-tree mstp instance-id root {primary | secondary}

[ diameter net-diameter [ hello-time seconds]]

no spanning-tree mstp root

TC B 8 A 10 2E b S0 Dy 2 BB IREAR MY, no w2k AR U S48 1) X AT S 4 R BR
IME

diameter F1 hello-time 4 50 VF7E 15 BEARMY 1 [F] I 250 0 2 ELARFI A it () HelloTime
iRNETE S Vg8

BH SR
instance-id A S, YEE: 0-15.
primary C B A RS S48 S S AR
secondary L 7 AR R S8 Dy IR AR AT
net-diameter WS, MKER, 24 instance-id N O HRL, JEM: 2-7.
seconds WiEZH%, Hello Time, JtFE: 1-107%.




A

R

=
4

H

RE

BT A B S0 ) 28 AR 56 2 8l 32768, 4% E42 N 7, HelloTime N 2 5.

£ F AR

w5l

diameter Fl hello-time %74 XA 1F instance-id N 0 BFA 3. @EBAT, SPITEEFE
FARMEI a2 05, hses B sl 2 2417 N 28 AR AR 1 AR b i,

RIGHE B RIR AR S S B S By 24576, 1 S ax AME AT LARIE 24 R 28 # AL A %
S IR . 0 B I BAR MR IR Se 2 L 24576 FE/N, B4 0his e E B3 4 5T R (4 4 A%
PR S 2 158 BN ELAR BRI S /)y 4096 1 —AME . 75 EEREE, 4096 &M e gl
K.

SHCE EERMARE, PUTHE RERM I 25, PR 3SR 2E o I Se 2 B
ULE )y 28672, IXFE, (EMZE B IL L B ERINK 32768 HITEAL T, 4
I AL AT LA A AR A o

TN A B E A HALAE CIST oy EEARMr, JRilId M2 EAE 3, HelloTime3 SKR#H Hrit
A B BRI TR) 28, RS B B A LR AR O MSTO1 Hh g (AR A
Router_config# spanning-tree mstp 0 root primary diameter 3 hello-time 3

Router_config# spanning-tree mstp 1 root secondary

8.4.6 spanning-tree mstp priority

P

spanning-tree mstp instance-id priority value

no spanning-tree mstp priority

He B 1 08 2R B SE R RS 2B, no i KL B S O ERIMA -

S8
&% SHERAA
instance-id AR S, Yal: 0-15.
value WML, AN FAMEL —:
0, 4096, 8192, 12288, 16384, 20480, 24576, 28672,
32768, 36864, 40960, 45056, 49152, 53248, 57344, 61440,
HE
FIv A A BSOS S ) BRI AR S 2 A 32768
fEF 1 AR

A A R L R A e B R AR B ARSERY, AT DO .



R

A

=
4

H

P

T A B A HLAE CIST A1 MSTO1 H (AR S Z0 A 43 51 A 4096 F1 8192,

Router_config# spanning-tree mstp 0 priority 4096
Router_config# spanning-tree mstp 1 priority 8192

8.4.7 spanning-tree mstp hello-time

i SR

spanning-tree mstp hello-time seconds

no spanning-tree mstp hello-time
e B 2 AE B ) HelloTime I (8] 248, no #ir &1k & HelloTime AHE 1 .

SHRAR

seconds

JuH: 1-10%, BRiME 2.

RE
21
£ A5 AR
T

w5

T R4 BB 2 A Y HelloTime %008 10.

Router_config# spanning-tree mstp hello-time 10
Router_config# no spanning-tree mstp hello-time

8.4.8 spanning-tree mstp forward-time

SR

spanning-tree mstp forward-time seconds

no spanning-tree mstp forward-time

Bt B % 4= B ) Forward Delay i) 2%, no fir 22 NERIA .

SHGA

seconds

JalE: 4-30F, BRIMA15F).
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B®E
15 ¥

£ A5 ER
T

w5l
NTH A A T E 2 A MY Forward Delay 304 10.
Router_config# spanning-tree mstp forward-time 10
Router_config# no spanning-tree mstp forward-time

8.4.9 spanning-tree mstp max-age

LIRSS

spanning-tree mstp max-age seconds

no spanning-tree mstp max-age
Bt B 22 A R ) Max Age ISR 240, no fir & TRECH BRI .

S
2 S ¥R AR

seconds Vil 6—40 %), BRIMHE 20 F).

®RE
20 7

£ FtRA
x

151
N A BE 2 A PR MaxAge 2405 10
Router_config# spanning-tree mstp max-age 10
Router_config# no spanning-tree mstp max-age

8.4.10 spanning-tree mstp diameter
IR

spanning-tree mstp diameter net-diameter

no spanning-tree mstp diameter

T B 22 A AR T L I 48 LA, no i WK I 2% BLAR N BRIME .



R4
S
S SRR
net-diameter JGHl: 2-7, IMENT.
HE
W2 HAREAE N 7o
EJERLA
W% HASEAELHAF IFRE N — DRI B R, RAEERENEER
MAZ I RIS 50 S RAE . MEEAESEUNIT CIST BX, WwE A, AWM=
AN TR S50 28 B 80 5B R 1A .
FE BB B B AR 15 B 48 BLAE B T VSRS B A W B B () S 48, DURIE RS
B 8
451

TH a2 B e B A R I RN E AR 5, AR A KR HONERIME .

Router_config# spanning-tree mstp diameter 5
Router_config# no spanning-tree mstp diameter

8.4.11  spanning-tree mstp max-hops
A SR
spanning-tree mstp max-hops hop-count

no spanning-tree mstp max-hops
WE 24 BPDU B KB, no a2 K BRI

S
S SRR
hop-count JulE: 1-40, BRIMEA 20
wma
KB EL B8 fE 4 20.
{5 AR
¥
15l

N A4 BCE 2 R R BPDU B KB 5, SRS IR R NERIME .



A

R

=
4

H

Router_config# spanning-tree mstp max-hops 5
Router_config# no spanning-tree mstp max-hops

8.4.12 spanning-tree mstp port-priority
R
spanning-tree mstp instance-id port-priority value

no spanning-tree instance-id port-priority

Pic B g 1 R Fi 52 A RO SE B R B ARE 2, mo il & 1R B 1 76 32 A Fo SIE 91 R I A 2 20

BRAME
S
S SR
instance-id AR S, Y 0 — 15,
value uy RS, NTRIMEZ —:
0, 16, 32, 48, 64, 80, 96, 112
128, 144, 160, 176, 192, 208, 224, 240.
HE
Uity 1R BT A A RO S5 IR IE 2 BB R 128,
EJERLA
x
451

T A 4V B i 11 switchFastEthernet 4//1 76 CIST w3 4K 4644 1 16, SRIGKE
NERNE

Router_config_sfe4/1# spanning-tree mstp O port-priority 16
Router_config_sfe4/1# no spanning-tree mstp O port-priority

8.4.13 spanning-tree mstp cost
GRS o

spanning-tree mstp instance-id cost value

no spanning-tree mstp instance-id cost

e B i 1 AE 48 08 AR O S T B A2 TS, no dm kBRI .
S

2 SR
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A

instance-id AR s S, JaFE 0 — 15,

value it A4S, Va1 — 200000000,
A

AR v 11 ) I T 2R 0 R

10 Mbps: 2000000

100 Mbps: 200000

1000 Mbps: 20000
fEF 1 AR

G
51

T i A B i 1 switchFastEthernet 4/1 78 CIST = 11 B8 421444 200,

Router_config_sfe4/1# spanning-tree mstp 0 cost 200

Router_config_sfed/1#

8.4.14  spanning-tree mstp edge

LS

spanning-tree mstp edge { force-true | force-false | auto }

no spanning-tree mstp edge

WC B i 1 AR 2k 1 @, no dr Kk R AUN B Bkl .

S
5 SRR
force-true SR O AR %R T .
force-false i b mpEESuls i u e
auto BEMNEIEER (BRA) .
HE
BB i 2 A o B2 B BRI 2 i 1T
EJERLA

x
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8.4.15 spanning-tree mstp point-to-point
GRS o

spanning-tree mstp point-to-point { force-true | force-false | auto }

no spanning-tree mstp point-to-point
e B i 1SR, no i & RS O B SRl .

2
S SRR
force-true BREROEEARASE S,
force-false wEIROEREANA{E.
auto Baielim OREES R (BHA) .
[7.5=)
BRAE I 1022 A R 2 1 SIS I S 1 R34 77 3
fEARLEA
T
P

T Ay A 1 B i 1 switchFastEthernet 4//1 %8 7 oL 210 3%E 8

Router_config_sfe4/1# spanning-tree mstp point-to-point force-false
Router_config_sfed/1#

8.4.16  spanning-tree mstp mst-compatible
IR

spanning-tree mstp mst-compatible

no spanning-tree mstp mst-compatible

PO 155 P 22 A B e A A
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B®E
A AR B A WS, AZHN A GE 5 5% A 0 BPDU B AL AT [X 45k
(EEENLE

JRAFRAR A JE, R EARE 12T e 2 A B AZ B CIST (IR, BLER
UEAZ B AL AT LU I el SOt A S A i s 17 .

o]l

A5 FH T T 0 i A 4 R B B TR S ASHATL Y MST iAo

Router_config#spanning-tree mstp mst-compatible

8.4.17 spanning-tree mstp migration-check
A

spanning-tree mstp migration-check

T B RS I B P A RS DA L, IR BLHT R BB R L R

3=

7
(EdaENEE

i A TE 4 JR C B A o G A XN #8 RL
=~

I THI o A B S0 B A i VAT P A 1, SRS X 11 switchFastEthernet 4//1 347
TR IR AR A
Router_config# spanning-tree mstp migration-check

Router_config# interface f 0/1
Router_config_sfe4/1# spanning-tree mstp migration-check

8.4.18 show spanning-tree mstp
A SR

show spanning-tree mstp [ instance instance-id ]

BFH 2SS, AN instance Ty & BB IR FTA A O 2145 B
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S
S SRR
instance-id 4 PISEfIS, SERE 0 - 15,
B
G
{5 AR
fEM A, A RITC B DA K i LT N A mT o
15l

R A Y A A B A AL O SEG s, Fer “MST00” %R CIST, “Type” 7
B son RL s 1 i e 2R 1

Switch#show spanning-tree mstp

MSTO00 Vlans Mapped: 1,4-4094
Bridge Address 00EO0.0F64.8365 Priority 32768 (32768 mst-id 0)
Root This bridge is the CIST and regional root

Configured Hello Time 2, Forward Delay 15, Max Age 20, Max Hops 20
Root Times Hello Time 2, Forward Delay 15, Max Age 20

Interface Role Sts Cost Pri.Nbr Type

FO/1 Desg FWD 200000 128.1  P2p

FO/3 Back BLK 200000 128.3 P2p

FO/47 Desg FWD 200000 128.47 Edge

MSTO01 Vlans Mapped: 2

Bridge Address 00EO0.0F64.8365 Priority 32769 (32768 mst-id 1)
Root This bridge for MST01

Interface Role Sts Cost Pri.Nbr Type

FO/1 Desg FWD 200000 128.1 P2p

MSTO02 Vlans Mapped: 3

Bridge Address 00E0.0F64.8365 Priority 32770 (32768 mst-id 2)
Root This bridge for MST02

Interface Role Sts Cost Pri.Nbr Type

FO/M1 Desg FWD 200000 1281  P2p
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8.4.19 show spanning-tree mstp region
A Sk

show spanning-tree mstp region

B 2 A PO DR LA

f&£ F 15 B
v

o]l

R, He “MST Config Table” &8 7 VLAN 54 Sb sz i3 v 5% &R o

Router_config# show spanning-tree mstp region

MST Region:
Name: [reg01]
Revision:[0]

MST Config Table:
Instance VLAN IDs

0 1,4-4094
1 2
2 3

8.4.20 show spanning-tree mstp detail
i Sk

show spanning-tree mstp detail

A 2 E R A S



A

AN

&
s

H

£ F it AR

o]l

x

AR B9 i B A R RS S DL, B B ME R A i A R Y
LA B AT SR PO E L

Switch#show spanning-tree mstp detail

MSTO00 Vlans Mapped: 1,4-4094
Bridge Address 00EO0.0F64.8365 Priority 32768 (32768 mst-id 0)
Root This bridge is the CIST and regional root

Configured Hello Time 2, Forward Delay 15, Max Age 20, Max Hops 20
Root Times Hello Time 2, Forward Delay 15, Max Age 20

FastEthernet0/1 of MSTOO is designated forwarding

Port Info Port ID 128.1 Priority 128 Cost 200000
Designated Root Address 00E0.0F64.8365 Priority 32768 Cost 0
CIST Regional Root Address 00E0.0F64.8365 Priority 32768 Cost 0
Designated Bridge Address 00E0.0F64.8365 Priority 32768 Port ID 128.1
Edge Port:  disabled Link Type: point-to-point (auto)
Bpdu Guard: disabled (default) Root Guard: disabled (default)

Loop Guard: disabled (default)

Timers: message expires in 0 sec, forward delay 0 sec, up time 662 sec
Number of transitions to forwarding state: 1

Bpdu sent 335, received 5

FastEthernet0/3 of MSTOO is backup blocking

Port Info Port ID 128.3 Priority 128 Cost 200000
Designated Root Address 00E0.0F64.8365 Priority 32768 Cost 0
CIST Regional Root Address 00E0.0F64.8365 Priority 32768 Cost 0
Designated Bridge Address 00E0.0F64.8365 Priority 32768 Port ID 128.1
Edge Port:  disabled Link Type: point-to-point (auto)
Bpdu Guard: disabled (default) Root Guard: disabled (default)

Loop Guard: disabled (default)

Timers: message expires in 5 sec, forward delay 15 sec, up time 662 sec
Number of transitions to forwarding state: 0

Bpdu sent 5, received 335

FastEthernet0/47 of MSTOO is designated forwarding

Port Info Port ID 128.47 Priority 128 Cost 200000
Designated Root Address 00E0.0F64.8365 Priority 32768 Cost 0
CIST Regional Root Address 00E0.0F64.8365 Priority 32768 Cost 0
Designated Bridge Address 00E0.0F64.8365 Priority 32768 Port ID 128.47
Edge Port:  enabled (auto) Link Type: point-to-point (auto)
Bpdu Guard: disabled (default) Root Guard: disabled (default)

Loop Guard: disabled (default)

Timers: message expires in 0 sec, forward delay 0 sec, up time 1485 sec
Number of transitions to forwarding state: 1

Bpdu sent 744, received 0

MSTO1 Vlans Mapped: 2
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Bridge Address 00EO0.0F64.8365 Priority 32769 (32768 mst-id 1)
Root This bridge for MST01

FastEthernet0/1 of MSTO01 is designated forwarding

Port Info Port ID 128.1 Priority 128 Cost 200000
Designated Root Address 00E0.0F64.8365 Priority 32769 Cost 0
Desingated Bridge Address 00E0.0F64.8365 Priority 32769 Port ID 128.1
Timers: message expires in 0 sec, forward delay 0 sec, up time 662 sec
Number of transitions to forwarding state: 1

MST Config Message transmitted 335, received 0

MSTO02 Vlans Mapped: 3
Bridge Address 00EO0.0F64.8365 Priority 32770 (32768 mst-id 2)
Root This bridge for MST02

FastEthernet0/1 of MST02 is designated forwarding

Port Info Port ID 128.1 Priority 128 Cost 200000
Designated Root Address 00E0.0F64.8365 Priority 32770 Cost 0
Desingated Bridge Address 00E0.0F64.8365 Priority 32770 Port ID 128.1
Timers: message expires in 0 sec, forward delay 0 sec, up time 662 sec
Number of transitions to forwarding state: 1

MST Config Message transmitted 335, received 0

8.4.21 show spanning-tree mstp interface
i SR
show spanning-tree mstp interface interface-id
e e Zan 7Ry N T RE RS
Y
2% SR
interface-id imO&FR, Ekan “F0/1” . “FastEtnernet0/3” .
[7.5=)
I
£ A5 ER
T
P

DA i iz & & i 1 FO/M {5 Bl
Switch#show spanning-tree mstp interface f0/1
FastEthernet0/1 of MSTOO is designated forwarding

Port Info Port ID 128.1 Priority 128 Cost 200000
Designated Root Address 00E0.0F64.8365 Priority 32768 Cost 0
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CIST Regional Root Address 00E0.0F64.8365 Priority 32768 Cost 0
Designated Bridge Address 00E0.0F64.8365 Priority 32768 Port ID 128.1
Edge Port:  disabled Link Type: point-to-point (auto)

Bpdu Guard: disabled (default) Root Guard: disabled (default)

Loop Guard: disabled (default)

Timers: message expires in 0 sec, forward delay 0 sec, up time 851 sec
Number of transitions to forwarding state: 1

Bpdu sent 430, received 5

FastEthernet0/1 of MSTO1 is designated forwarding

Port Info Port ID 128.1 Priority 128 Cost 200000
Designated Root Address 00E0.0F64.8365 Priority 32769 Cost 0
Desingated Bridge Address 00E0.0F64.8365 Priority 32769 Port ID 128.1
Timers: message expires in 0 sec, forward delay O sec, up time 851 sec
Number of transitions to forwarding state: 1

MST Config Message transmitted 430, received 0

FastEthernet0/1 of MSTO2 is designated forwarding

Port Info Port ID 128.1 Priority 128 Cost 200000
Designated Root Address 00E0.0F64.8365 Priority 32770 Cost 0
Desingated Bridge Address 00E0.0F64.8365 Priority 32770 Port ID 128.1
Timers: message expires in 0 sec, forward delay 0 sec, up time 851 sec
Number of transitions to forwarding state: 1

MST Config Message transmitted 430, received 0

Instance Role Sts Cost Pri.Nbr Vlans Mapped

0 Desg FWD 200000 1281  1,4-4094

1 Desg FWD 200000 1281 2

2 Desg FWD 200000 128.1  3show spanning-tree mstp protocol-migration
IR

show spanning-tree mstp protocol-migration

B 2 E AR SO S 0 PR A 2

BRE
E
f£ F 1t BA
E
o]l

N RS B 1 % A A B e R S AL, om0 FO/2 RS B
802.1D STP #= Fig17.

Switch#show spanning-tree mstp protocol-migration



TR

=
4

H

MSTP Port Protocol Migration

Interface Protocol Info

Fo/2 802.1D

85 STPHEHFMAEEGS

8.5.1  spanning-tree portfast
S fik
spanning-tree portfast {bpdufilter default | bpduguard default | default}
no spanning-tree portfast {bpdufilter default | bpduguard default | default}
BCE Port Fast #51E, no AU, £REEMS .
spanning-tree portfast [disable | trunk]
no spanning-tree portfast
B & Port Fast 5%, no aw 00K, i LG E a2
e
B SHHAA
bpdufilter default A3l bpdu i 8.
bpduguard default fA3) bpdu R
default BN e
RE
v NEE)
iER
Port Fast #5175 SSTP/PVST X N il 1 37 %3k N Forwarding (RS i B & i IR A28
ik 2. ZACE E RSTP/MSTP LK.
B & Port Fast 2 J&, 7% idfc E BPDU Guard 8¢ BPDU Filter £ 347 (147
i SR
ESCNE AR
1l

T B A4 R S B Port Fast 4374 .
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Router_config# spanning-tree portfast default
Router_config#

I 4R Sl ) FO/0 FRREE

Switch(config_f0/0)# spanning-tree portfast
Switch(config_f0/0)#

8.5.2 spanning-tree bpduguard

LS

spanning-tree bpduguard {disable | enable}

no spanning-tree bpduguard
fii & BPDU Guard, no & HUHALHE .

ENCE!
f&£ F 15 BA

7£ SSTP/PVST #iR T, —/NEN L E T BPDU Guard [ Port Fast 3t [ 41 54t 3 BPDU,
Zty 2 ] shutdown, b A RSB FahRC BB LIk E . /£ RSTP/MSTP
T, —AMELE 7 BPDU Guard 13 H an Rk 2] BPDU, 2 12 76— B [a) Py 1 B
A Blocking K7 .

SRR
e T B A
P

I ) A A AE S 1 0/0 5 3 bpdu 1137,

Switch(config_f0/0)# spanning-tree bpduguard enable
Switch(config_f0/0)#

8.5.3 spanning-tree bpdufilter

Y

spanning-tree bpdufilter {disable | enable}

no spanning-tree bpdufilter
fii & BPDU i€, no & HUHALE .
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B®ma
PR

HEA
7F SSTP/PVST #R T, — B T BPDU Filter 4514 ¥ Port Fast 3 1 41515 ¥ BPDU,
1% 1) BPDU Filter F1 Port Fast £ #5285 B 8h 5], i1 1k = A — N
s, L2t M Listening #| Learning HI%5 154 fE3E A\ Forwarding JR%s
ZI el RSTP/MSTP Bl N k.

wmER
FE LT B AR

w15l

T i A4 A 5 1 fO/0 J3 31 bpdu g i
Switch(config_f0/0)# spanning-tree bpdufilter enable
Switch(config_f0/0)#

8.5.4 spanning-tree uplinkfast

i SR

spanning-tree uplinkfast [max-update-rate pkts-per-second]

no spanning-tree uplinkfast [max-update-rate]
i & Uplink Fast %514, no #r & HUH1ZINEE

ENEE|
{5 F 15 BA

Uplink Fast £V fE SSTP/PVST # X N 34
RN

STl WL e
15l

N FI 4K A 2l Uplink Fast 4544

Router_config# spanning-tree uplinkfast
Router_config#
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8.5.5 spanning-tree backbonefast

P

spanning-tree backbonefast

no spanning-tree backbonefast
it & backbonefast #51%, no iy & HH1ZINEE -

®RE
RIAE)
£ F AR

Backbone Fast ##P£{W 7 SSTP/PVST #i: FH %% .

RN

4 JR i AR

w5l

T A% B 2 backbonefast I LIRS .

Router_config# spanning-tree backbonefast

Router_config#

8.5.6  spanning-tree guard

LIRSS

spanning-tree guard {loop | none | root}

no spanning-tree guard
Jic B i R4 ThAg, no #r 2B guard DifE.

S
S SHIRAA
loop Guard loop. HUEE: 1-Oxfe.
none Guard none. HUfEYE[: 48 tb4F.
root Guard root.




A

AN

&
s

H

B®E
RIPIIRER R B0
£ F 1t RA
Root Guard 44477 LABs 1E—>s 1 U] st 2 24 1) BPDU 1424 Root % H

Loop Guard %57 —/> Root Port 5§, Alternate Port 2%}y Designated Port 2 J& %} Hi3:47
PRI, ZIhRE T LA 1k PRy 11 G2 Re Ui 21 BPDU 1 i SR 2%

wSEN
e MG B A
151

T A A K BELLE 3% 11 0/0 Ji%A root.

Switch(config_f0/0)# spanning-tree guard root
Switch(config_f0/0)#

8.5.7 spanning-tree loopguard
U

spanning-tree loopguard default
B & Loop Guard 5%, no A HUAALE, &REEMS .

off

AR

x
SRR

ARG B A
w5l

T 48 3 ) loopguard ThAg .

Router_config# spanning-tree loopguard default
Router_config#
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8.5.8  spanning-tree fast-aging
U

spanning-tree fast-aging

no spanning-tree fast-aging

T JE R P bk R s 24k

spanning-tree fast-aging protection

no spanning-tree fast-aging protection

TFIR IR A LR POE Z A R

spanning-tree fast-aging protection time value

no spanning-tree fast-aging protection time i

B HUIEER 2 OR I (8]
S
B SRR
value ARSI . B8 15, JEE 10-60 5.
7]
s 15 fast-aging /53 . protection K jE3).
iER
LML 2.0AM R ZFTRAS, misl el 4.0.00 R A4S, ¥ASCREbER &
e ARY T RE -
RN
ARt B A
15l

THE A PSR P AL R T RE . FFECE RTINS TR DY 30 AP

Router_config#spanning-tree fast-aging protection
Router_config#spanning-tree fast-aging protection time 30

8.5.9 spanning-tree fast-aging flush-fdb
i A
spanning-tree fast-aging flush-fdb

no spanning-tree fast-aging flush-fdb
Ja 3l/=< 4] FDB-Flush.



>

AN

é\

pe=

H

S
7
7.3
B LR E .
WtER
HERARN RIS FEH XA E A2
AN 2.0.1M L HIRRCA, mdm S #dl 4.0.00 S ZHTRA, MIACFRHiEER 2
ARSI BE -
FDB-Flush 5t ZL D ReAH FLASE, AT LAZERC B no spanning-tree fast-aging ff[7] i
B FDB-Flush. {HiRiEZAL(RI DHERT FDB-Flush LK.
BEN
4R E A
15l

B FHEAa AR A RE A, i FDB-Flush:

Router_config#no spanning-tree fast-aging
Router_config#spanning-tree fast-aging flush-fdb
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%9 %= 802.1x it b

9.1 802.1xEBHS
802.1x HIBC B i & A :

* dot1x enable

* dot1x port-control

* dot1x multiple-hosts

* dot1x default

* dot1x max-req

* dot1x reauth-max

* dot1x re-authentication

* dot1x timeout quiet-period
* dot1x timeout re-authperiod
* dot1x timeout tx-period

* dot1x user-permit

* dot1x authentication method
* dot1x accounting enable

* dot1x accounting method
* dot1x authen-type. dot1x authentication type

* dot1x guest-vlan

* dot1x guest-vlan id

* dot1x forbid multi-network-adapter
* aaa authentication dot1x

* debug dot1x error

* debug dot1x state

* debug dot1x packet

* show dot1x

9.1.1 dot1x enable

LIRSS

dot1x enable

no dot1x enable
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BRE
7
& FtER
filifiE 802.1x Thfit, WIRBIAERE 802.1x DhfiE, WAENG 1 HEARE S ) 802.1x THREH
G REEIE 802.1x ThEel, Firf 802.1x Lhfe My MU IG5 802.1x Lhig, [, Fra i
802.1x K A= CPU 2, M5 — AR —FEAE VLAN K
RN
L JRyBe B
=~

NTH R 4K 5 3l dot1x.

Router_config#dot1x enable
Router_config#

2  dot1x port-control
GRS TERYS

dot1x port-control {auto|force-authorized|force-unauthorized}

no dot1x port-control

S8
el SHERAA

auto Ja F 802.1x BrSGNIE 77 0.
force-authorized By 802.1x WrSIAIE
force-unauthorized o i) ¢ B 12 N AS AT

i
force-authorized

fEF 1 AR

802.1x WpGE —Fh i J= 8 T3 A AE TS 3K, A auto iy AT BLS 2% 0IETT 30, 1%
WIETT AR BERCE T W 1, HiZdm L@ PEARER vian 1. S8R, <4 .
A%

RN

PR B R
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9.1.

9.1.

P

T A1 f0/24 5 %) 802.1x.

Switch(config_f0/24)# dot1x port-control auto
Switch(config_f0/24)#

T R4 56k f0/23 B BN vian =T, SR)5)E3) 802.1x.

Switch(config_f0/23)#switchport mode trunk
Switch(config_f0/23)#dot1x port-control auto

802.1x Control Failed, 802.1x cannot cmd on vianTrunk port(f0/23)
Switch(config_f0/23)#

3  dot1x multiple-hosts
GRS

dot1x multiple-hosts

no dot1x multiple-hosts

¥

B®ma
2511 801.1x FIZ & i AiE .

£ A< RA
802.1x HIIAIE F2 Z0r BAAN FHLH AT IAGE, X, Ze bl e v — P BEAT AEE
Vil s, HAH PR AR T E MU H 0, BRAERT— AN PR HAAE . U5 AR
SR A I i 11T BRI A SCRF 802.1x IUAZ ez 4 (filln 1108 ZS#hl) 5 24> EHLMIE
B, N TAEIXES TN P HESGEDT ), T LLS 3h 2 ML 05 R D AR .

B — A B E Y 802.1x 92 EHUNIES, SZHAURA R & EHUH 2T 00E, 24
WAEER 5, SZHAUR Fo vFiZ ELE S BEAT Vs ] (T EALET MAC BT 424D .

SRR
e B A
P

T iy A4 AE f0/24 b 5h 2 ML LHAGE .

Switch(config_f0/24)# dot1x multiple-hosts
Switch(config_f0/24)#

4  dot1x default
LIERSE D

dot1x default
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(EEENLE
R 4R EWRE SIEVAE .
RN
4R Be B A
o]l

T A 4R dottx A ABC B2 B R BB

Router_config#dot1x default
Router_config#

9.1.5 dot1x max-req
A Sk

dot1x max-req count

no dot1x max-req

g
Y S
count SHIIEROR U, i 1-10.
RE
2
{5 FtRA
HRIEAF ISR, B B AR SR B IR A B, DAORIER ) b 55 DI AR 55 2%
Al AIE 3
RN
A Je e B A
]!

T A R BCE dotx B IETE SR BV R IKECN 4.
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Router_config#dot1x max-req 4
Router_config#

9.1.6 dot1x reauth-max
LA 3

dot1x reauth-max count

no dot1x reauth-max

SHRAR

count IE S BRI,

Y6 1-10,

wma
4
{55 AR

BEE HEVAERREL BRI, LA TR, AR S

wEEN
)R TE B

w5

N A AR A E dotx B B VTS R R K IKEON 5.

Router_config#dot1x reauth-max 5
Router_config#

9.1.7 dot1x re-authentication
SR

dot1x re-authentication

no dot1x re-authentication
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£ F it AR

JRSHEANUETNEE, 2 YR LS, b2 A R E LT VGIE, AT LLdE
T4 dot1x timeout re-autjperiod, #H1THCE .

LRSEE
4 JR i AR
)

I 4R R B EAAIE D) RE

Router_config#dot1x re-authentication
Router_config#

9.1.8 dot1x timeout quiet-period
A Sk
dot1x timeout quiet-period time
no dot1x timeout quiet-period
2
B S YRR
time dot1x H 3 ZHIIER A, Vi 0-65535s.
[7.5=)
60s
£ At AR
FEVIERIMUS A — Beeig i), FEZI A, SZEBL A 32 808 S ETAE
wSEN
STl WL e
151
NI A A K BC B quiet-period [FIME N 40.
Router_config#dot1x timeout quiet-period 40
Router_config#
9.1.9 dot1x timeout re-authperiod
A Sk

dot1x timeout re-authperiod time
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no dot1x timeout re-authperiod

S SHRAR

time dot1x FINUEMIEHHE, 1-4294967295s.

RE
3600s
EdEERA
& AR S ENE G A 27 A o
RN
L JRyBe B
=l

TNTH Ay A AL E dot1x EAINIERFE#I 7200s.

Router_config# dot1x timeout re-authperiod 7200
Router_config#

9.1.10 dot1x timeout tx-period
f ik

dot1x timeout tx-period time

no dot1x timeout tx-period

S S ¥R AR

time ifa], 1-65535s.

i AT LLAEAR AR S ) LIV SR AR I 18] (] B, B 3 12 Ik 8] 52 4 LA A IE T

42 ey g B AR K
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T TH R i 2 G BRI N 24
Switch(config_f0/0)# dot1x timeout tx-period 24

Switch(config_f0/0)#

9.1.11  dot1x user-permit

dot1x user-permit xxx yyy zzz

no dot1x user-permit

S
S SHAR
XXX EEPRE N
yyy HF 4.
zzz HF 4.
7S
WAHP Y E, Fra P #E.
fEF 1 AR

P AW B I N EE R, B HOR AT BLRE 8 AN 2R 2 802.1x AIIERT
jm)

R XE8E A A HATIGE, A AT IGE, 5 2 AERI

B

S 1 g AR

;]_

w5l

T B A% switchFastEthernet 4/1 BL B 452 H N a. b, ¢ d.

Router_config_sfe4/1# dot1x user-permita b ¢ d

Router_config_sfe4/1#

9.1.12 dot1x authentication method

LIRSS

dot1x authentication method xxx

no dot1x authentication method
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pe=
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RE

&% SH0AA

XXX Fiik4 .

“default” Jji.

£ F 1t RA

0,

9.1.13

iz AN B i R HIIET %, 25RO AAA TERERIIET k2 —, B A
I —FPJ%: 25 AAA XT 802.1x I BEAT VGIERY . AAA R 2 & #C B IXIE T i34
(RN

RN

S 11 g B AR

T A A AR i 1 switchFastEthernet 4/1 BC & AIE 5728 abed, %5 1248 FH 2 1
FAZIE; TR f0/2 BL EIANIE 76N efgh, ZJ7 ik radius R AE.

Router_config #aaa authentication dot1x abcd local
Router_config #aaa authentication dot1x efgh group radius
Router_config #int switchFastEthernet 4/1
Router_config_sfe4/1# dot1x authentication method abcd
Router_config_sfe4/1# int switchFastEthernet 4/2
Router_config_sfe4//2)# dot1x authentication method efgh

dot1x authen-type. dot1x authentication type

i SR

dot1x authen-type {chap|eap}

no dot1x authen-type

BCE 425 N dot1x HIAIERMY, no fr &Pk B NERIME.
dot1x authentication type {chap|eap}

no dot1x authentication type
Pic & 3 R dot1x HIIAIEZESRY, no &Pk B NERIMA .

None

42 )5 N ERIAA chap
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Uity R BRI AR R RO B 2R

{EAEA
A AL EUIERA, iZRANK te AAA ] Chap B¢ Eap iAiE; {H Chap i MD5
Jii % 1) challenge ¥4 fE At =4, 1 f# ] Eap i challenge ¥ iAiE AR %5 28 L7748 —4
ity R — R EE AL, BRI M iZEMEH SR E RVOERR, M ORE 7
INIE R i — B A ZGEZRAY, Bk A No i &0k 2 BRI H

SRR

S 1A 42 JR) e B A 5

0,

N A B I switchFastEthernet 4/1 it BIAIEZRA N Chap, 4RI ESRAN
Eap.

Router_config #dot1x authen-type eap
Router_config #int switchFastEthernet 4/1
Router_config_sfe4/1# dot1x authentication type chap

9.1.14  dot1x guest-vlan
A Sk

dot1x guest-vian

no dot1x guest-vian
FTIF4 R T dot1x ) guest-vlan Zhfg, no @4,

None

®RE
)5 N ERA R ]
(EdaENEE

FTTF guest-vian Thg, W LATER P i A M NN, B DR AR DRI guest-vlan, 45
T 5 1 X 28 15 15 BB o
Z A A LN EC E 74 dot1x guest-vian id Z5& 18 H

wSEN
4R E B A
w5l

T oy A AR 4 R R 4T T guest-vlan Difig



R B R A

9.1

9.1

15

”P?

RE

fer

.16

LIRSS

ap

Router_config #dot1x guest-vian

dot1x guest-vlan id
g3

dot1x guest-vlan id

no dot1x guest-vian

Jic. & 3 1) dot1x guest-vlan id {&, no 4>

Id: guest vlan fi, W LLZ &R CECE FIE(T vian id.

ERILH O
15%PA

F1FF guest-vian Lifg, 1] LAFEZR 7 i A A RE

?ﬁﬁ TR 285 1R AL BR
Zam A M4 R AL E A

(EEo
i 11 i 8 A

dot1x guest-vlan 45 &1# i .

T T R A K R v R K N IEC B guest-vian id {H
Switch(config_if) #dot1x guest-vlan 2

aaa authentication dot1x

WRERINE N 0.

K AH R RN guest-vian, %5

aaa authentication dot1x {default} method1 [method?2...]

no aaa authentication dot1x {default} method1 [method?2...]

SHGA

default

AR 3 BUT 77 i

method1 [method?2...]

enable . group radius. line. local.

local-case. none
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RE
BANE

£ AR
method Z R fit— R 5 175 50 % 7 ENLR LA E A HEATIAIE, XF 802.1x ] aaa A
J5 iR A radius AIE, AT LAE A AR HO G B G HEATUIE, AR i (R A7 T G B v 10
HI P 2505 . 4 enable Fil line [ 3R 4555

RN
4 R L B A A

w5l

T 6 A EEE dot1x MIE 5 N RADIUS.

Router_config#aaa authentication dot1x default group radius
Router_config#

9.1.17 debug dot1x error
A

debug dot1x error

fEARLEA
FoRH H7E dottx IAT LM — VI IRIG 2, F T HHR I E AL
9.1.18 debug dot1x state
i IR

debug dot1x state



iy

(EdaENEE
i A% 0 T

2003-3-18 17:40:09 802.1x:AuthSM(F0/10) state Connecting-> Authenticating, event
rxRespld

2003-3-18 17:40:09 802.1x:F0/10 Create user for Enter authentication

2003-3-18 17:40:09 802.1x:BauthSM(F0/10) state Idle-> Response, event authStart
2003-3-18 17:40:09 802.1x:F0/10 user "myname" denied, Authentication Force Failed
2003-3-18 17:40:09 802.1x:F0/10 Authentication Fail

2003-3-18 17:40:09 802.1x:BauthSM(F0/10) state Response-> Fail, event aFail

9.1.19 debug dot1x packet
i SR
debug dot1x packet
2H
None
®RE
x
(EEENLE

2003-3-18 17:40:09 802.1x:F0/10 Tx --> Supplicant(0008.74bb.d21f)
EAPOL ver:01, type:00, len:5

EAP code:01, id:03, type:01, len:5

00

2003-3-18 17:40:09 802.1x:F0/10 Rx <-- Supplicant(0008.74bb.d21f)
EAPOL ver:01, type:00, len:10

EAP code:02, id:03, type:01, len:10

62 64 63 6f 6d a5

9.1.20 show dot1x

Tk

show dot1x [interface intf-id]
XA KRR 802.1x FLEAE B .

2% SHGA

intf-id AR EL S O o
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R 802.1x FLE S E .

RN

P

EEIAC B AR

NTH Ay A K 7R 1 FO/10 BLE dot1x port-control auto.

Router_config#sho dot1x
802.1X Parameters
reAuthen No
reAuth-Period 3
quiet-Period 10
Tx-Period 30
Supp-timeout 30
Server-timeout 30
reAuth-max 4
max-request 2
authen-type Eap
IEEE 802.1x on port F0/10 enabled

Authorized Yes
Authen Type Eap
Authen Method default
Permit Users All Users
Multiple Hosts Disallowed
Supplicant aaa(0008.74bb.d21f)
Current Identifier 21
Authenticator State Machine
State Authenticated
Reauth Count 0
Backend State Machine State

Idle
Request Count 0
Identifier (Server) 20
Port Timer Machine
Auth Tx While Time 16
Backend While Time 16
reAuth Wait Time 3

Hold Wait Time 0



