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B ARSI T R A ARUE:
RSA——Ron Rivest, Adi Shamir, Leonard Adleman JE] #Rhn 284275,

PKIX——Public-Key Infrastructure (X.509).
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we HE

crypto key generate [rsa] | flgd—Xt RSA #HXT, Il iz gHxt i LA
[general-keys | encryption | signature] | F @k, A= s K . S50 A4 R LL Y S 1
[exportable] [label NAME] [modulus S, SR AT 512, 1024 L&
NUMBER e e
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crypto pki authencate NAME pem | J{5F{E A NAME $ A CA iE1. $Rz CA
{terminal | flash FILE | http URL} TFB4ih PEM #%38.
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e L

crypto pki enroll NAME pem {terminal | | {54 & NAME ZE A bR+ B . AR
flash FILE | http URL} UEF RIS 4 PEM 452

crypto pki import NAME certificate | J4{5{T i NAME ‘5 AAHIIE 5. 4872 14
pem {terminal | flash FILE | http URL} WEFZh PEM #&2,
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1.4.2 fIEIKEKRE
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il H

crypto isakmp policy priority G IKE 31,

encryption {des | 3des | aesl128 || ¥gEnuE:,
aes192 | aes256}

hash {sha | md5} fRE A HILk.
authentication rsa-sig FeEWAIF 71 RSA %4,
group {1| 2|5} & Diffie-Hellman 41,
lifetime seconds f/2 IKE 26 0 A=y A I
exit IR IKE SRS E A .
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crypto key generate rsa general-keys label ike-rl module 1024
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3. Bl PKIEAER, FFghesdin

crypto pki trustpoint r1

rsakeypair ike-r1

subject-name C=CN,O=0RGANIZE,OU=UNIT,CN=R1
4. BLE CA IEFI AL RAHIE FiF K

crypto pki authenticate r1 pem terminal

crypto pki enroll r1 pem terminal
5. ARAMIER)E, MEAHUES

crypto pki import rl certificate pem terminal
6. il IKE SKHg

crypto isakmp policy 10

encryption des

hash md5

authentication rsa-sig

group 2

lifetime 5000
7. %€ SCHNEEV R 5%

ip access-list extended aaa

permit ip 130.130.0.0 255.255.0.0 131.131.0. 0 255.255.0.0
8. EXEHES

crypto ipsec transform-set one esp-des esp-sha-hmac
9. InwBAETRIE IPSec YiHSIRMABHES, HIREMFEMCREML (IPSec Xt

crypto map toShanghai 100 ipsec-isakmp

match address aaa

set transform-set one

set peer 192.2.2.1
10. ¥ nE B RAEM TH#O

interface g0/1
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ip address 192.2.2.2

crypto map toShanghai
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